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Energy Demands

Rapidly
expanding demand
for energy
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Challenges in Substation

Cost Efficiency

Devices, Cabling, Labor, Footprint Data Analysis, Flexibility, Management

3R (Reliability, Redundancy, Resiliency) + Cyber Security
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What is virtualization?

Virtualization enables the

Without Virtualization hardware resources of a Powered With Virtualization
single computer—processors,

memory, storage and more—
to be divided into multiple
virtual computers.

Application Application
Operating system Operating system
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Application

Technology is not new — well
proven and widely used —

Virtualization layer

Operating system

Only thing changing now is
the fact that virtualization
platforms can guarantee real-
time performance
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Video Surveillance

Firewall

ADMS

Data Aggregation

Energy Trading

Access Control

Network Security

HMI

Al/ML Workloads

- Demand Response

Future Workload

Future Workload

Future Workload

Future Workload

Replace dozens of
protection relays

Consolidate other legacy
substation devices

Prepare for emerging
workloads




It’s on the way

@ Thousands of Electromechanical devices

@) Tens of Servers

@) Hundreds of Microprocessor IEDs
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High Performance with Workload Consolidation /
Standardization

Running real-time (e.g. Protection) and non-real-time (e.g. SCADA) workloads together
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1 Virtual Machine 2 Virtual Machines 3 Virtual Machines

Histograms above show time added by hypervisor (measurements with Cyclictest)
VMware enables real-time performance with a simple GUI selection

VMs are isolated - real-time workloads can run adjacent to non-real-time on the same host
Keeping maximum hypervisor latency under 120us

Long-duration tests (30, 60, 180 days) are continuously being performed
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vPAC (virtual Protection Automation Control)

Customer-Driver Ecosystem

Driving standards-based, open, interoperable, and secure software-defined architecture
to host protection, automation, and control solutions for power system substations.
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ABB SCC 600 SW

Conventional Modern Digital

Network Metwork na ement Network na ement NEtWK Managent &
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Electromechanical protectionProtection and control IEDs Protection and control IEDs

Copper cables
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Conventinal
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Conventional switchgear Digital with NCITs and motors

IEC 61850

Process interface units in
digital marshalling cubicle

ADMS / DCS / SCADA

G4

ADMS / DCS / SCADA

Station HMI RTU Virtualized protection
system
ESIES NSNS

Protectionrelays

Merging units

Conventional protection

and control and control

Protection virtualization technology: the utilities revolution
ABB Virtual Protection Automation and Control (VPAC): Servers sizes

Virtualized protection

- 1-3 VMs with SSCE00 SW +
1VM with SSC600 SW Others VM's. spare cores 3rd party apps

Can handle 30 streams SV Can
ryisor Linux KVM or
VMWare ESXi 7.x/8x

party
Engineering tools
s

Ideal for 30 streams SV under a
single configuration/VM, running
on a Hypervisor.

Minimum size

1VM with SSC600 SW +
Others VM's

spare cores 3rd party apps sabdin
2VM's with SSC800 W + 1 ek il A
core spare

Can handle 60 streams SV
Hyperyisor Linux KVM or
VMWiare ESXi 7.x/8.

functions in different VMs,
running on a Hypervisor.

sV

Hypervisor Linux KVM or
VMWare ESXi 7.x/8.X

Ideal for 30-90 streams SV up to
3VM's, or splitted HV/MV
functions in different VMs, 3rd
party vendors running on a
Hypervisor.

Large XL size

Up to 4 YM's with S5C600
SW, or mixed with 3rd party
vendors

Can handie 90 streams SV
Hypervisor Linux KVM or
VMWare ESXi 7.x/8.x

Ideal for 30-90 streams SV up to
4VM's, or splitted HV/MV
functions in different VMs, 3rd
party vendors running on a
Hypervisor.
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GE eLumina
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Real-time monitaring
Digital Substation Data visuakzation
Events logging

https:/ /www.gegridsolutions.com/systems_services/catalog/hvdc/



https://www.gegridsolutions.com/systems_services/catalog/hvdc/

Siemens WinCC Virtualization

WinCC system architecture in virtual environment \

WinCC WinCC

Figure 3-1
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Terminal bus
Service
Package
WinCC Server
SIMATIC
Virtualization
Virtual
Plant bus

Machines as a Service

Automation Automation
system system

Pre-installed Configured
Hypervisor Host
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vPAC Architecture

VM1 (Active Instance)

VM Cluster Management
Hypervisor OS Hypervisor OS

Substation Server Substation Server

CSP (Common Substation Platform)
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ECU Product Position

ECU-4784 ]

13", Raptor Lake

intel

ECU-479 iy

S ECU-579

Legacy CSP Server

CSP/VPR Server

SW-Defined VM Server

Proven H/W Platform
(GHASS Applied)

Complete Solution
(EXP, API, OS, VMKH)

Entry HW Solution
(Atom, Legacy platform)

ECU-4784 Upgrade
(Computing, /0O Bandwidth)

RAS Improvement
(Hot Swap Power & RAID SSD)

Flexibility for Local CTOS
(CPU, Memory, Storage, EXP)

Energy Server Grade
(Support 20+ Cores, VMs)

Leading Technology
(IPMI, Security,*SR-10V)

Incremental Market
(Digital Substation, Protection)
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ECU Product Key Feature
IEC 61850-3 & IEEE 1613 Certified 2U RM System

intel
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100-240 Vdc/Vac, 48VDC Redundant Power Option

DI/DO, Isolated COM, SFP, TPM Option

HSR/PRP, IEEE 1588 v2, IRIG-B, SNMP v2.0

Fanless (-25~70°C) Redundant Fan (-20~60°C)

Intel RSTSW RAID High Speed HW RAID 0/1/10

iBMC/IPMI, VMware ESXi 7, *SR-IOV + HSR/PRP

D Compatible with mainstream virtualization technology according to the customer’s test result, not Advantech’s official announcement _
D Co-working with VMware’s team to support ESXi on Intel hybrid core (P + E) architecture ADMNTECH
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ADMNTECH

Enabling an Intelligent Planet

Co-Creating the Future
of the loT World
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