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• Case Studies
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Why now? The water landscape is changing

Potable water 
lost to leakage 

and theft 

30
To get clean 

water and working 
toilets to everyone 
on the planet by 

2030

$114B $40B
Gap in freshwater 

needed to 
support the 

global economy 
by 2030

40

Annual cost of 
flood damage 

worldwide

US SCADA 
systems that can 
support remote 

operations

21
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The value of smart water

SCADA systems
• Extend asset life
• Improve efficiencies
• Increase security

Quality monitoring
• Assure ecosystem/ 

public health
• Identify risk zones
• Automate systems

Asset management
• Automate systems
• Proactive maintenance 
• Extend asset life

Equitable access 
and continuity
• Right to water
• Right to sanitation

Energy optimization
• Prioritize infrastructure 

spending
• Increase capacity 

without overextending 
resources

Water leak & theft 
detection
• Conserve water
• More efficient billing 
• Improve response times

Emergency response
• Improve response times
• Proactively identify risk 

zones
• Protect public health 

and safety
• Remote operations

System security
• Secure critical 

infrastructure
• Understand & establish 

risk management 
framework

• Build resiliency
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Smart water growth (North America)
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America's Water Infrastructure Act (2018)

Population Served

>100K

50-100K

<50K

Risk Assessment

March 31, 2020

December 31, 2020

June 30, 2021

Population Served

September 30, 2020

June 30, 2021

December 30, 2021

Emergency Response Plan
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IT/OT integrated cybersecurity approach
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• Ability to control physical devices 
remotely

• Addition of IT-style services

• Big data

• Machine learning

• M2M communication

• Sensors (IoT/IIoT)

• Remote Diagnostics 

• Predictive maintenance

• Digital Twin

• Traditionally older systems

• Large attack surface

Attack surface
IT

OT
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Super Bowl 2020, North Miami Beach
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Oklahoma City Water retained Jacobs to increase resiliency 
and cybersecurity of the SCADA system according to their 
SCADA Masterplan. Jacobs partnered with Cisco on the 
cybersecurity solution.

Challenge

Solution

Impact

Vulnerability assessment highlighted 
multiple cyber risks, aged infrastructure, 
no forward-looking OT plan

• Secure and resilient enterprise-wide 
SCADA system

• Redundant architecture with multiple 
datacenters and EOC

• Increased system awareness and 
better access to data for management 

• IT/OT convergence with SLA’s and 
improved communications

Oklahoma City Water 
Utilities Trust

Utility Operations and Management

Oklahoma City, Oklahoma

C u s t o m e r  s t o r y

• Enterprise-wide Secure SCADA 
Architecture (WAN, LAN, Systems, 
DMZ)

• Reviewed architecture and performed 
verification/validation

• Features: cybersecurity policies and 
procedures, ICS Security Awareness 
Training, Multi-Factor Authentication
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Jacobs partnered with Cisco to improve network and 
cybersecurity posture of Rio Rancho’s SCADA system based 
on their SCADA Masterplan.

Challenge

Solution

Impact

Utility-wide infrastructure deficiencies 
contributed to poor cybersecurity 
posture, unsecure communications 
network, and lack of commercial grade 
server and network infrastructure

• Greatly improved the cybersecurity 
posture

• Continuous improvements to keep up 
with cybersecurity threats

• Secure communications network

Rio Rancho Water Utility

Utility Operations and Management

City of Rio Rancho, New Mexico

C u s t o m e r  s t o r y

• Comprehensive cybersecurity and 
network improvements

• Encrypted communications and 
network implementation

• 3rd party vulnerability assessment at 
the conclusion of the project
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Jacobs collaborated with Roseville Water to improve their 
SCADA system cybersecurity posture. 

Challenge

Solution

Impact

Aging water and wastewater SCADA 
infrastructure facilities, increased 
cybersecurity risk

• Commendation from DHS on design 
and network security performance

• Continuous cybersecurity 
improvements and heightened 
cybersecurity awareness

• ICS cybersecurity program 
improvements

Roseville Water Utility

Environmental Utilities

City of Roseville, California

C u s t o m e r  s t o r y

• Detailed defense design and 
cybersecurity improvements

• US Department of Homeland Security 
(DHS) Design Architecture Review

• Close collaboration on integration and 
testing

• DHS network architecture verification 
and validation
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Industry Focus

Applying secure solutions to meet the 

specific challenges of the water 

industry

Cisco cybersecurity for water

Architectural Approach Operational Asset Visibility

Architectures built for industry 

requirements with security as a 

foundational element

Cisco Industrial Cybersecurity

Asset visibility updated in real-time to 

assist in both secure design and threat 

response in addition to providing 

operational insight
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Architectural ApproachCybersecurity in 
Water

No Direct 
IACS 
Traffic

Replicated and 
Mirrored 
services

Disconnect 
Point

Disconnect 
Point

IDMZ

Enterprise Zone 
Level 4-5

Industrial Zone 
Level 0-3 

Trusted

Untrusted
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Headend

Network 
server

Cisco IXM 
LoRa 
Gateway

LoRa AMI

Application 
Servers

LoRa

LoRa Network

Cisco IXM 
LoRa 
Gateway

LoRa

GIS Data 
Analytics

Asset 
Tracking

LoRa Water Sensors

C
is

c
o
 S

e
c
u
ri

ty

Cisco CGR

WiSUN Water Sensors

WiSUN 2.0

Cisco CGR

WiSUN 2.0

WiSUN AMI

Distributed secondary water networks

Cisco® Connected Communities Infrastructure
Cisco intent-based networking and Software-Defined Access

Resilient Mesh Networks

Itron Riva

Itron AMI

Cisco CGR

Meter Device 
Management

FND/GMM
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Water SCADA modernization – defense in depth

Tested Implemented Proven

Cisco 
Validated 
Design
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Operational Asset VisibilityCybersecurity in 
Water
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You cannot secure what you don’t know

Most customers don’t have 
accurate asset inventory

55% have no or low confidence that they 
know all devices in their network 

Blind to what their assets are 
communicating with

ICS equipment deployed over the years 
without strict security policies
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Industrial 
Network 

Traffic

Operational insights
Operational events context

Asset criticality levels
Asset configuration baselining

OT

Cybersecurity skills
Vulnerability remediation

Policy enforcement
Integrated SOC IT

Drives best practices
Fights cyber attacks

Ensures production continuity
Defines behavioral baselines

Cyber Vision IT-OT Collaboration
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Cyber Vision Operational Insights

▪ Passive asset and 
communication discovery

▪ Asset tags and groups
▪ Process-based views
▪ Prioritize maintenance

▪ Baselines and deviations
▪ Vulnerabilities
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Industry FocusCybersecurity in 
Water
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Abstraction

Treatment

AMI

Discharge

Wastewater Collection

Storm Water Collection

Cisco IXM

Sensors

SCADA

River Aquifer Reservoir Desalination

Edge Intelligence

Sensors

Cisco IXM

Cisco 
CGR

Cisco CR-Mesh

SensorsWater Meters Water Meters

Control Center

Network 
Management

Applications Security

Cisco IND

Cisco 
DNA-C

Cisco 
FND

Cisco 
DNA Spaces

Wireless 
Controller

Actility 
Thingpark

Water 
Metering

Water Billing

Data 
Analytics

Video 
Surveillance

Cisco ISE

Umbrella

Cybervision

Stealthwatch

Talos

Data Center

Industrial 
Control

Network 
Monitoring

Data 
Monitoring

Communications Security 
Monitoring

Cisco 
IC3000

IR1101
IE 

3x00

PLCHMI

Cybervision 
Sensor

Pumping Station

IR1101

IR1101

Water Quality

Edge Intelligence

SCADA

PLCHMI

Cybervision 
Sensor

IE 
3x00

IE 
3x00

IE 
3x00 REP

Cisco IXM

Sensors

SCADA IR1101
IE 

3x00

PLCHMI

Cybervision 
Sensor

Distribution Infrastructure

IR1101

IR1101

Edge Intelligence

Leak Detection

Pumping 
Station

Water Tower

IE5000

Wastewater Treatment

Edge Intelligence

Cisco 
IC3000

SCADA

PLCHMI

Cybervision 
Sensor

IE 
3x00

IE 
3x00

IE 
3x00 REP

IE5000

PLC

IE 3x00

HMI

Cybervision 
Sensor

SCADA

Cisco IXM

Sensors

IR1101

Water Quality

IR1101

Edge Intelligence

Cisco IXM

Sensors

SCADA IR1101
IE 

3x00

PLCHMI

Cybervision 
Sensor

Wastewater Collection

IR1101

IR1101

Edge Intelligence

Leak Detection

Pumping Station

Cisco IXM

Sensors

SCADA IR1101
IE 

3x00

PLCHMI

Cybervision 
Sensor

Stormwater Collection

IR1101

IR1101

Edge Intelligence

Flood Detection

Pumping 
Station

Reservoir

Water 
Discharge Solids Discharge

Landfill Fertilizer

IR1101

Water technology reference architecture
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Water technology reference architecture
Asset Visibility
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Cisco Cyber Vision Asset Visibility

Dynamic Communication Map

Comprehensive Asset Inventory
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Water technology reference architecture

Asset Visibility
Zone-
Segmentation
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Cisco SDA – Network Zone Segmentation

HMI

PLC

Drive

HMI

PLC

I/O

Drive

CCTV/
Video

Access 
Control

Voice Data

AP
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Water technology reference architecture

Asset Visibility
Zone-
Segmentation

Identity 
Management
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Cisco ISE Identity Management

Passwords

Token / OTP

Certificates

MAC-ID

Cisco ISE
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Water technology reference architecture

Asset Visibility
Zone-
Segmentation

Identity 
Management

Anomaly 
Detection
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Cisco Stealthwatch Anomaly Detection

Detect malicious 
behavior

No endpoint agents

Segmentation
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Water technology reference architecture

Asset Visibility
Zone-
Segmentation

Identity 
Management

Anomaly 
Detection

Advanced Malware 
Protection
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If malware 
gets in Immediate

Detection

Removed 
automatically 

from endpoints

Blocked across network, 
endpoints, email and cloud

Cisco AMP - Malware Protection
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The 4-step journey to secure water networks

Identify all your industrial 
assets to build the right 

security strategy

Gain visibility on your OT to build and enforce the right security policies

Network 
segmentation

Asset discovery Integrated IT/OT 
SOC

Live threat 
detection

Build your IDMZ and 
isolate your zones to 
secure critical assets

Detect IT intrusions and 
abnormal OT behaviors 

to maintain process 
integrity

Gain a holistic view on 
security events to ease 

investigation & 
remediation
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Connect with us
Sielen Namdar, PE, sienamda@cisco.com

Rocky Smith, rocsmith@cisco.com

Adi Karisik, Adi.Karisik@jacobs.com

Resources
Cisco Cyber Vision

https://www.cisco.com/c/en/us/products/security/cyber-

vision/index.html

Cisco Smart Water 

cisco.com/go/smartwater

Jacobs Solutions

jacobs.com/capabilities
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