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Preface

You see it all the time: a new head of a department, or of a company for that matter,
comes into a new position in the industrial automation environment from a different
industry. The press release talks in glowing terms of the skills and capabilities the
new office holder had in his or her previous position. This person “will leverage his
strengths and capabilities to help usher in a new era.” They have to hit the ground
running and start producing yesterday.

However, there is a catch. Over the past fifty years, the field of industrial
automation has evolved from a number of independent technical fields, such
as instrumentation, electronics, maintenance, plant operations and computer
science. These traditionally independent fields converged to form today’s industrial
automation. This convergence contributes to making the study of industrial
automation much more confusing than it really should be. Part of the reason for this
is that any technology-based area of study has its own idiosyncratic terminology,
jargon, and slang, including acronyms. This can provide a huge barrier to developing
a functional understanding for anyone walking into the industry. As a mathematics
professor proclaimed to a class finishing their first year of graduate school, “We spent
the first year learning the words and now it's time to learn some math.” There is more
truth to this than any of us might like to admit.

When the digital computer showed promise as a tool to solve industrial
automation problems, the lexicon of computer technology merged with the lexicon of
pneumatic and electronic instrumentation and control systems. It was not surprising
that instrument companies divided into two groups, the instrument and control
experts and the computer gurus. These two groups had great difficulty talking to each
other because they did not have a common language. Sometimes the same acronym
had two very different meanings. SPC to the computer professionals in automation
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companies may have meant set point control while to the operationally focused team
it meant statistical process control.

To exacerbate this situation, a considerable amount of the technology and
terminology associated with industrial automation comes from digital computer
markets and technologies. The reason this adds a level of confusion is that computer
science is one technical field in which the terminology is not driven by academics;
rather it is driven by marketing departments. Digital Equipment Corporation
introduced their Programmable Data Processor (PDP) series of computers to the
marketplace a number of years ago as the world’s first minicomputer. The word
minicomputer became a part of Digital’s marketing campaign. Digital intentionally did
not define this word because by not defining it they could more easily claim, without
having to technically justify their position, that competing computer companies did
not really make a minicomputer. College professors spent the next twenty years trying
to develop a technical definition for “minicomputer,” and to the best of the authors'’
knowledge they were never truly successful. This characteristic of the lexicon has
resulted in a set of words and phrases in industrial automation like distributed control
system (DCS), programmable logic controller (PLC), and manufacturing execution
system (MES) to name only a few; terms used daily, but not well defined.

There are aspects of industrial automation based on rich and deep technology
that require considerable in-depth study to understand them, but from a functional
perspective most of industrial automation is pretty straightforward. The catch is that
the field is dominated by technologists who cannot help but try explaining relatively
simple issues in excruciating technical detail, causing many an eye to glaze over.

There are a slew of books that provide detailed explanations of each of the
major aspects of industrial automation, including all the mathematics and formulas
and dynamic models. These are important books for those getting into the heavy
detail. But the end result is that without a preliminary understanding of industrial
automation, these are very difficult to comprehend.

Our purpose in writing this book is to provide a basic functional understanding
of industrial automation. It has been very tempting to delve into technical details in a
number of topics, but that is not what this book is all about.

There are people moving into industrial automation as part of their professional
development. That movement includes, but is not limited to, executives who have
come into industrial automation after leading companies in other markets. That
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level of change is good for industrial automation as new approaches and ideas often
accompany new talent. We find that there are many people becoming associated with
the world of industrial automation from a variety of other related disciplines, such as
information technology or accounting, who require a basic level of understanding

of automation to perform their job functions more effectively. These people who are
new to this field need a way to quickly educate themselves with the technology and
terminology; time is of the essence. We hope this book fills that need.

We have structured the material in this book to progress from the most
basic subject matter through more advanced automation topics. Depending on your
background and level of exposure to manufacturing processes and automation, you
may want to consider skipping over some of the earlier chapters and proceed directly
to the chapters of prime interest.
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CHAPTER 1

Manufacturing and
Production Processes:
The Raw Facts

hen it really comes down to it, companies exist to earn a profit. Manufacturers

are no different. Simply put, manufacturing is the making or processing

of raw material into finished products, especially by a large-scale industrial
operation. Before discussing the three different types of manufacturing processes,
let’s take a quick look at the basic components and characteristics common to every
manufacturing process.

What to make How to
and use make it

Energy

Manufacturing

Products

Process

Materials

Figure 1-1 General Manufacturing and Production Process

Every manufacturing process is designed to transform raw materials into products
through the utilization of basic production resources, such as equipment, tools,
energy, and manpower. Figure 1-1 shows that the primary inputs to a manufacturing
process include energy and raw materials. The primary output of a manufacturing
process is one or more products or grades of product.
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Gasoline is a perfect case in point. A quick snapshot of the process (a more in-
depth version is discussed below) has crude oil coming to a plant after being pumped
out of the ground. It then goes through a complex heating and cooling process where
one of the end results is gasoline, which you use to fill up your SUV.

In multiple-product manufacturing operations, manufacturers often need to
make decisions on what product they want to make at any point in time, and if there
are multiple options within the process, how they should make the product. These
two functions are scheduling and production planning. These basic components and
concepts hold for any manufacturing process.

Three types of manufacturing processes exist: continuous, batch, and discrete.
All three of these manufacturing process types have the basic characteristics
discussed above, although they are very different in key aspects of their operation.
These processes are not mutually exclusive as there are manufacturing operations
that include all three types, although operating only one of the three is common.
Manufacturing professionals often refer to the operation of a plant according to the
dominant manufacturing process type employed. For example, an oil refinery may be
referred to as a continuous process plant, even though there may be other types of
processes going on at the plant.

Continuous Processes

“Continuous” simply means a manufacturing process where raw materials and energy
are consumed in a continuous stream, and a product results. That product continues
to be made in an ongoing manner once the process starts. Take, for example, the
float glass process (Figure 1-2). Sand and other ingredients continuously feed into a
large furnace. After the raw materials melt, they flow onto a molten metallic bed,
where they form a sheet. After being formed, the molten glass sheet is allowed to
cool slowly, and as it cools, it hardens into a continuous plate of glass that is then
annealed to prevent internal stress and finally cut into sections. Once a float glass
plant starts up, it typically operates continuously for years.

Products produced via a continuous manufacturing process typically do not
have to be made this way. They can also be made in a discontinuous manner. The
production of plate glass is a perfect example. In the eleventh century, manufacturers
made glass panes one at a time using a glass blowing process with a flattening
process. Although this process worked quite well, it was very limited in terms of the
amount of glass a manufacturer could produce. A float glass plant operating in a
continuous manner can produce much more glass than a discontinuous glass-making
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Figure 1-2 Float Glass Plant

process can. Continuous processes increase the level of production a manufacturer
can achieve.

Continuous processes make the most sense when the market demand for the
product is high, and the output of the manufacturing process has to be equally high
in order to meet the demand. Therefore, it is important to understand that designing
a continuous process to manufacture products is a decision based on big market
demand for the product. Gasoline is a good example.

Energy
Continuous |
Raw Material Manufacturing | Products
’ Process

General Characteristics
* Bulk Production Processes
¢ Continuous flow of material
¢ Continuous production of product
¢ Fluid processing
¢ Undetermined production runs
¢ Disassembly-oriented production (separation)

Figure 1-3 General Characterization of Continuous Processes
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There are a number of characteristics typical of continuous processes (Figure
1-3). One is that most continuous processes are fluid-based. That is, they involve
a significant amount of either liquids or gases as raw materials or intermediates in
the processing. In order to make product on a continuous basis, there must be a
continuous amount of materials on hand, which are naturally available as fluids. The
glass plant example is interesting in this respect. It starts with a continuous charge
of a mix of sand and other materials, which, although solid, are composed of small
particles and tend to behave in a fluid manner. This mix melts to form a true fluid
throughout the base processing steps, then cools to a solid toward the end of the
process. This is a continuous process that involves solids, liquids and gases, but it
behaves, for the most part, as a fluid process.

Another characteristic of continuous processes is that they tend to have
undetermined (open-ended) production runs. As was previously discussed, float glass
processes may have production runs that are measured in years. The same is true
for oil refineries, which are largely continuous processes. Continuous processes tend
to be challenging and take considerable time to start up, so manufacturers want
them to operate as long as possible. It is a simple business formula: the more time
they operate, the more product they make. The more product they make, the more
revenue they generate.

Continuous processes are, for the most part, invisible. This is because much of
fluid processing takes place within pipes and vessels, out of the view of operators.
Therefore, these processes typically require at least a low level of automation in the
form of instrumentation, just to be able to operate effectively. Batch and discrete
processes, on the other hand, can often operate quite effectively in manual mode,
with no need for any level of automation technology, although there are some
complex batch processes that require automation to operate effectively.

Most people envision manufacturing as assembling a final product from a number
of subunits, such as assembling an automobile. Continuous processing is often a
reverse approach, although there are some assembly-based continuous processes,
such as continuous chemical reaction and float glass manufacturing. Often a single
feedstock comes in and is processed in such a manner as to pull out the components,
each of which may have commercial value. Take crude oil processing, as was
mentioned before (Figure 1-4). In this case, the feedstock is crude oil pumped out of
the ground. It consists of a number of different hydrocarbon combinations. Most of
the individual components in the crude-oil stream have market value when separated
from the other components. This separation occurs by heating up the crude to the
point of vaporization and then cooling the vapor as it rises through a cooling tower.
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Figure 1-4 Continuous Process Example

Different components of the crude stream condense at different temperatures.
As they condense they accumulate in a catch pan and are drawn off. In this case
the salable products are fuel oil, diesel oil, kerosene and gasoline with additional
byproducts that are converted into products such as lubricating oil, paraffin wax, and
asphalt at later stages.

This disassembly process is typical of other continuous processes such as zinc
processing, in which the feedstock is ore and the products might include zinc, other
metals, and sulfuric acid. In paper mills, the feedstock is small particles of wood that
are converted into liquid pulp, and the products are paper, bark, pulp, and turpentine.
Many continuous operations involve multiple trains or lines that may interact with
each other, which can increase the complexity of the operation.

Batch or Discontinuous Processes

A second type of manufacturing process is the batch or discontinuous process. As
the name implies, manufacturers make products in batches or lots as compared to
product being continuously produced. Unlike continuous processing, which often
involves the disassembly of feedstock into base components, batch processing
typically involves assembly-based processes using fluid and dry raw materials and the
production of a single product at a time through the process equipment (Figure 1-5).
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Energy
Raw Materials Batch
——  Process [ Product

General Characteristics
¢ Discontinuous flow of material
¢ Production of product in batches
¢ Production runs determined by time/end point
* Production goes through steps or phases of operation
¢ Fluid and dry processing

Figure 1-5 General Characterization of Batch (Discontinuous) Processes

Batch plants are those with a preponderance of batch processing and may
include multiple process trains that can operate in parallel. A train is a collection of
process equipment used to process a complete batch of product. Therefore, even
though batch processes typically produce a single product at a time, a plant often
simultaneously produces multiple products through different process trains.

Batch processes consist of a discontinuous flow of raw and processed materials.
The raw materials are ingredients; each is typically introduced sequentially into the
process in a prescribed order, and in prescribed amounts. This is the recipe. The order
of processing is typically referred to as the phases of operation or the steps of the
process. Sometimes a step is considered to be a segment of production within a
phase. The ingredients come together to produce an expected quantity of finished
product. With batch processes, a predetermined endpoint, usually defined by time or
by the value of one or more process variables, determines the end of production.

Perhaps the simplest way to think about batch processes is to consider baking a
birthday cake. In making the cake, we use a set amount of ingredients, mix them in
a predefined sequence, charge them to a cake pan and put the pan in the oven until
the cake is ready to help celebrate the 8" anniversary of our spouse’s 39" birthday. The
phases of this operation would be mixing, baking, and cooling. The endpoint of the
baking phase is either determined by the time the cake is in the oven, or by an analytical
endpoint measurement (sticking a toothpick into the cake) or both. We accomplish this
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batch process by following the recipe. An industrial cake baking plant would essentially
do exactly the same things, in greater quantity, and would repeat the process to
produce a larger quantity of cakes. In an industrial setting, candles are optional.

Mashing
Lautering
Boiling
Fermenting
Filtering
Conditioning
Packaging

NoakrwNb~

Figure 1-6 Batch Process Example

Beer brewing is a classic batch process that typically proceeds through seven
phases of operation as the materials move from vessel to vessel in the brewery (Figure
1-6). The first phase is mashing, and it involves the mixing of milled grain and malt
with water and heating the mixture to allow the enzymes in the malt to break down
the starch in the grain into sugars. Phase two, lautering, involves the separation of the
water and sugars from the spent grain. The third phase is the boiling of the extracts
(called worts) to ensure that the mix is sterile, and the adding of hops to the boiling
mixture to control flavor and aroma in the mixture.

The fourth phase is fermentation, which begins by adding yeast to the cooled
wort, causing the sugars in the mixture to be converted into alcohol and carbon
dioxide. The endpoint of the fermentation phase is determined by the time the
mixture has been in the fermenting vessels. After fermenting comes the conditioning
phase, in which the mixture is further culled, causing the yeast to settle and the
proteins to coagulate, improving the smoothness and flavor of the beer. The beer
is then filtered to remove impurities and finally packaged. This is a classic batch
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operation involving the sequence of a number of phases and the charging of different
ingredients in predefined quantities.

Batch processing is much more flexible than continuous processing because a
manufacturer can make a different product or product grade, with each batch made
through the same equipment. In a brewery, a single type of beer is produced through
the process equipment at one time. Most breweries produce multiple types of beer
through the same process equipment by varying the recipes used.

The downside to batch processes is they tend not to be able to get the high levels
of production that continuous processes can, simply because they do not produce
continuously. Increasing the production rate of batch processes is typically limited by
the size of the batches, the time it takes to complete a batch (the cycle time), and the
time between batches. Batch operations can have different batches in the same batch
train at the same time in order to increase the production rate. This can be done if the
different phases use different plant vessels. For example, in a brewery there may be a
batch of beer in the mashing phase while another batch is the fermenting phase.

It should be noted that a manufacturer that makes products in a continuous
process could also make them in a batch process. The refining of crude oil is
essentially a distilling process. Moonshiners have run batch stills for years, and batch
stills could distill crude. Batch processing may be the better plant design if flexibility
and agility are more important business issues than pure production. There is some
thought in this day and age of custom manufacturing that batch production principles
will again lead the way.

Discrete Manufacturing Processes

Discrete manufacturing is generally what people think about when they think about
manufacturing. It involves the assembly of piece parts into products (Figure 1-7).
Discrete manufacturing incorporates the staged assembly of products through a series
of work cells. Each work cell has the assembly equipment necessary to complete one
stage of the manufacturing process.

Discrete processes tend to be much more parts-oriented than the other two
types of manufacturing and much less energy intensive. Discrete manufacturing
operations offer the flexibility of batch processing and have some of the flow-through
characteristics of continuous processing, but the flow is not fluid. Rather, it is a
product being assembled. In a moving assembly-line plant, the product itself also
moves through the various stages of production as it is coming together.
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Figure 1-7 Generalized Characteristics of Discrete Processes

As with other types of production, one of the economic drivers of discrete
manufacturing is to maximize the flow of product through the overall manufacturing
operation in order to maximize production. In most cases, human operators train
on how to operate in a single work cell and perform the same basic functions
repetitively as each new, partially assembled product arrives. Unlike continuous and
batch processes, discrete manufacturing processes are very visible to the worker
involved in the operations of a work cell. Discrete manufacturing can be effectively
implemented in a completely manual manner without the need for any automation
or instrumentation. Automation and instrumentation come onto the scene to make
discrete manufacturing operations more efficient and effective by improving speed,
quality, and repeatability.

An automobile plant (Figure 1-8) is a good example of a discrete manufacturing
process. Within a discrete manufacturing plant there may also be batch and
continuous operations, such as wastewater management or even painting, but most
of the operations are discrete. Automobiles are pieced together on assembly lines
characterized with work cells, each completing one stage of the manufacturing
process. These stages might include welding the frame together, installing the wheels,
and installing the motor on the frame. Manufacturing engineers focus on making sure
the parts are in the right place when required, the assembling product is flowing as
efficiently as possible, and the work done in each cell is done to the desired quality.
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Figure 1-8 Discrete Process Example

In discrete manufacturing processes, manufacturers define gquality in terms of
defects per millions of parts made. The concept of “defects” does not translate
directly in batch and continuous processing since they are fluid processes rather
than parts-based processes. There are approaches to discrete manufacturing other
than assembly lines, such as fabrication shops, but from an industrial automation
perspective, assembly-based discrete processes are the most interesting.

Manufacturing Processes and Industries

As mentioned, you can often find the three types of manufacturing processes in any
industrial plant. Figure 1-9 shows a continuum of industries positioned according

to the level of automation commonly employed and the type of manufacturing
implemented. Plants that tend to have a predominance of continuous processing are
in the refining, bulk chemical, gas, power, paper, and mineral processing industries.
These industries have been the ones for which the economic proposition has clearly
been driven by production volume. Notice that these industries are also in a sector
labeled as scientifically-oriented manufacturing. This means that significant scientific
analysis went into the design and operation of these processes, and they are well
understood in terms of the science behind the production. Most continuous process
plants have a high degree of industrial automation.

Toward the middle of the chart are the craft-oriented industries. There are a
number of different industries included in this group, such as fine chemicals, bulk
pharmaceuticals, beverages, and biotechnology. These industries have a mix of
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Figure 1-9 A continuum of industries positioned according to the level of
automation

processing types but batch often dominates. They are craft-oriented industries
because, for the most part, they have not had the level of scientific analysis done with
respect to the manufacture of the products, resulting in the manufacturing being
more of a craft than a science.

The final category, at the top right of this chart, includes the industries that are
more discrete process-oriented. These tend to focus on piece parts being mechanically
assembled into products and are categorized as mechanically-oriented industries. The
scientifically-oriented industries and the mechanically-oriented industries tend to have
greater levels of automation employed than do the craft-oriented industries. This may
be because it is easier to automate manufacturing processes that have been scientifically
or mechanically well defined compared to the craft-oriented industries, but it is more
likely due to the fact that the economic value proposition for automation in continuous
and discrete plants has tended to be greater than that for batch plants.

Understanding the basic manufacturing processes and how they come together
in manufacturing plants is important to the study of industrial automation. Much
of the terminology used in industrial automation comes from basic manufacturing
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terminology, and different automation technologies have been designed for the
different process types. At this point, the material presented in this chapter should
provide you with a level of functional understanding necessary to move forward to
the following chapters.

Review Questions

1. What is every manufacturing process, regardless of process type, designed to
accomplish?

2. What are the three basic types of manufacturing processes?

3. Which of the primary types of manufacturing process involves a predominance of
fluid processing?

4. Which of the primary types of manufacturing process involves the assembly of
piece parts?

5. What is a manufacturing train?

6. Which of the three basic manufacturing processes is designed to maximize
production volume?



CHAPTER 2

Gontrol of Discrete
Processes

he scene plays over time and time again. A shell of a car moves down the

assembly line until it hits a familiar spot. The car slows, and the robot swings

over with a tire, ready to place it in the proper position. After the tire is on, the
car moves on down the line for the next part installation, just another step in the
birthing process of a car. While on the face of it, the act of piecing an auto together
seems complicated, it really isn’t. As we have seen, discrete manufacturing is typically
assembly line oriented, involving the progressive assembly of finished products via
a number of work cells, each providing a predefined set of mechanical operations.
These mechanical operations frequently involve the use of machines of different types,
designed for the functions to be completed in each work cell. Typical machines might
include lathes, welding machines, cutting machines, power wrenches, robots or lifts.
Controlling discrete manufacturing processes essentially constitutes the automatic
operation of these machines. Automation of these operations is largely a matter of
a series of carefully timed on-off steps. Initially assembly-line workers executed these
steps; however, through a series of technological innovations since the 1960s, it all
became more automated.

Although there have been a number of very clever electronic and
electromechanical devices invented for the automatic control of discrete
manufacturing processes, the most prevalent are the automatic switch and
interconnected sequences of automatic switches. Although devices such as automatic
timers also see use in discrete process control, their operation and construction are
fairly straightforward; therefore, since automatic switching is the heart of discrete
process control, that is what we will address.
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The first automatic switch to be extensively used in discrete process control was
the electromechanical relay (Figure 2-1). A number of electrical suppliers, such as
Allen Bradley, Siemens, and Square D, manufactured these devices for use in discrete
manufacturing control as well as for other areas requiring high-speed switching.
Although the diagram in Figure 2-1 is a simplified view of an electromechanical relay,
it is useful for understanding the basic principles of operation of these devices.
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Figure 2-1 Operating Discrete Processes — The Electromechanical Relay

The fundamental driving element of these relays is an electromagnet. An
electromagnet is formed by wrapping an iron-based bar with electrical wire. With
electromechanical relays the electromagnet is sometimes referred to as the coil.
When the input switch is closed, electricity moves through the wire, and the iron bar
becomes magnetized.

The automatic switch mechanism of the electromechanical relay is formed by the
construction of a lever attached to a fixed post. The lever has a piece of iron attached
to it that is attracted by the electromagnet when it is in the magnetized state. The
back side of the lever has a spring attached to it that normally pulls the back side of
the lever down, forcing the switch side of the lever into the “up” (off) position. When
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the electromagnet is in the magnetized state, the magnetic force pulls on the lever,
overcoming the pull of the spring and causing the lever to move down toward the
electromagnet.

With one contact on a separate fixed post and the other on the lever, the automatic
switch opens and closes according to the magnetized state of the electromagnet.
This results in an automatic switch. This description is fairly accurate, but it is a bit of
a simplification in that a single electromagnet may provide the driving mechanism for
multiple sets of contacts. In such a design, when a single electromagnet is magnetized,
a number of different on-off actions can occur simultaneously.

It does not take much imagination to consider how a number of electro-
mechanical relays could be connected together to perform a number of actions at
the same time. As we have seen, the driving element of an electromechanical relay is
an electromagnet powered by a circuit engaged through an input switch. Therefore,
if the input switch were another electromechanical relay, activating that relay would
provide a chained response. In other words, these relays can be strung together in
very clever ways to perform a number of different binary (on-off) operations. To make
this even more interesting, if timing mechanisms, such as the spring-type clocks often
used in the kitchen as a cooking timer, are inserted within the relay systems at various
points, the actions driven by a single push of a button might drive a large sequence of
events that are very carefully timed.

One aspect of electromechanical relays that is very useful in developing these relay
systems is that certain actions may require an electrical switch to be turned on while
other actions may require an electrical switch to be turned off. For example, suppose
an operator wants to start a welding machine by pushing a start button on the side
of the machine. Suppose there are warning lights over the work cell, one red to
alert others when a welding operation is taking place and the other green when the
welding machine is off. When the operator pushes the start button, it should power
an electromagnet that turns on the red light and turns off the green light at the same
time. Two basic electromechanical relay options have been designed to accomplish
this, as is shown in Figure 2-2. The two options are referred to as “normally open
relays (or contacts)” and “normally closed relays (or contacts).” With a normally open
relay, the contacts are attached to the lever and post so that when the electromagnet
is not magnetized, the switch is in the open position. The opposite is true for the
normally closed relay.
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Figure 2-2 Types of Electromechanical Relays

The availability of “normally open” and “normally closed” relays allows
electricians to design very complex logical sequences into their control systems by
connecting both types of relays and timing devices together. Collections of relays
that combine to perform automatic logical operations like that described provided
the basis for the first automatic control systems in discrete manufacturing operations.
Electricians typically assembled the relays on relay panels in a manner that would
accomplish the desired automation steps. The electricians called the assemblies of
relays on the panels “relay ladders,” and often became proficient at developing very
complex logical schemes for the automation of work cells. They would work out the
circuitry on diagrams using symbols for the switches and coils and would refer to
these diagrams as “ladder diagrams.” The diagrams often provided documentation
for the electromechanical circuits the electricians installed.

The electromechanical relay control systems worked very well, but they had a few
shortcomings. As with any mechanical element, after prolonged use they tended to
wear out or break. In complex systems the repair of the relays could be very difficult.
As engineers and electricians became more proficient at designing and implementing
these systems, the systems tended to increase in complexity and often required
considerable room to house. Also, these systems could get quite expensive as more
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and more relays were required to build complex logic schemes. Electrical suppliers
were looking for ways to address these shortcomings as the price of digital computer
technology started to come down to the point at which it was starting to become
popular for many applications. The basic active components of digital computers are
binary switches and circuits. These computers presented a natural solution for a new
wave of discrete manufacturing control systems.

In the 1960s, however, digital computer technology was not only expensive, it
also had a poor reputation for reliability. Reliability is a critical issue in manufacturing.
Although it seemed like a good idea to apply digital computer technology to
replace electromechanical relay systems, manufacturers were reluctant to apply
any unreliable technology in their manufacturing operations. To solve this problem,
the manufacturers of computer-based logic controllers decided to disguise
the fact that they were utilizing computer technology by calling these devices
“programmable controllers” or “programmable logic controllers.” Richard Morley
of Modicon Corporation in Massachusetts is credited with the invention of the
programmable controller in 1968. The first programmable controllers were advertised
as “solid state” devices, which has a nice stable sound to it. Referring to them as
computers was avoided at all cost. Many of the companies that marketed the first
programmable controllers were the same electrical suppliers who had been marketing
electromechanical relays and other electrical equipment.

Anybody who has studied binary numbering systems and logic, which underpin
the workings of digital computers, will easily understand why such a device would
be ideal for complex binary logic operations. The digital computer is a complex
binary logic machine. The problem in the 1960s was that computer programmers
were scarce and very expensive. The challenge was in developing the computer so
electricians who already had a good working knowledge of electromechanical relay
logic systems and their design would be able to set up the programmable controllers.
The solution was simple, but ingenious. A computer programming language was
developed to emulate the relay ladder diagrams the electricians had been using to set
up the electromechanical relay systems (Figure 2-3).

The initial language of programmable controllers was called ladder logic.
Electricians would develop their relay ladders as they always did, then go to a
programming panel for the programmable controller and draw essentially the
same diagram on the programming panel. The program would then be compiled,
or downloaded into the programmable controller. Once the program was in the
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programmable controller the programming panel could be unplugged and the
programmable controller would just sit there and operate. Since there are no moving
parts in programmable controllers, they actually proved to be much more reliable than
the older electromechanical relay systems. Also, for complex logic systems they tended
to take up much less room than electromechanical relays did. As the technology

has developed, they have become much smaller and much less expensive than they
initially were.
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Figure 2-3 Programmable Logic Controllers

Figure 2-4 shows some older photographs of manual assembly lines above some
photographs of more automated assembly lines. These assembly lines have been
automated by programmable controllers that are not even visible in the picture.

Notice how few people are required in the automated line as compared to the manual
line. Although relay logic systems led to a limited level of headcount reductions, PLC
systems allowed much greater levels of reduction. The cost savings in headcount alone
would often provide justification for the installation of either of these automated
systems. The increases in production rate and the reliable repeatability of repetitive
operations made the application of this technology one of the best economic
investments many discrete manufacturers had at their disposal.

Most automated discrete manufacturing operations today still employ
programmable controllers as the primary automation device. In many cases these
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Programmable
Controller

Figure 2-4 Examples of Discrete Process Control

devices still sit unattended, performing their job through pushbutton interfaces.
As shall be discussed a bit further on, programmable controllers are now being
integrated with personal computer technology to form computer-based control
systems for discrete manufacturing.

Review Questions

1. What is the primary control device in an electromechanical discrete control system?

2. Why are normally open and normally closed relays both required to set up discrete
control strategies?

3. When a number of electromechanical relays are wired together into a control
strategy, what is the resulting system called?

4. What is the name of the computer that performs the same control functions as a
bank of electromechanical relays?

5. What is the computer language that is programmed in a similar manner to
electromechanical relays?
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CHAPTER 3

Gontrol of Gontinuous
Processes: Stay In the Loop

hen it all comes down to it, the most important thing that determines the

optimum operation of a continuous process plant is the setting of set points

and maintaining the controlled variables at the set points. Set points and
control are the keys. They determine the values of the flows, levels, temperatures,
speeds, and other variables across the plant.

But before we get too far ahead of ourselves, let’s take it from the top. While the
control of discrete manufacturing processes tends to involve logic-based operations
due to its on-off nature, the control of continuous processes tends to be scientifically
based. Continuous manufacturing processes involve some level of chemistry or
physics, making control of these processes much more mathematical than logical.

Since most continuous process and batch manufacturing occurs within pipes
or vessels, it tends to be invisible to the process operator. And since all operators
are not capable of employing Superman’s x-ray vision, they need some degree of
instrumentation to make visible certain physical and chemical aspects of the processes.
Initially, companies that became involved with the automation of continuous processes
were companies that made instruments to measure flows, levels, temperatures and
pressures within the piping and vessels and to make these measurements visible to
the operators. These companies included Honeywell, Foxboro, Taylor Instruments,
Rosemont, Fisher Controls, Masoneilan, and Bailey, among many others.

Basic Feedback Control
The basic control entity in continuous processing is the feedback control loop. At
its most fundamental, a feedback control loop is the set of functions required to
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measure and maintain a single process variable (flow, level, temperature, pressure,
etc.) at a specific desired value, called the set point. Way back when, the earliest
control loops were manually operated (Figure 3-1). The measurement was made by

a process instrument and displayed on a dial attached to the instrument. The process
operator standing at a manual control valve looked at the dial to determine the value
of the process measurement (measured variable), compared the current value to a
predetermined desired value (the set point), and turned the valve in the direction that
would make the measured value approach the set point. Once the valve was adjusted,
the process changed accordingly, reflecting the new valve setting, and the value of the
process measurement likewise changed. The measurement change was then reflected
on the dial. When the operator got feedback on the new value of the process variable
by looking at the dial, the operator adjusted the valve again, if necessary, until the set
point and the process measurement came into alignment. It is easy to understand why
this system is referred to as a “feedback control loop,” since effective control involves
looping through the various elements involved and adjusting the process based on
feedback as to the impact of previous adjustments.

A simple feedback control loop consists of just a few basic components: the
process itself, one or more measuring devices, some means of adjusting or changing
the process, and a controller. It is helpful to understand the basic components of the
control loop and establish a vocabulary that will enable us to effectively build from a
simple control loop to higher levels of process control.

The basic components of an automated process control loop are shown in Figure
3-2. The first component is the process itself. The process provides the physical or
chemical transformation required to make a product or products. This transformation
could be as simple as the heating of a liquid, or it could involve an aggressive
exothermic (heat-producing) reaction between chemicals. In any case, the process
exists to make the product.

It may seem as though once a valve is positioned correctly there would be no need
to adjust anything, and the process would just keep operating as desired. Unfortunately,
things change around the process that may cause the measurement to change even
though the valve has never moved. These changing conditions in and around the
process that impact the measurement are called process loads. Process loads are physical,
mechanical or chemical conditions that are typically not controlled, but that can impact
the value of the process measurement. For example, a change in temperature in the
room in which the process is operating can cause the temperature of a liquid in the
process to change. The temperature in the room is a load on the process.
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Figure 3-1 Manual Feedback Control Loop

In an automated control loop, as in a manual one, the measured variable is the
one being controlled. In order to control it, its current value has to be measured. This
is accomplished by the second basic component, the measurement instrument. The
instrument provides a signal to a process controller, communicating the current value
of the measured variable. The controller compares the current value of the measured
variable to the desired value—the set point—and determines if the process needs
to be manipulated to bring the measured value into alignment with the set point.

If so, the controller sends a signal to an actuating device, typically one operating a
valve, which drives the change required. Through the valve, the actuating device
manipulates a variable in the process, and the manipulated variable changes the
process in such a manner as to cause the value of the measured variable to change.

There are two primary dynamic characteristics of any continuous process that
impact the control of the process: dead time and lag. Dead time is the amount
of time it takes for the process to react to a change, typically a change in a
manipulated variable. For example, a process controller may make a request to a
valve to close by 5%. The flow along the length of pipe between the valve and the
process may consume ten seconds, so the process is not impacted until ten seconds
after the request is made. This delay would introduce ten seconds of dead time into
the process loop.

Lag is a measure of how quickly a process responds to a change and is normally
related to the volume (capacity) of material or energy in the process. For example,
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a large tank containing thousands of gallons of a chemical mixture would have a
large capacity. If a small pipe at the top of the tank is adding a component chemical
in order to change the mix in the tank, opening the valve in that pipe would cause
more of the additive to be charged into the tank, but there would be a lag in the
time it takes to discern a change in the chemical mixture because the capacity of the
tank is so large compared to the capacity of the inlet pipe. In a simple sense, dead
time and lag impact the controllability of the process in opposite ways. The more
dead time there is in the process, the harder it is to control, while more lag makes it
easier to control.

Set Point
Process
Controller
Process ‘>
. Measured
Manipulated Variable
Variable I
Process
Loads

Figure 3-2 Basic Feedback Control Loop

Since continuous process manufacturing plants operate in an ongoing manner
and require the holding of multiple process variables to specific values to make
products effectively and efficiently, the control of most continuous process plants can
be thought of as the coordinated control of a number of control loops. Controlling
continuous process plants has long been approached by controlling one loop at a
time until the entire plant is under control. The challenge is to make sure each loop is
well controlled and the set points of all the loops are set to values that optimize the
operation of the plant as a whole. Any discussion of the accepted approach to the
control of continuous process plants begins with the basic components making up the
various elements of a control loop.
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Process Measurement and Instrumentation

A measurement cannot be controlled if it is not measured. Therefore it makes some
sense to start with the measurement aspect of the variables to be controlled. Process
measurement is done by process instrumentation. The four primary measurement
types in process plants are flow, level, pressure, and temperature. Over the past thirty
years, however, a number of additional measurements have become available through
the development of more sophisticated measuring technologies using several different
techniques ranging from analytical chemistry to nuclear magnetic resonance. The

job of the instrumentation is to provide measurements of the key process variables
and to transmit a signal indicating the value of the process measurement to process
controllers. In the previously discussed manual control loop, the measurement is

made and displayed on a dial. The transmission of the measurement signal is simply
accomplished by the operator looking at the dial. Figure 3-3 shows some typical
measurement instruments.

One key challenge in measuring process variables is the processes are operating
at the time the measurements are made, which can cause noise in the signal. Noise
is distortion in a signal due to unintended conditions. For example, trying to measure
the level in a tank while liquid is flowing into the tank can be difficult because of
turbulence. Part of the control challenge is to control (or compensate for) noise in the
measurement. But at the end of the day, the job of each of these instruments is simply
to measure some process variable, or set of process variables, to a desired accuracy
and send a signal representing the value of the measurement to a controller.
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Figure 3-3 Process Instrumentation
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Devices that Adjust the Process — Valves

The third set of primary components of a process control loop is the adjusting
devices that alter the manipulated variables in the processes. For the most part these
are valves (Figure 3-4), but they can also include such devices as air dampers that
control air flow and motor drives that control the speed of motors. A fairly large
variety of control valve mechanisms and suppliers exist in the marketplace, but the
basic operation of these valves is fairly consistent across this broad spectrum. The
mechanism on the valve that actually drives its position is called an actuator. The
valve is in the flow stream to be controlled, and the actuator receives a signal from a
process controller that indicates in which direction (open or closed) and by how much
the valve should change from its current position. The majority of valves in use in
process manufacturing plants today are air-powered, or pneumatic. The pressure of
the air signal they receive determines the desired position of the valve.

Valves — Required just to “manipulate” plant variables

Figure 3-4 Process Adjusting Devices — Valves

Pneumatic valves have one of two basic actuation approaches: air-to-open or air-
to-close. Air-to-open valves open when the air pressure in the input signal increases
and close when the air pressure decreases. Air-to-close valves, on the other hand,
react in exactly the reverse manner. When air pressure increases they close and when
it decreases they open.
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Valve movement is accomplished through the use of an actuator that consists of
a spring mechanism behind a gasket. When air is introduced into the actuator, the
gasket pushes on the spring mechanism to cause it to compress, moving the valve.
The mechanism is in one orientation for air-to-open and in the reverse orientation for
air-to-close. The reason for these two approaches to actuator design is to support safe
operation of the process. Since the valves require a pressurized air source to operate,
it all depends on which position the valves should be in to ensure a safe state in the
case of air pressure loss to the valves. If a valve enables the flow of a volatile chemical
into a vessel, the most appropriate action in the case of a pressure loss would typically
be to close the valve so the volatile chemical ceases flowing. To accomplish such an
action, an air-to-open valve would be selected. This first level of process safety falls
right into the engineering design of process plants through the appropriate selection
of valves and actuators.

The Process

The final component of a basic process control loop is the controller itself. In the
manual control loop, the controller was the person looking at the dial on the
measurement instrument and adjusting the valve to try to align the measurement
with the set point of the loop. Automatic control loops required replacing the person
as the controller with an automatic control mechanism. These automatic controller
mechanisms can be as simple as the mechanical link devices that control the flow
and level in a toilet. Automatic controllers have also been produced using pneumatic
(air), analog electronic and digital electronic mechanisms. In any case, these devices
receive an input signal from the process measurement device, which represents

the measurement of the process variable of interest. It also receives an input signal,
often input by a process operator, which indicates the desired value (set point) of

the measurement. The measurement value is compared to the set point value, and a
signal to the valve is determined and transmitted by the controller. If the measurement
and set point are not aligned, the output signal will cause the valve to move in the
direction (open or closed) that will cause the measured variable to move toward the
set point. It is somewhat like a leveling device, where the set point is “perfectly level.”
To reach the set point, a controller will continue to send out signals to the valve until
the measured variable reaches the “level” or set point.

The transmission signals (pneumatic, electronic analog, and digital electronic)
used in many automatic control systems allow the signal to be transmitted over
distance, enabling multiple controllers at a single control station to be managed by
a single operator (Figure 3-5). Automatic control systems configured in this manner
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are preferable to manual control for two reasons. First, automatic controllers operate
continually without loss of efficiency due to tiredness or boredom, as is the case with
humans. This results in better control. Second, not as many operators are required.
Often the cost savings due to headcount reductions alone justify the expense of
automatic control.
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Figure 3-5 Automated Process Control Loop

Operators are responsible for monitoring the overall operation of the controllers
in their area, setting the set points of the controllers and taking care of abnormal
situations. Controllers can also be switched into manual operation, enabling operators
to control the valves by directly driving the output signal to the valve from the
controller faceplate. It is not unusual for operators to bypass much of the automatic
control because they prefer running the plant in manual. This has been a problem
ever since the introduction of automatic control systems. Plants seldom operate as
efficiently in manual as they do in automatic. Trusting the technology to run the plant
has been an issue for years. While the technology is out there to control a process,
as mentioned, operators will often try to run the process in manual. As automation
continues to infiltrate the plant, and there are fewer people running plants, operators
will be forced to run in automatic control.
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Feedback Control Example: Heat Exchanger

To return to our discussion of the operation of a control loop, a heat exchanger,
which is a fairly common and simple piece of equipment, will serve as an example.
A heat exchanger is a vessel designed to heat the process fluid (in this case, water)
flowing through it. This is accomplished by pumping the water through a pipe that
passes through a heated vessel (Figure 3-6). Steam is introduced into the vessel to
provide the heat. The objective of this process is to heat the water passing through
the heat exchanger to a specific temperature. The measured variable is the water
temperature. A signal representing the value of the water temperature is transmitted
to the controller. The controller compares the actual water temperature to the
desired temperature (set point) and sends a signal to a valve. The valve regulates the
manipulated variable—the steam flow into the heat exchanger. If the actual water
temperature is lower than the set point, the signal from the controller opens the
steam valve, introducing more steam into the exchanger, which causes the water to
heat up. If the actual water temperature is greater than the set point, the controller
closes the valve to reduce the steam flow into the heat exchanger, which reduces the
heat input and allows the water to cool.
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Figure 3-6 Example — Heat Exchanger
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Once a control loop is set up and operating in a manner at which the set point
and measurement align, it may seem as though no further adjustments would be
needed. Unfortunately, control loops work within an overall plant in which many
changes are taking place every minute. These changes may introduce a load change
to the process being controlled. Load changes often cause the measurement value to
change, moving it away from the set point. With the heat exchanger, a good example
of a load change is an increased water-flow rate. With more water flowing through
the heat exchanger, the output temperature of the water would drop, causing an
error between measurement and set point and requiring a control action to adjust the
steam valve. There are a number of different loads associated with a heat exchanger,
such as water flow, steam pressure, ambient air temperature, and condensate buildup
to name just a few. That all means there is a technological form of checks and
balances going on at all times during a process run.

One of the issues the controller must be able to deal with when the measured
water temperature is not at the set point is how far to open or close the valve. The
amount of response the controller makes to an error between the measured value
and the set point is the “control response.” The control response depends upon the
physical, thermal, chemical, etc., characteristics of the process being controlled. In
the heat exchanger example, if the heat exchanger vessel is large and the steam flow
is relatively small, it may take a few minutes for an increase in steam flow to have
the desired effect on the temperature of the water. If, on the other hand, the heat
exchanger vessel is small and the steam flow is large, a small adjustment to the steam
valve would cause the water to heat quickly. In the first case a large adjustment would
have to be made to the valve to realize the same response as would be accomplished
by a much smaller adjustment to the steam flow in the second case. Setting up the
controller to have the correct control response is called “tuning the loop.”

Controller Tuning

Today, most feedback process controllers provide three coordinated responses to
correct an error between the measurement and the set point: proportional, integral
and derivative. The proportional response is one in which the controller adjusts the
valve by an amount proportional to the amount of difference (the error) between
the measurement and the set point. Proportional action is a commonsense response
mechanism for control and would be the only feedback control mechanism required,
except that as process loads change, a simple proportional adjustment results in an
offset between measurement and set point. The offset is a difference between the
measurement and the set point once the control action has had its effect.
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Integral control action was added to correct the offset resulting from proportional
action. Although it's a simplification, integral can be thought of as a slow adjustment
back to the set point once proportional action has had its effect. Integral action
corrects the offset, but takes a relatively long time to get the measurement back to
the set point. In some cases the slowness of the integral response is undesirable. The
derivative response provides a “kick” that was developed to speed things up a bit.
Together they are referred to as PID control.

Perhaps the easiest way to explain PID control action is to use an everyday
example, driving an automobile. Driving an automobile can be thought of as an
application of manual feedback control. The driver is the controller. The driver of a car
moving down a road controls velocity through the gas pedal. As long as the road is
straight and level, the driver can maintain the speed by keeping the gas pedal at the
same setting. If the car encounters a hill, as the car starts to ascend it will also start to
slow down. The driver, sensing this slowing, will step on the gas pedal a proportional
amount (proportional response) to the sensed slowing of the car. Typically this first
response is not exactly correct to bring the car back to the desired speed so the driver
slowly adjusts (integral response) the pedal to work the speed back to where the
driver wants it to be. If this is taking too long, the driver might over-adjust the gas
pedal to provide a kick (derivative response) to increase the velocity.

Tuning control loops is very important to the effective operation of a process.
A feedback controller may be capable of a combination of proportional, integral
and derivative responses, but it may not use all three. Each of the control responses
used needs to be tuned in order for the control mechanism to provide the optimal
feedback response. A control engineer typically would tune the proportional response
first, followed by the integral response and then the derivative response if all three are
used. Clearly the responses impact each other and each needs to be tuned according
to the process and the tuning of the other responses. Experienced control engineers
can often determine initial tuning settings that provide close to an optimal response.
The generally accepted response to a well-tuned controller is a diminishing oscillation
back to the desired set point (Figure 3-7).

Basic process control is implemented in process plants by controlling each
process control loop and keeping the loops tuned to provide optimal feedback
response. Software has been developed for the initial tuning of loops and for
keeping them in tune by evaluating them over time and making the appropriate
adjustments. This software is important because production processes change
over time. Equipment wears out, raw material compositions may change,
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instrumentation may be updated, and many other things typically happen over time
that change the dynamics of the process. As these dynamics change, the tuning of
the loops needs to be adjusted to match.
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Figure 3-7 Control Loop Tuning

If the control loops are in place and tuned, the primary activity that determines
the optimal operation of a process plant is the setting of the set points. As
mentioned at the beginning, the set points determine the values of the flows, levels,
temperatures, speeds, and other variables across the plant. If the set points are not set
correctly, even if the controllers are correctly implemented and tuned, the plant is not
operating in the best possible manner; and if the loop is not in control, it really doesn’t
matter what the set points are.

We have intentionally over-simplified the science behind the control of continuous
processes in an attempt to make the overall subject matter more understandable for
any person looking into this topic for the first time. For continuous control strategies
to be effective you need a very high level of engineering expertise in the areas of
controller tuning, control loop selection and design, operations performance across
multiple control loops, interaction and decoupling between control loops, field device
selection, specification and installation of instrumentation and valves, and plant-wide
control operation, as well as many other important topics. As with any sophisticated



Control of Continuous Processes: Stay In the Loop 33

field, over-simplification carries many dangers. We would strongly suggest that any
person who may want to truly start to understand the science of control and control
systems should consider studying an engineering-oriented book on this topic.

Review Questions

1. What are the four basic components of a feedback control loop?

2. What are process loads and what impact might they have on a process?
3. What are the four basic process measurements?

4. What does PID stand for?

5. Briefly describe the three feedback controller actions.

6. What is the process set point?

7. What does it mean to “tune a loop?”
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CHAPTER 4

Process Control Systems:
A Theory of Evolution

ithout getting too far out in the ether, the theory of evolution basically says

man evolved from a very basic primate. What does that have to do with

process control, you ask? Well, process control systems have had a similar
type of evolution from the purely basic to an incredibly sophisticated level. In order to
understand the architecture and functional layout of today’s process control systems, it
is useful to know how they evolved over time. While this will be a quick history lesson,
it should be easy to see how the impact of decisions made in the design of early
systems can be seen in control systems today.

The earliest and simplest automatic control systems were based on mechanical
mechanisms, such as the mechanical link system found in a toilet. Figure 4-1 shows
a simple automatic mechanical level controller. This mechanism includes a float that
sits in the tank in which the liquid level is being controlled. The float is attached to a
mechanical arm attached to a pivot arm, which is in turn connected to a fixed pivot
and then connected to a valve mechanism. As the level in the tank increases, the float
rises, causing the pivot arm to rise on the float side and descend on the valve side.
The lowering of the pivot arm on the valve side causes the valve to close an amount
proportional to the rise of the liquid in the tank. The closing of the valve reduces
flow into the tank, which reduces the rate of rise of the liquid level. If the level goes
down, the reverse takes place. This simple mechanical device does a fairly effective
job of controlling tank level. It requires no power source and is inherently safe as a
device in that it will not cause a spark that might ignite any flammable liquids. The
primary disadvantage of such a control system is that it is only practical in very local
environments. It cannot be managed remotely by an operator.
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Figure 4-1 Mechanical Control System

After basic mechanical control systems came pneumatic control systems (Figure
4-2). Pneumatic control systems were the first powered systems. The power for these
systems was air pressure. A common signal range of 3 to 15 pounds per square inch
(psi) was agreed upon across industry for these systems. This means that the range
of 3 psito 15 psi represents the range of both the measurement device and the valve
(which, for our purposes, may also mean other devices used to adjust the process)
within the control loop. A 3 psi signal to a flow controller might mean that 0% of
flow is going through the measurement device. A 9 psi signal might mean that 50%
of maximum flow is going through, and a 15 psi signal might mean that 100% of the
possible flow is going through the device. A 3 psi signal from a controller to a valve
may mean to close the valve completely, a 9 psi signal may mean to open it to 50%,
and a 15 psi signal may mean to open it all the way.

Using a standard signal range like this enabled multiple instrument, controller,
and valve suppliers to include their devices in a pneumatic loop with equipment
from other suppliers. In a sense this was the first standard fieldbus. The setting of
the low range of the pneumatic signal at 3 psi rather than O psi enabled operators
to distinguish between a low measurement condition and a system power failure.
Engineers developed very clever pneumatic devices to be able to measure, control,
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Figure 4-2 Pneumatic Control — Air Power

and actuate with pneumatic power. The origin of PID control can be traced to these
pneumatic devices.

Pneumatic control systems offered important advantages over the mechanical
systems they were designed to replace. One of the greatest advantages was because
the pneumatic signals could be transmitted over distance; the controllers could be
located away from the measurement instrument and valves, enabling centralized
control panels. Operators could supervise a number of loops from the control panel.
This led to significant cost savings due to the reduced number of operators required
to operate the plants. See, even back in the old days, they were trying to increase
productivity.

As with mechanical systems, pneumatic systems are inherently safe because air
power does not cause sparks that can lead to explosions. Also, because of the air-to-
open and air-to-close design of pneumatic valves (as previously discussed), pneumatic
control systems can go to a safe state with a loss of power.

Although there are considerable advantages with pneumatic control systems over
mechanical control systems, there are also a few issues with these systems that must
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be (and certainly were) considered. First, the cost of the pneumatic power source for
a plant can be quite high. Also, pneumatic signals do not propagate instantaneously;
rather, there can be a time delay between the sending and receiving of a pneumatic
signal that is proportional to the length of the transmission line, and any delay in a
control loop introduces difficulties in controlling the process. Although pneumatic
systems were a major advancement, these issues led control system designers to
search for more effective approaches.

Pneumatic control systems use continuous signals ranging from 3 psi to 15 psi to
represent the measurement across its range and the desired valve setting across the
range of the valve. Data representation across a continuous range of signals, such
as that represented by pneumatic signals across a 3- to15-psi range, is referred to as
analog data. With analog data, the value of the signal directly represents the value of
the variable being measured. Therefore, a pneumatic control system could be referred
to as an analog control system.

To try to overcome some of the shortcomings of pneumatic control systems,
engineers developed electronic analog control systems (Figure 4-3). These are also
analog control systems, but they are based on an electrical power source instead of a
pneumatic one. The accepted analog range for these control systems is 4 to 20 mA.
Amperage is used (instead of voltage) for signal stability. The 4- to 20-mA signal range
is an industry standard for electronic analog systems, as is the 3- to 15-psi signal range
for pneumatic systems.

Electronic analog devices were able to perform the same basic functions as the
pneumatic devices. This made it easy for an engineer with experience with pneumatic
control systems to move to electronic analog control systems. Electrical signals can
travel over much longer distances with essentially no propagation delays, making
electronic analog control systems much more distributable than pneumatic systems.
With these analog systems a process operator could manage a large number of
control loops from a single location (a central control room), resulting in a reduction
in the required number of operators. The operator headcount reduction led to cost
savings sufficient to justify the expenditure on these systems. You can now see where
the manufacturing industry was headed.

On the downside, electronic analog control systems introduced electricity into
areas of process plants in which a spark might cause an explosion or fire. Devices
called electrical barriers were developed and often had to go into the circuit to reduce
the probability of a spark in areas of the plant where that would be a safety risk.
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Also, since most valves were still pneumatic, plants that installed electronic analog
systems typically had to support both pneumatic and electrical power sources in the
plant, which presented added installation and maintenance costs. Finally, although
pneumatic systems did not offer any advantage in this area, the calculation capability
of electronic analog systems was very limited. These shortcomings led engineers to
start looking for advanced ways to ensure that their plants were operating efficiently.
The ability to do better, general-purpose calculations increased in importance. This
became a critical limiting issue for analog systems.
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Figure 4-3 Electronic Analog Control

As their limited calculation capability started to become a significant issue for
analog control systems, the digital computer age was beginning to show signs of life
as prices started to come down to a level that made digital computation financially
viable in manufacturing operations. Unlike analog systems, digital systems use
electrical circuits to simulate the digits of a number. Instead of a signal representing a
range, the signal represents the value of a digit within a larger number.

This resulted in much more flexible calculating engines than the analog systems
could provide. Computers were still quite expensive and tended to not be as reliable
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as was required in manufacturing, so the first digital computer systems hit the floor
to ensure set points of the analog controllers were optimally set. The resulting hybrid
digital/analog systems were referred to as Set Point Control (SPC) systems (also
referred to as Supervisory Control) or supervisory systems (Figure 4-4).

The computer offered the calculation engine the engineers had been looking
for, and the analog controllers provided the actual feedback control mechanism.
An interface between the computer and the set point input of the controllers
was developed, and software in the computer was programmed to facilitate the
calculation and downloading of the set points. Ensuring optimal set points enabled
more effective and efficient plant operations.

These hybrid systems offered a level of distributed control, with the control done
in the analog controllers, which meant the control would not fail if the computer
went down. As we have seen, this was very important because the early digital
computers were not very reliable and would fail frequently. Also, with computer
displays and computer-based, set-point determination, operators could manage a
much larger section of the plant than was previously possible, resulting in further
headcount reductions in operations staff.

Digital
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Calculation Engine of Set Points Expensive
Distributable Control Limited Calculation
Fail-Safe Limited Optimization

Fewer Operators

Figure 4-4 Digital Control — Set Point Control
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On the downside, SPC systems were expensive because they required a digital
computer and an analog control system, both of which were guite expensive by today’s
standards. The computer’s calculation capability was limited to the functionality above
the control level and did not penetrate the control layer. Also, in spite of the calculation
capability of these systems, expertise and software for optimization were in their infancy
and very little true set-point optimization was actually implemented.

With the disadvantages of SPC systems, a number of manufacturers implemented
digital computers that could perform both control and advanced calculation functions.
These systems were initially referred to as Direct Digital Control (DDC) systems (Figure
4-5). With DDC, system software in the computer replaced the control functionality
previously provided by the analog controllers. Interfaces transferred measurement
signals into the computers, and output signals from the computers to the valves.

The signals from the measurement devices were often analog signals that had to be
converted to digital signals for use by the computer. Suppliers developed analog-to-
digital (A to D) converter devices to provide this function. On the output side, because
valves were also designed for analog signals, D to A converters were developed and
implemented. DDC systems offered the advantage of being less expensive than SPC
systems because the analog control system was not necessary. They also offered
unlimited calculation capability at the control and set-point optimization levels,
allowing for creative control approaches.

Digital
Computer

Advantages Disadvantages

Less Expensive Failure Consequence
Unlimited Calculation
Optimization

Figure 4-5 Direct Digital Control
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The largest downside of DDC systems was the huge consequence of a system
failure. Since digital computer technology was so expensive during this phase of
the evolution of process control systems, the tendency was to put as much control
as possible into a single computer, in spite of the risk. Some manufacturers tried
a backup analog control system, but this solution was also very expensive. As the
cost of digital computer technology continued to decline, and reliability increased in
proportion, the direct digital control approach became the norm for the design of
control systems.

One of the major challenges in moving from pneumatic and electronic analog
systems to digital computers for process control was preserving the high-value
knowledge of control engineers while undergoing this transformation. Control
engineers were well trained in the development and implementation of control
strategies with analog control systems.

Analog control systems were designed and developed through the selection of
hardware components built to perform specific functions within a control strategy.
For example, to develop a simple feedback control loop, an engineer might select
an electronic analog instrument, a proportional and integral analog controller, an
electronic analog-to-pneumatic signal converter, and a pneumatic valve. More
complicated control strategies were developed by selecting the necessary additional
hardware components and connecting them in the appropriate order. Control
engineers developed significant expertise over years of working with analog systems,
based on this hardware component approach.

With digital computers the control functionality goes through software rather
than through the hardware components of analog systems. As digital computer
technology hit the floor, few control engineers were versed in general programming
languages. To deal with this issue, software development engineers at The Foxboro
Company devised an ingenious software programming language to emulate the
hardware component approach to control strategy design and development that the
control engineers had been used to.

This was done through a software construct called the “Block Concept.”
Conceptual entities called software “blocks” were developed for each of the
major functional entities required in an analog control system (Figure 4-6). Control
engineers could literally build control schemes using the same knowledge they had
developed with analog systems. They could sit at a computer terminal and work with
configuration software that allowed them to build PID blocks, analog input blocks,
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analog output blocks, and a variety of other blocks, and connect them through
software connections. It took very little time and effort using this software block
approach to transition a good control engineer accustomed to analog control systems
to digital control systems. The software block language invented for process control
systems actually was an early form of object-oriented programming, which has
become very important in computer programming over the past decade.
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Figure 4-6 Process Control Software — The Block Concept

The reduction in cost-per-function of digital computer technology accelerated
through the mid to late 1970s, to the point at which providing control functions in
digital computers was actually considerably less expensive than providing the same
functionality in analog systems. This, combined with the acceptance by industry of
block programming languages and direct digital control systems, naturally led to the
evolution of a new class of systems (Figure 4-7), distributed control systems (DCSs).
Honeywell introduced the first DCS, TDC2000, in the late 1970s, setting a new
direction for control system design that would take the industrial automation through
the latter decades of the twentieth century.

DCSs offered a number of advantages over the previous digital control systems.
First, DCSs are much more distributable than previous digital control systems
were. They are distributable in two important ways: geographic and functional. In
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geographic distribution, the computer modules of the system are networked together
and distributed to different locations in the plant. In functional distribution, the
computer modules are designed to perform a specific function within the overall
function set. For example, one computer module of a DCS might be dedicated to

the function of process control while another might be dedicated to the function

of operator interfacing. The combination of geographic and functional distribution
provided by DCSs resulted in extremely flexible system designs that could match a
wide variety of requirements across a wide variety of industries.

Advantages Disadvantages
Highly Distributable Plant-Floor Centered
Fewer Operators Process Control Oriented

Reduced Failure Consequence

Figure 4-7 Distributed Control System

Second, DCSs typically also allowed much more centralized supervision over much
larger sections of process plants, often resulting in single control rooms for very large
plants. This resulted in further cost savings due to a reduction in operators. Third, by
distributing the functionality across a number of computer modules, the consequence
of a failure in any one module was much more contained. In addition, DCS suppliers
designed redundancy and fault tolerance into critical modules in the DCSs so the
failure of a component would not result in any loss of function.
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Perhaps one of the major disadvantages with DCS designs is that, although
they are based on digital computers that are very similar to those used in business
computing systems within the same plants, DCSs are so process-control and plant-
floor oriented that their design has actually tended to discourage interoperation with
the business systems. This separation between DCSs and business systems has been
an issue ever since the introduction of DCSs, and it is one of the top issues facing the
automation industry today.
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Figure 4-8 Distributed Control System — Basic Architecture

Although DCSs have been designed by a number of different automation
suppliers, such as Honeywell, Foxboro, ABB, Siemens, Yokogawa, and Emerson, to
name a few, over time their basic architectures have converged to the point at which
most DCSs today share a fairly common architectural design that can be described
as five layers (also called levels) of functionality. Figure 4-8 presents the five-layer
architecture that represents the common DCS design found across most suppliers’
systems today. Starting at the lowest layer, instruments and valves have traditionally
been considered to be outside of the DCS scope, but with the increased availability
of digital intelligence within these (and other) field devices, they are starting to be
considered part of the control system.
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With intelligence in the field devices, the importance of a digital communication
infrastructure to connect them to the DCS has become apparent. The resulting digital
networks at this level have been classified as fieldbuses. A number of proprietary
vendor-developed fieldbuses were originally introduced to the marketplace, but they
only allowed the field devices to interoperate with the systems if they were provided
by the same vendor. An industry standard fieldbus was developed by the Fieldbus
Foundation, a digital fieldbus standardization organization, in an attempt to enable
intelligent field devices from any vendor to work with DCSs from any vendor. The
development of a standard digital fieldbus required considerably more effort than that
required for the analog fieldbuses because the addition of intelligence to field devices
meant that there was much more information of interest to the DCS.

The next layer in the architecture is the input/output layer. This layer provides the
interface to the intelligent and non-intelligent field devices. Even though there are
advantages to having intelligence in the field devices, there are millions of devices,
installed in process plants prior to the availability of intelligent field devices, which are
still there and will be there for years to come. Intelligent and non-intelligent devices
need to be brought into the DCS, and the input/output layer addresses this.

The next layer up is the control layer, at which basic process and logic control
occur. Above the control layer is the supervisory layer, at which the operators interact
with the system through computers to supervise the operation of the plant.

The highest level is the advanced application layer, at which applications such as
process historians, optimizers, and production planning and scheduling run. DCSs
may not be physically partitioned into these layers, but the functionality within these
systems is often partitioned this way. Thinking of DCSs in this way helps when trying
to align required functionalities within an overall architecture.

The transition to today’s DCSs is the culmination of an evolutionary process over
the last century (Figure 4-9). Gaining an understanding of this progression over time
can be helpful when trying to understand the design of today’s systems. Some of the
design components, such as the block structure for system configuration, arose from
the requirements of earlier generation systems.

Even though there have been advances in digital control system design, some of
which will be presented in later chapters, DCSs still represent the current state-of-the-
art in control systems design.
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Figure 4-9 Control System Evolution

Review Questions

1. Name a simple everyday example of a mechanical control system.

2. What is the power source in a pneumatic control system?

3. What is the standard signal range for a pneumatic system?

4. What is an analog signal?

5. What is the standard range for signals in an electronic analog control system?
6. Briefly describe a set-point control system.

7. What does “direct digital control” mean?

8. Describe the function and purpose of the software block structure.

9. What is the purpose of a fieldbus?




48 Automation Made Easy



CHAPTER 5

Gontrol of Batch Processes:
Let Them Eat Gale

our birthday is soon approaching and you are looking forward to the big day.

Why? Not because you are eager to celebrate yet another advancing year, but

rather you always get to gobble down your favorite cake. It is the greatest cake
of all time and you only have it once a year. Every mouthful is pure enchantment of
rich flavor and moist texture. It tastes perfect every year.

Your birthday cake is a perfect example of a batch process at its best.

Just think, a recipe defines the steps required to prepare and bake the cake
correctly (the procedure) and the formula—the quantities of ingredients, such as eggs,
milk, and flour, and the other variables, such as oven temperature, baking time, and
cooling time. Both the correct procedure and the correct formula are necessary to
produce the desired slice of heaven on your birthday.

A batch or discontinuous process is what takes place when a manufacturer
makes products in batches or lots as compared to continuously producing them.
Although any product made through continuous processing could be produced via
batch processing, the products made in batches are typically those for which either a
degree of manufacturing flexibility is beneficial, or for which at least one stage of the
manufacturing process requires an extended amount of time to complete. An example
of an operation that may benefit from a degree of flexibility is bulk pharmaceuticals,
where a manufacturer often makes dozens of products in moderate to small quantities.
It is most economical to produce such products using the same process equipment.
Since the market can only support limited volumes of each product, producing high
volumes of any single product would not make economic sense.
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One operation in which at least one step in the manufacturing process requires
an extended amount of time to complete is making latex paint. The primary chemical
process involved in the making of latex paint is an exothermic (heat-producing)
chemical reaction. In paint manufacture, chemicals mix in a vessel, in this case a
reactor, and a chemical catalyst is charged to the mixture. Because of the properties of
the catalyst, it chemically reacts with the mixture in the reactor, and heat results. Once
the catalyst is charged to the reactor, the chemicals react over an extended period
of time until the desired product remains in the reactor vessel. During the reaction,
the ingredients are mixed to ensure uniformity, and when the reaction is complete,
the product cools to the desired temperature. When the product has cooled, the
manufacturer removes the product from the reactor for further processing. The
extended nature of the reaction would make it difficult to manufacture these products
continuously.

In batch manufacturing, the products are produced through a sequence of
manufacturing stages, typically called the phases of operation. Each phase of
operation typically consists of a number of sequential or parallel manufacturing
steps. At the basic control level, batch manufacturing operations involve logical
control activities, such as turning on and off pumps or agitators, and process control
activities, such as controlling temperature or level. Therefore, basic control in batch
manufacturing operations typically involves a combination of process controllers and
programmable logic controllers. Because of this combination of control approaches at
the basic control layer, batch control is sometimes also called hybrid control.

Although some batch operations consist of the repeated manufacture of the
same product, most involve producing multiple products or multiple grades of
product through the same process equipment with the same basic logic and process
controllers (Figure 5-1). A recipe that defines the specific manufacturing requirements
for a product is developed for each product or product grade to be produced
through a specific set of process equipment. As we have seen, recipes have two
basic components: procedures and formulas. The procedure defines and controls the
sequence of phases and steps required to make a specific product through the process
equipment. The formula defines the materials, quantities of materials, times, levels,
temperatures and other variables that will be used per the procedure to match the
product requirements to the manufacturing equipment in which the product is to be
made. Again, the perfect example is the cake concept mentioned earlier.
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Figure 5-1 Batch Process Control

Basic batch process control tends to be more complex than either basic process
or logic control. The primary reason for this is developing even a minimal level batch
control system first requires the implementation of process control and logic control,
then the implementation of a coordination level above the basic control level in the
form of recipe management. Also, as we have seen, formulas and procedures often
have to be developed for each product or product grade being produced. Control
engineers can typically approach continuous process control challenges a loop at a
time and discrete process logic control challenges a work cell at a time, but batch
manufacturing operations must be coordinated and controlled as a whole. This makes
the control of batch processes more of a system analysis and development problem
than just a control problem. The engineering talents required for successful batch
processing can be quite different from those required for continuous process and
discrete logic control.

As was previously discussed, processes involving exothermic chemical reactions
are often developed as batch manufacturing processes. Making latex paints is one
example (but note that batch processes may also involve endothermic reactions, such
as the baking of a cake). In Figure 5-2, there are three ingredient tanks containing the
basic chemicals that go into making the paint. There is a tank containing the chemical
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catalyst that will cause the ingredients to react when combined. These four storage
tanks connect into the reactor via piping, with pumps and valves to control the
transfer of the ingredients. The reactor vessel has an agitator to mix the ingredients
and a cooling jacket around the outside that controls the temperature of the reaction.

There are three storage tanks, one for each color of latex paint produced. After
a batch of product is completed in the reactor, it is pumped to the appropriate
product storage tank. The products in the storage tanks are pumped through piping
to a transportation area where they are loaded into trucks that transport them to a
packaging facility in which the paint is packaged into cans. The control system in a
paint plant might consist of a distributed control system (DCS), a group of process
controllers, and some programmable logic controllers (PLCs). The recipe management
software would typically run in the DCS, which connects to the process controllers
and the logic controllers. In some instances the recipe management software may
operate in a personal computer or server device running over PLCs.

Recipe Management

Recipe 1 — Blue Paint -m _ m _ m
Recipe 2 - Red Paint =
Recipe 3 — Green Paint

Ingredient
| 1

Ingredient
- 2
.

gredient
3

Raw Material Reaction Storage

Figure 5-2 Batch Process Example — Exothermic Reaction

This example helps to demonstrate the holistic nature of the control of batch
processes. If one control system were controlling the ingredient storage tanks while
a different system controlled the reactor, and a third system controlled the discharge
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into the product storage tanks, it would be extremely difficult to coordinate the
production of a batch of paint across the plant. Notice also that in the example the
PLC controlling the loading of finished product into the trucks is not connected to
the DCS. This is because the loading of the trucks can be effectively accomplished
independently from the making of the products as long as the batch control system
has access to the level measurement of the product storage tanks to make sure there
is room in the tanks for the finished products.

Understanding normal sequence of operations for batch control is often very
straightforward. At least this is the case if everything goes according to plan. One
issue that can crop up with batch control software is how to respond if something
goes wrong in the production of the batch. Suppose during the reaction phase of the
latex paint, the reactor cooling system fails in some way. In this situation there will be
an exothermic chemical reaction that continues to produce heat, and the mixture will
get hotter and hotter until it could explode.

Clearly it is very important for the control system to effectively address exceptions of
this kind. Batch control software is partitioned into normal control logic, which defines
the normal operations involved with the manufacture of a batch, and exception logic,
which defines what action the system will take on the identification of an exception in
the processing (Figure 5-3). The exception logic runs in the software of the batch control
system and monitors the process in order to identify the existence of an abnormal event.

Normal Logic (Defined by recipe)

Ingredient List and Quantities

Gather Mix Charge to Insert in Remove
Ingredients Batter Pan Oven Cook from Cool Package
Oven
Exception Logic — —
Logic Process

Control Control

Exception || Exception | |Exception
Response || Detection || Monitor ||

Figure 5-3 Batch Process Control with Exception Logic
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The logic must be intelligent enough to know when an operation is normal and
when it is not. For example, the only time the reactor cooling system has to operate
is when the reaction is taking place. When the ingredients are being charged to the
reactor, or the product is being transferred from the reactor to the storage tanks,
the cooling system should be turned off. It is only during the reaction phase that the
cooling system must be operating and when its failure to be operating is considered
an exception. The normal logic must coordinate closely with the exception logic to
identify the true exceptions.

Once an exception has been identified, the exception logic has to determine the
appropriate response. There are typically two classes of exception responses; they are
service and hold. A service response is the less critical of the two and typically includes
a pause in the normal logic and notifying the operator of the situation. The operator
will then review the exception and decide how to proceed. If a more critical exception
is identified, and a hold response is required, the exception logic will attempt to
automatically drive the process to a safe condition. The safe condition is a function of
the exception and the phase of operation the process is in. The hold response to the
exception logic provides a built-in safety system for batch manufacturing processes.

Companies that have batch manufacturing operations often have multiple plants
that make the same products. Producing consistent products in different plants across
an enterprise can be important to the marketing of the products and very challenging.
Historically it was the responsibility of the plant operations team to make sure the
products made in their plant were exactly the same as those made in the other plants
in the enterprise. This can be challenging because the plants may not be exactly the
same; for example, some may have smaller vessels or different control mechanisms.
Over the past decade, there has been a movement to multi-plant, enterprise-wide
general recipe management systems to address this issue (Figure 5-4). A general recipe
file is maintained to define the accepted recipe for the manufacture of every product
the company makes. When a plant needs to produce a particular product, the master
recipe transfers from the master recipe file to the batch control system in the plant.
The plant’s batch control system has to adapt the recipe to the specific equipment
configuration in the plant and then execute the batch. In this manner the required
level of enterprise-wide product consistency can be maintained.

The batch control software also collects processing information for every batch
produced in a batch history file. Collecting and maintaining batch history was
originally done just to monitor the process and to be able to understand which
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differences in processing resulted in the best products. But many pharmaceuticals and
other human consumables are produced in batches, and collecting specific data on
how a particular batch was produced and storing it for later analysis has become very
important when a problem occurs in which the end product suffers. The batch history
data allows analysts to review how the batch was made to try to determine how the
product was corrupted. The unigque batch identifier associated with each batch of
product produced can be utilized to determine where else material from the corrupted
batch may have been used or may have gone.

Plant x

Figure 5-4 Multi-Plant Recipe Management

As has been discussed, batch processing operations must produce multiple
products or multiple grades of product. Maximizing the business value from these
operations is a function of how effectively they operate, but it is also a function of
how effectively decisions occur as to which products to produce at any time. In most
multiproduct batch operations, there is a layer of software that runs over the plant’s
recipe management software to determine the optimal production schedule—which
products and how much of each to make. This software is commonly referred to as
planning and scheduling software (Figure 5-5). There are numerous schemes and
approaches for determining the optimal schedule of products to produce. Today, some
manufacturers determine the schedules for all their plants from a central planning and
scheduling function. This allows them to optimize shipping costs, maximize product
shelf life, and meet market demands more flexibly while also managing effective
batch operations.
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Figure 5-5 Batch Planning and Scheduling

Controlling batch manufacturing processes certainly presents different challenges
to manufacturing companies than controlling continuous or discrete manufacturing
operations. Batch process control combines the technological approaches of
continuous and discrete process control, but adds a layer of complexity due to the fact
that batch processes must be managed as complete entities. Quite a few of the more
advanced concepts associated with batch control are starting to appear in continuous
and discrete manufacturing operations as the level of sophistication required to
optimize these operations increases. Let them eat cake.

Review Questions

1. What are the most common basic control elements for batch control systems?
2. Name and briefly describe the two basic components of a batch recipe.

3. Batch processing is divided into a sequence of processing stages that are typically
referred to as what?
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4. The logic built into batch control software that enables effective responses to be
developed if something goes wrong in the processing of a batch is called what?

5. Enterprise-wide recipe management is coordinated through a recipe storage and
distribution mechanism called what?
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CHAPTER 6

Advanced Process Gontrol:
Beauty Beats the Beast

s beauty is in the eye of the beholder, if you want to take the analogy to an
extreme, so too is advanced process control.

The phrase “advanced process control” (APC) means different things
to different engineers, and some of the schemes discussed here may not always
be considered advanced process control strategies. But for the purposes of this
discussion, we will consider any control scheme that involves more than single-loop
feedback control as advanced process control. We should note that some of the
following advanced control schemes that involve more traditional control approaches
are sometimes referred to as advanced regulatory control, while some of the more
sophisticated may be classified as advanced process control, but for the purposes of
this discussion, we will not distinguish between the two.

As the world has become more complicated, it is no surprise that process control
has followed suit. That is why over the years, control engineers have expanded on
single loop feedback control to develop more advanced control schemes designed
to address specific control issues or expand the scope of control beyond any single
process measurement. While at first there was trepidation in trusting the technology,
today’s demanding manufacturing environment is almost forcing the issue.

Cascade Control

Cascade control, which combines two control loops into a single control strategy,

is a very common multi-loop control approach. Figure 6-1 provides a diagram of a
cascade control strategy for controlling a heat exchanger that involves connecting
the output of one controller to the set point of a second controller. The two loops in
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such a control strategy are the primary and secondary loops. The primary loop controls
the primary measured variable and provides the set point to the secondary loop. In

the heat exchanger example, the intention of the control strategy is to control the
temperature of the water coming out of the exchanger. Therefore, the outlet water
temperature is the primary measured variable. The set point of the primary controller
is set to the desired water temperature.

s, Set Point
Set Point

l i
=
Primary Loop
Secondary

4  Loop

Water

Measurement

Hot
Bl water

Condensate

Figure 6-1 Cascade Control Example — Heat Exchanger

The outlet water temperature is controlled, in this example, by adjusting the
steam flow into the jacket of the heat exchanger. The problem is steam is used by a
number of different process units throughout the plant, and as these units are turned
off and on, the pressure in the steam supply fluctuates considerably. These changes
in steam pressure are a process load (disturbance) on the process. As you will recall, a
process load is a variable that impacts the process, causing a measurement to change.
In this example, the steam pressure becomes a process load.

It is critical to the success of the overall water temperature control strategy to
regulate the steam flow at the inlet to the exchanger, which is accomplished by
measuring the steam flow rate and opening or closing a valve. Since steam flow is not
the objective of the overall control strategy, this loop is considered to be the secondary
loop of the strategy and the output of the temperature controller is connected to the
set point of the steam flow controller.
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Cascade control is a common control strategy that can improve control stability
significantly over single loop feedback control. But cascade control is only effective
if the secondary control loop responds much faster to a set-point change than the
primary loop does.

Feedforward Control

As we have seen, single loop and cascade control are examples of feedback control
strategies. In feedback control, the controller waits until the measured variable is out of
alignment with the set point before responding. One of the major shortcomings of any
feedback control system is an error must occur before any corrective action is taken. An
alternate and more advanced approach is feedforward control.

A feedforward control strategy is one in which the process variable to be controlled
is measured along with as many of the process loads as feasible (Figure 6-2). For the
heat exchanger example, the steam pressure, steam temperature, ambient room
temperature, temperature of the inlet water, and minerals in the inlet water are all
process loads. A change in any of these variables could lead to an error between the
measurement and the set point. In most feedback control systems the process loads are
not measured and changes in load resulting in a change in measurement are corrected
after the fact. With feedforward control, the loads are measured and a mathematical
model is developed that predicts what impact a load change will have on the measured
variable. When a load change is detected, the feedforward model calculates a corrective
action and transmits a signal to the valve controlling the controlled variable before any
change in the measured variable is actually detected.
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Figure 6-2 Feedforward Control
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Since manufacturing processes do not change instantaneously with a load
change, feedforward models typically require dynamic components to match the
output signal to the valve with the dynamics of the process itself. For example, if a
particular load change will take 10 seconds to impact the process in a way that affects
the measured variable, and the manipulated flow will have an immediate effect on
the process, the output to the valve may need to be delayed by an equivalent amount
or else the valve will be adjusted too early, which will also lead to an error. If, on the
other hand, there is a 6-second delay for the manipulated flow to impact the process,
the output to the valve should only be delayed by 4 seconds. Careful consideration of
process dynamics is essential for operation of feedforward control strategies.

Simple manufacturing processes have two basic dynamic responses: process
gain, dead time, and lag. Process gain is the ratio of the change in the output of
the process to the change in the input that caused it. Dead time is a process delay
between a cause and an effect due to a process condition such as a mechanism’s
response time. For example, suppose a chemical is to be precisely charged to a
vessel, and the mechanism installed to accomplish this is a measuring cup that has
to be precisely filled prior to charging. Once an event occurs that would require the
chemical to be charged, it might take 30 seconds for the mechanism to fill the cup
and the chemical in the cup to be added to the vessel. The dead time between the
detection of the event and the charging of the chemical would be 30 seconds.

A process lag is also a delayed response of the output of a process caused by
a change in input to the process, but in this case the delay is a ramping response
typically due to the capacity of the process. For example, consider the case of a large
vessel containing a liquid that is to be heated to a specified temperature by increasing
the gas flow to a heating element located below the vessel. This is similar to heating
a pot of water on a gas stove in the kitchen. To cause the control action, the gas
flow to the heating element is increased to the point required to cause the liquid to
heat up to the desired temperature, but the liquid does not immediately jump to the
end temperature. Rather, the liquid heats up to the desired point gradually over a
period of time, almost in a ramping manner. This type of delay in reaching the desired
temperature represents a lag in the process.

Building a feedforward control model can be challenging. There are always errors
in the parameters and missing measurements. Getting the process dynamics right in
the model can be even more challenging. The effort required to effectively build a
feedforward model has been a primary barrier to implementing this type of control
strategy. But a second issue has been that the feedforward model represents the
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conditions in the process at the time the model was developed. As a human physically
changes over the years and is unable to run a 6-minute mile after the age of 40,
processes also change over time. The change could be from wear or the buildup of
minerals in the pipes or any number of other causes. When these changes occur, the
feedforward model no longer represents the process correctly and loses its effectiveness.

Engineers can try to readjust the model to match the conditions, but the amount
of work and the frequency of changes required make this impractical. The approach
engineers normally take is to insert a variable into the feedforward model that can
compensate for the changes (Figure 6-3). A simple and sustainable solution to this
problem can be provided by incorporating a feedback controller in the feedforward
strategy to adjust this variable in the feedforward model. This feedback adjustment is
referred to as feedback trim, and adding feedback trim to feedforward control strategies
helps to make feedforward control approaches much more practical in operating plants.

Set Point
Feedback L
Trim
\ 4 =
—
Feedforward a2
Model
Output Measurement

Process
Loads

& S § 44
’:. Process g I.’

Figure 6-3 Feedforward Control with Feedback Trim

Multivariable Predictive Control

Although a number of other control strategies have been deployed in manufacturing
process operations over the years, the final advanced process control strategy we
want to look at is multivariable model predictive control (MPC). The essence of
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an MPC strategy is multiple process measurements; the outputs are controlled
simultaneously through the implementation and execution of a process model (Figure
6-4). The process model evaluates the current value of the measurements and uses
those values to determine the correct position of the outputs. MPC is similar in
concept to feedforward control, but it extends the feedforward models and strategies
to provide multiple coordinated process outputs.
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Figure 6-4 Multivariable Predictive Control

The primary approach used in the construction and execution of MPC models
is the use of matrix analysis, which is based on measured responses and is not
a mathematical model in the traditional sense. The matrix models use advance
mathematical processes from the field of linear algebra to determine what the
desired output settings should be for any given set of process measurements. As with
feedforward control, process changes over time may result in models that no longer
exactly reflect the current state of the process. To deal with this, some MPC controllers
have built-in adaptive features that adapt the models in a somewhat similar manner
to that of the feedback trim mechanism of feedforward controllers, and all employ
some form of feedback correction.
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Process manufacturers have had significant success over the past few decades
in applying and maintaining advanced process control strategies. Although these
advanced control approaches offer significantly improved control over single loop
feedback controllers, the effort required to develop and maintain these strategies
has limited their application to only those areas that are either very difficult to control
with single loop feedback control or in which more stable and tighter control offers a
significant economic benefit. Therefore, advanced process control strategies of these
types have until recently been limited to a small percentage of the process control needs
in manufacturing operations. To make matters a bit worse, in many of the operations
using advanced process control strategies, process operators often feel uncomfortable
with the controllers and end up switching them off and operating the process manually,
which almost guarantees a loss in productivity. Certainly this has limited the potential
positive impact that could result from the application of these strategies.

On the positive front, in today’s manufacturing environment, where increases
in productivity are a must to achieve greater profits, engineers and operators have
developed increased confidence in advanced process control, and the percentage of
advanced process control systems being used is on the rise.

Review Questions

1. What is the basic difference between single loop feedback control strategies and
advanced control strategies?

2. What is the name of a control strategy involving two feedback control loops in
which one controller outputs the set point to the second controller?

3. What is the name of a control strategy in which the measured variable and
the measures of the process loads feed a model that determines the most
appropriate setting for a valve to compensate for an upset in the process before
the upset has a chance to create an error?

4. What is feedback trim and where is it commonly used?

5. A control strategy based on multiple measurements of the process feeding a model
that determines multiple valve settings (outputs) simultaneously is called what?
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CHAPTER 7

hat may seem sensible in an everyday work environment sometimes just
does not add up. That is why optimization software comes in pretty handy
on the plant floor. It's all in the math.

Optimization software uses advanced mathematics to help determine the best
possible solution to a problem. Optimization software can determine such things
as optimal set-point settings for manufacturing processes, optimal production
schedules, or optimal maintenance schedules. Currently, optimization problems
with a single objective and multiple constraints can be resolved. The objective, or
the optimal solution, is either the maximum or minimum of some desired outcome,
such as maximum profit or minimum cost. The constraints can be the maximum
physical capability of a section of a process, such as a pump, or a safety condition you
cannot exceed, or a condition that might damage the equipment. In order to apply
optimization software, you must be able to describe the objective and constraints
using mathematical equations and inequalities. These equations and inequalities are
the objective functions and the constraint functions, respectively. For example, if the
temperature of a vessel must not exceed 520 degrees, the constraint function for this
constraint is x < 520.

Simple Optimization

While optimization can be very complex, this simple example can provide some clarity.
Suppose there is a paint plant that can make 100 drums of either red or white paint
every day. The profit on the red paint is $60 per drum and the profit on the white
paint is $40 per drum. The objective of the plant is to make the correct combination
of red and white paint to maximize profitability. Also, suppose there are no constraints
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on how much of each type of paint can be made. The only constraints for this
example are the plant cannot produce negative amounts of paint and the maximum
number of drums of paint the plant can produce per day is 100. In this simple
example, the objective function is:

Maximize Z = 60x, + 40x,

Where:

Z is profit

X, is the number of drums of red paint made and

X, is the number of drums of white paint made

The three constraint functions for this problem are simply:

X, +X, <100

In this simple example, it is easy to decide the plant should produce as much red
paint as possible since red paint is more profitable than white paint, and there is no
constraint on what percentage of the paint is red and what percentage is white. The
optimal solution is to make 100 drums per day of red paint and O drums per day of
white paint. Figure 7-1 provides a graphical representation of this problem. The x axis
represents the constraint x, > 0 and the y axis represents the constraint x, > 0. The line
at the upper edge of the shaded region on the graph represents the constraint x, + x, <
100. The shaded area on this graph represents the possible solutions to the problem.

Although this is a fairly trivial example of an optimization problem, it is useful
in pointing out some important characteristics of these problems. First, there are an
infinite number of solutions that could satisfy the requirements of the constraints,
as represented by the shaded region in the graph. Most of this infinite number of
solutions would not meet the objective of the optimization, which in this case is to
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maximize profit. The optimal solution to all problems of this kind will always be on the
edge and at a corner point of the region of feasible solutions. In this case, the lower
right vertex of the triangle, which represents producing as much red paint as possible
and no white paint, is the optimal point.

Objective:Maximize Z (profit) = 60x, + 40x,

Constraints: x;>0
X,>0

X, + X, < 100

Xo>0 % |
=
£
| X1 + %, =100
N
é 40
20 0ptimum

/

0 20 40 60 % 80 100%
Red Paint

X; 20

Figure 7-1 Simple Optimization Example

If all manufacturing problems were as simple as this red and white paint problem,
the solutions would be obvious and there would be no need to apply advanced
mathematical technigues to solve them. As a second, slightly more complex example,
consider a similar paint plant designed to produce paint on three different production
lines in a single plant. It had been producing three different color paints; red, white,
and blue, but the demand for blue paint decreased to the point that the manufacturer
decided to only make red and white paint. Blue paint had been made on all three
production lines, therefore eliminating the production of blue paint has made some
production capacity available on each of the three lines. As a result of eliminating the
manufacture of blue paint, line one has 10% available capacity, line two 6%, and line
three 5%.
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For this example, only white paint can be produced on line one and each drum of
white paint produced consumes 2% of production capacity of that line. Line two can
make either white or red paint, but a drum of red paint consumes 2% of production
capacity, and a drum of white paint consumes 1% of capacity. Line 3 can only make
red paint, and each drum of red paint consumes 2% of the available production
capacity. The same profitability profile exists as with the first example, that is, a drum
of red paint produces $60 profit and a drum of white paint produces $40 profit.
Notice that although this is a fairly simple problem, the answer is not as obvious as it
had been for the first example. Optimization techniques apply nicely here.

To organize the information for this problem in a manner that will help set up
the optimization model, a simple table can be useful (Figure 7-2). This table displays
all of the data in a manner that helps to clarify the problem to be solved. The three
production lines are represented along the left side of the model, and the two
products (red and white paint) along the top. The body of the table represents the
amount of available capacity consumed on each production line for one drum of each
product manufactured. The capacity in each production line available because the
manufacture of blue paint has been terminated is represented along the right hand
side of the table. The profitability profile for each drum of each product is shown
along the bottom of the table.

o Consumed Capacity

& available
Y| RedPaint White Paint | capaciy

Line 1 0 2 10

Line 2 2 1 6

Line 3 2 0 5

profit

Jx £ $60 $40

Figure 7-2 Optimization Table for Example 2



Optimization: Math Gone Wild 71

The table is helpful for the construction of the objective and constraint functions.
The objective function for this example is exactly the same as for the previous
example.

Maximize Z = 60x, + 40x,

Where:

Z is profit

X, is the number of drums of red paint made and

X, is the number of drums of white paint made

Adding complexity to this problem are the additional constraints. The five
constraint functions for this problem are:

2x, < 10 (constraint on first production line)
2X, + X, < 6 (constraint on second production line)

2x, <5 (constraint on third production line)

X, 2 0 (cannot make less than 0 red paint)

X, > 0 (cannot make less than 0 white paint)

As with the previous example, the next step is to graph the constraint functions
on the same set of axes. Figure 7-3 presents a simultaneous graphing of all the
constraints with the shaded areas representing the potential solutions to the problem.
As before, the optimal solution will be on the edge of the shaded region and at one
of the vertices. The potential optimal points are highlighted on the graph by a bold
dot. Adjacent to each of these dots are parentheses containing the ordered pair
representing the coordinates of the point.

Plugging the values from the ordered pairs into the objective function Z = 60 x,
+ 40 x, yields the Z value for each of these points, which are displayed for the three
most likely optimal points. The value of the point on the lower right of the shaded
region (2.5, 0) has a Z value of 150. The value of the point just above it (2.5, 1) has
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a Z value of 190. And the value of the point on the upper right of the shaded region
(0.5, 5) has a Z value of 230. From this analysis it is clear the optimal point is the point
at the upper right of the shaded region (0.5, 5). This means the production mix on
line 2 that maximizes the profitability per day of the plant involves using the available
capacity to produce an additional 5 drums of white paint and an additional .5 drums
of red paint. Notice that even though red paint is more profitable than white paint,
the solution that actually results in the most overall profit involves making more white
paint than red with the available capacity. This is because of the constraints on the
process coupled with the consumed capacity for the production of each paint on each
production line. This is most likely not the solution that would have been chosen by
simple common sense.
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Figure 7-3 Graphical Representation of the Solution in Example 2

This simple example may help to demonstrate the basic concepts associated with
optimization. Typically, real manufacturing problems will involve more variables and are
much more complex. In the example, the objective function and each of the constraint
functions are linear functions, which means that each equation graphs as a line and
not a curve, making it a linear optimization problem. Linear optimization problems
are the easiest to solve mathematically. The mathematical approach to solving a linear
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optimization problem is referred to as linear programming. Linear programming usually
involves solving a number of linear equations simultaneously and an analysis of the
vertices in a manner similar to what was done graphically in the example.

If either the objective function or any of the constraint functions is not linear, then
you will need a different and more mathematically sophisticated approach to solve
the problem. The mathematical approach most commonly used to solve a nonlinear
optimization is referred to as nonlinear programming. Nonlinear programming
involves much more complex mathematical approaches (such as gradient vector
analysis) than does linear programming, and resolving a solution can take considerable
computer resources. Other mathematical approaches such as neural network
processing have also been successfully applied to optimization problems.

Applications of Optimization

Optimization software sees use in a number of different areas of manufacturing. One
of the most common applications of optimization software may be to determine

the optimal production schedule for a plant or a set of plants in a manner very

similar to the example above. Optimization software can also be applied to process
optimization, in which the optimal output may be the set point of a simple or complex
controller (Figure 7-4). Other applications in manufacturing include optimizing a
transportation route from the manufacturer to the customers and optimizing material
and energy flow through a process.
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Figure 7-4 Optimization Systems
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Optimization software can provide significant value in manufacturing operations,
but there are a few shortcomings. The first is with classical linear and nonlinear
programming, the models developed are static models while the processes being
optimized may be dynamic. As the process dynamics change over time, the models
may no longer match the reality in the plant, and the output may not be optimal.
Second, mathematical optimization has traditionally been limited to a single objective
function. Manufacturing operations involve multiple objectives, such as maximizing
production at minimal cost to the business. For these problems, one of the two
objectives has to be chosen as the objective function, and the other has to be
relegated to being a constraint, which is suboptimal. Finally, optimization software
requires talented people who know how to apply sophisticated optimization concepts
and how to use the software. This talent is difficult to come by.

Constraint Analysis

One discipline becoming very popular is closely related to linear and nonlinear
optimization. It is called constraint analysis. As you can see from the above examples,
the optimal solution of any optimization problem is highly dependent on the
constraints on the process. Often the most significant improvements can occur if you
change one or more of the constraints. For example, in a manufacturing process one
of the constraints may be the maximum possible flow of a liquid, which is limited by
the size of the pump used to move the liquid. Certainly the process can be optimized
within this constraint, but one may ask how the optimal solution value would change
if a new pump goes in that can increase the flow. The optimizer can be reevaluated
based on the new level of flow, and the value to the plant of the new pump can easily
be discerned.

Significant improvement can result from analyzing the constraints around a
process and determining which constraints limit the value of the objective function the
most and whether or not you can change those constraints. Constraint analysis should
always begin with the constraints that intersect at the current optimal solution. Those
are the constraints having the most impact on operating the process in an optimal
manner.

Optimization software is sophisticated and requires a high level of talent to apply
effectively, but it can result in significant dividends when applied correctly. That is
easy math.
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Review Questions

1. What is an objective function in an optimization problem?
2. What is a constraint function in an optimization problem?

3. How many objective functions can be solved by mathematical optimization at any
one time?

4. What are two common applications of optimization in industrial plants?

5. Specifically, what could be the difference between a linear optimization problem
and a nonlinear optimization problem?

6. What is constraint analysis?
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CHAPTER 8

Simulation and Modeling:
A Look Before You Leap

fter an explosion damaged their main spacecraft, the Apollo 13 astronauts

were losing oxygen and power, and they had to rush to the lunar module to

get that craft’s system up and running. That procedure was less difficult to
carry out because the crew had practiced it in simulators. Simulators give a look into a
process or a procedure, which can prove invaluable when a real-life problem arises.

Modern automation systems operate manufacturing processes that produce
products in an economical manner to meet market demands. Actions taken by
the automation system have an impact on the efficiency and economics of the
process and could even create a dangerous situation. Therefore, for training, testing,
application development, and demonstrations, there is a need to simulate running
an automation system in as realistic a manner as possible but in an environment that
is safe and will not adversely impact an operating process. That is where process
simulators come in. These simulators tie into automation systems and behave like a
real manufacturing process.

Over the years, developers have created simulators using quite a few different
approaches. Some of the earliest simulators, created before the advent of automation,
were actually small, safe processes, such as the process cart in Figure 8-1. The basis of
these simulators was the development of a set of physical equipment (such as flow,
level, temperature and/or pressure measurement devices, dead time units, and units
with a reasonable amount of capacity) designed to reproduce the characteristics of
a real process. Engineers used these simulators, connected into a control system, to
learn how to develop control strategies, tune loops, and monitor the control strategies
as they operate. Operators could also use these simulators to learn how to use the
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control system to operate a process. Although this type of simulator did not match
any specific manufacturing process, they were general-purpose enough to support
training around the basic concepts of control and operation. Automation training
centers still employ these physical process simulators today.

Figure 8-1 Physical Process Simulator

Another approach to simulation evolved along with the development of analog
electronic control systems. Analog electronic control systems allowed for simple
feedback control as well as more advanced control approaches such as feedforward
control. Designed with these capabilities, electronic analog simulators were able to
simulate all the functions required for these systems, including providing the gain,
dead time, and capacity characteristics of manufacturing processes. The dead time
and capacity (sometimes called lag) functions could typically be adjusted to match the
capacity and dead time of any simple process. These simulators can be configured to
provide a fairly good simulation of a simple process loop.

These analog simulators proved so useful that they were prepackaged, such as
the one shown in Figure 8-2. Users can adjust the dead time and capacity for each
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loop via dials on the front of the simulation units to simulate process loops with
vastly different dynamic characteristics. Analog electronic simulators were packaged
in a manner that made them very portable, which increased their effectiveness for
training. These “suitcase” simulators are still in use today.

FINAL ACTUATOR PROCESS 1 PROCESS 2
_ e 5 :
~® e | g -

Figure 8-2 An Analog Simulator

With the introduction of digital computer-based control systems, the availability
and sophistication of simulators increased significantly. The structure of a digital
computer-based control system includes software blocks that essentially simulate the
functionality of each component of the analog control systems that preceded them.
This means they have capacity (lag) and dead-time blocks as part of their standard
block set.

Unlike analog systems, using incremental blocks did not cost more money
per component, but merely used computer capacity. This led the way to the
development of a range of software block-based simulators, from simple single-loop
simulators (Figure 8-3) to fairly sophisticated process unit-based simulators. These
simulators often ran right in the computers in which the control strategies were also
developed so they needed no external simulator. Many of these software block-
based simulators have been out for 25 years or so and have been used in product
demonstrations and training.
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Figure 8-3 Simple Block-Based Simulation

Computer technology offered a much higher level of calculation capability than
had been previously available, and although the software block-based simulators
were fairly simple to build and use, the possibility of more sophisticated software
simulations became apparent. Doing what they do best, developers took advantage
of this calculation capability to create simulation software based on the use of “first
principle” models.

First principle models are mathematical models of the basic physical, chemical,
and biological relationships discovered by engineers and scientists over the centuries
in their study of how things work. These models derive directly from the basic laws
of physics, chemistry, and biology, which is why the experts call them first principle
models. Thousands of first principle models have been discovered that mathematically
describe what happens when different materials heat up; or different chemicals mix
together; or material moves from one point to another; or other physical, chemical, or
biological activities take place.

Digital computers offer a general computing capability ideal for simulating first
principle relationships in software. To build a rigorous first principle model of a section
of a manufacturing process, scientists define the process down to its basic operational
components, identify the first principle relationships that define what takes place in
each component, and develop software models of those components based on the
first principle relationships. By doing this, very accurate and rigorous simulations of
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specific manufacturing processes can appear in software, and behave very much as
the manufacturing processes would behave in ideal conditions.

Building these models requires a significant degree of scientific and software
expertise, and a number of simulation companies specializing in this level of
intellectual property came into existence through the 1980s and 1990s. In the nuclear
power industry, for example, quite a few operator training control rooms, completely
driven by a rigorous simulation of the plant, behave exactly like the plant’s actual
operating control room. This provides an ideal environment for training the operators
in not only how to run the plant, but also how to respond to dangerous situations.
This type of training is also invaluable in other industrial plants.

Software-based first principle models are ideal for the development of rigorous
process simulators, but these models can see use in a number of other ways that
can be very helpful in industrial operations (Figure 8-4). Designing manufacturing
processes that perform in the expected manner has been an engineering challenge
for decades. First principle model software can be very useful in designing individual
processes and entire manufacturing plants in a manner that ensures the expected level
of performance when the plant is up and running. Plant design software exists that is
very specific to the type of plant being developed.

Simulators
.. / Simulation/Model \
* Training

¢ Demonstrations
* Application development
* Testing

e Control studies

ElEl/d

Modeling
Process design
Operational analysis
Performance prediction
Asset analysis
* Measurement validation

Figure 8-4 Software Simulation and Modeling
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One interesting side benefit of designing a plant using this kind of design
software is that once the plant is ready to go, a rigorous model of the plant that
defines how the plant should work in ideal conditions also exists as an output from
the modeling software. A model of this type can run and then be compared to how
the actual plant is operating to try to identify areas of the plant that need attention.
It can also see use in other ways within an operating plant, such as simulation,
performance prediction, asset analysis, and measurement validation.

New applications of rigorous first principle software models are appearing all
the time. Although the development of these models takes significant effort and
expertise, the benefits in terms of increased efficiency and safety can justify the
expenditure with payback in a very short time. As industrial operations strive for
improved business performance, simulation software will have to keep growing.

Review Questions

1. What are four different uses for simulators in the process industries?

2. What are three different technological approaches to the development of
simulators for the process industries?

3. What are the two process dynamics that simulators must be able to imitate while
simulating a process loop?

4. What is meant by “first principle models” when used in an engineering context?



CHAPTER 9

Safety Management Systems:
Expect the Unexpected

ot to sound alarmist, but dangerous situations that could lead to equipment
damage, injury, damage to facilities, or even death are an everyday possibility in
process plants. That is not hype to sell a book; that is a simple reality.

Process manufacturing often involves volatile fluids, explosive materials, high
temperatures, high pressures, dangerous chemical reactions, poisonous chemicals,
and other potentially lethal materials and conditions. As long as the production
process is working normally, the potential for events leading to dangerous situations,
such as the overheating of a pressurized vessel causing an explosion in the vessel,
is usually very manageable by operators working through the automation system.

But unexpected things, such as equipment failures and operator errors, can and do
happen in complex production plants. When unexpected incidents occur, corrective
action needs to happen quickly enough to prevent these potentially dangerous events
or minimize their impact.

The topic of safety response has already been addressed to a limited extent in this
book. Electronically controlled pneumatic valves have been designed to either open
(air-to-open) or closed (air-to-close) on the increase of the signal to the valve. This
means with the unexpected loss of power to the plant, each valve will move to either
the open or closed state depending on the valve type. Engineers designing plant
piping and instrumentation select the type of valve for each location in the process.

If this is done correctly, each valve in the plant will automatically and immediately
move to a predetermined safe state upon loss of power to the plant. Although this is
a rudimentary aspect of safety management, it can be a very effective loss prevention
approach that covers a single event—a plant power loss.
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Another example previously discussed was the exception logic of a batch control
system. This exception logic software runs in parallel with the normal operations
of the plant. The software monitors the operating process to identify exception
events that can lead to unexpected and even dangerous situations. Once it detects
and identifies an event, the software determines and executes the most reasonable
response. Exception logic in batch automation software operates almost like an
internal safety management system.

In continuous process plants, such as oil refineries and petrochemical plants, the
equivalent of exception logic is not built into the process control software. Part of
the reason for this is that to be effective, a safety system for a huge, continuously
operating process must continually monitor all aspects of the process and respond
very, very quickly once it identifies a potential event. It would be difficult to get the
necessary speed of response by putting the safety management software into the
same software system as the process control software.

Second, one of the events that may present the most danger in a large continuous
process plant is the failure of the automation system. With the failure of the automation
system, not only is all process control lost, but the operator’s window to the process is
also lost. The plant is essentially running blind and perhaps even out of control. If the
safety management system were part of the process control system, upon system failure
both would be lost to the plant. This would present an unacceptable risk.

To deal with the possibility of a dangerous event occurring in a continuous
process plant, a new class of computer-based automation system began to emerge
in the 1980s. This new class of system, called safety shutdown systems, or just
safety systems, was designed to go into continuous process plants along with, but
independent of, the distributed control systems (DCSs) in the plants (Figure 9-1). The
DCSs would operate the plants under normal circumstances, basically unaffected by
the existence of the safety system in most instances. The safety systems connected
through instruments and to valves and other actuating devices, and continually
monitored the process to detect predefined dangerous conditions. If a dangerous
condition was identified, the plant would immediately cycle through a predefined safe
shutdown sequence and come to a complete stop, thus preventing the dangerous
condition from becoming a catastrophic event.

Speed of detection and response to predefined dangerous conditions is, and was,
a primary design requirement for safety systems. Since programmable logic controllers
(PLCs) are designed with almost the same speed characteristics, the first safety systems
emanated from PLCs.
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Figure 9-1 Safety Shutdown System

One important consideration with respect to the design of a safety system is
that its failure could lead to dire consequences. Safety systems typically do not see
action very often, but when they are needed they must perform. With this in mind,
safety systems must be continuously available to the process through the redundancy
of modules and communication networks. With a redundant system, if a primary
module fails, a redundant module takes over to perform the functions required.
Two approaches to redundancy see use in safety systems: dual module redundancy
(DMR), in which each active module has a duplicate redundant (backup) module, or
triple module redundancy (TMR), in which each active module has two active backup
modules. With TMR, if any two modules fail, the third will still perform the necessary
functions. There has been an active debate in industry over the past two decades with
respect to the relative merits of DMR and TMR systems. The net tradeoff appears to
be that DMR systems are typically less expensive, but TMR systems provide a higher
level of availability, i.e., they are more reliable. There are other differences, but cost
and reliability appear to be the primary determining factors.

Standards bodies, such as TUV (an industrial-company-sponsored standards
organization that started in Germany), [EC (International Electrotechnical
Commission), and ISA have attempted to provide a means to measure the integrity
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of safety systems and components by rating the safety integrity levels (SIL) of

various components so industrial users can make intelligent decisions as to the most
appropriate way to approach the selection of the safety systems and components
for their operations. The SIL is the relative level of risk reduction provided by a safety
function. The SIL rating ranges from the lowest rating of SIL1 to the highest rating
of SIL4. A higher SIL rating implies greater risk reduction. The risk level and potential
consequences of an event determine which SIL rating is most appropriate for a plant
operation.

One of the downsides to the implementation of a safety shutdown system
is shutting down a plant can be very costly. For large refineries or petrochemical
plants, it can mean lost production at millions of dollars a day, and it can often take
a few days to get the plant back up and running after a shutdown. If the safety
system shuts down the plant in response to a true dangerous situation, such as
an impending explosion, then the cost is not much of an issue. But as with any
programmed system, safety systems sometimes make mistakes and shut down
plants when it is not warranted. Unwarranted shutdowns do occur and can be very
expensive mistakes. Also, shutting down and restarting industrial processes tend to
be the most dangerous and stressful phases of operation for the equipment and
the plant.

As an answer to this, a number of process manufacturers, such as the Dow
Chemical Company, have been advocating that shutting the plant down may not
be the only possible response to the detection of an impending event. Going to a
reduced level of production, without shutting the plant down completely, may be
just as effective a response.

Considerable research has been undertaken by process manufacturers and
safety system suppliers alike to try to understand the type of response that may
be most appropriate to any detected impending event. The result has been that a
major transition has taken place over the past few years from the uncompromising
principles of safety shutdown systems, in which shutting the plant down was
considered to be the only responsible action, to a more open approach under the
banner of safety instrumented systems (SIS), which bring a process to a predefined
safe state upon the detection of an impending event (Figure 9-2). There are certainly
unexpected circumstances for which the most appropriate response is to shut
the plant down. But there are many other circumstances that may require only
shutting down of a section of a plant or even just slowing down production to some
predefined safe level until the causes can be dealt with.
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Figure 9-2 Safety Instrumented Systems

In the case of a SIS implemented to execute a safe response to impending events
other than just shutting down the plant, considerably more effort has to go into the
appropriate response (or responses) by the SIS and to programming each response.
Now we start to get into a cost issue for the executives to ponder. While the cost of
implementing a SIS that has variable responses can be significantly more than that
of a safety shutdown system that simply drives the plant to a shutdown state, the
avoided cost of lost production provided by an SIS can typically cover the incremental
engineering cost of the SIS in very short order. Looking at it another way, a single
avoided unnecessary shutdown can pay for considerable engineering time.

Coordination between the process control system operating the plant and the SIS
needs to be considerably greater than with a shutdown system. Upon the detection of
a problem that requires a slowdown of production, the process control system has to
be told how to control the process by taking input signals from the SIS that let it know
the new set point setting(s) required to operate the plant at the new level.

Standards bodies such as TUV and ISA have traditionally insisted on the separation
of safety and automation systems. They are trying to ensure that a failure in one will
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not adversely impact the operation of the other. There are typically very sound reasons
for the rules that come out of these organizations, such as OSHA mandates, and both
the reasons and the rules should be very well understood prior to the implementation
of automation and safety systems.

Today, safety systems (both safety shutdown systems and SISs) are separate from
plant automation systems because the standards bodies deem the separation to be in
the best interest of safe operations and the best way to protect people and the plant.
While it appears as though this separation will be the rule for years to come, more
and more communication between safety and automation systems is taking place due
to SISs. At some point in the future, DCSs and safety systems may converge to form
a new class of combined safety and automation systems. But with the risk that is at
stake, this will most likely not happen for some time to come.

Review Questions

1. Why are independent safety systems required in process plants?
2. What is a safety shutdown system?
3. What is a safety instrumented system?

4. What are two standards organizations involved with developing standards around
safety systems?

5. The safety integrity level ratings of safety systems are designed to convey what
information?



CHAPTER 10

Automation System Security:
Checkmate

report hits the airwaves: A foreign hacker who penetrated security at a water
filtering plant near Harrisburg, PA, is under investigation by the FBI for planting
malicious software capable of affecting the plant’s water treatment operations.

The hacker tried to covertly use the computer system as its own distribution
system for e-mails or pirated software, officials said.

“The concern was high because it is a computer that controls an important
infrastructure system, and if for some reason it caused it to fail, it would have
disrupted service,” an FBI spokesman said.

The hacker, operating on the Internet, tapped into an employee’s laptop and
then used the employee’s remote access as the point of entry and installed a virus
and spyware in the water plant computer system. Following the intrusion, the plant
changed all passwords to the system and eliminated remote access to the system.

“This is very common; computer hackers try to gain control of systems to use
them as a resource to distribute e-mails, pirated software. It does not appear that this
particular computer was hacked into for any other reason,” the FBI spokesman said.

This incident really happened, and this was not a rare occurrence.

As we learned from previous chapters, unplanned downtime is unacceptable and
just kills profits. Now think for a moment about what could happen if some person or
some program sneaks into a manufacturer’s system through the Internet and pushes
a few buttons here and a few buttons there. At best a system could go off line. At
worst, it could be a catastrophe.
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Automation system security is there to minimize or eliminate any probability of a
disruption to the process automation system. When we talk about system security, it
is not just a piece of hardware and some software. Rather, it is a unified mindset the
entire company shares to keep the bad guys out.

It can be easy to confuse automation system security with the safety management
systems discussed in Chapter 9. While these two topics do overlap to some degree,
they have very different focuses. Safety management systems detect potential or
impending unsafe events in the production process and respond to those impending
events in @ manner that ensures safe operation of the plant. Automation system
security, on the other hand, prevents any actions originating in the automation system
or passing through the automation system from having a negative impact on the
production process. Clearly there could be actions originating in the automation system
that might lead to unsafe conditions in the process, causing the safety management
system to respond, but automation system security is designed to stop such actions
from happening in the first place. Safety management systems and automation system
security are very important to the safe operation of an industrial plant.

With the introduction of distributed control systems (DCSs), new concepts
associated with the security of the process in a distributed environment were developed.
Since the most critical DCS function with respect to process security is the control of
the process, suppliers introduced a number of approaches to ensure secure control.

The most obvious one was the development of redundant controllers, so if one of the
controllers had a problem, the other could take over control. Significant effort went into
the design of the software associated with redundant controllers to ensure the process
could tolerate faults occurring in one of the controllers. As has been discussed, for
critical control functions, triple redundancy could be implemented, often leading to a
predicted mean time between functional failures in the hundreds of years.

System management software was also developed for DCSs to improve the level of
security of the systems. System management software controlled secure communication
across the DCS networks, provided loading of control software, conducted system-
wide failure analysis and management, and provided many additional security-based
functions. With the advent of these techniques, there was a significant reduction in the
probability of a failure in the DCS causing a process problem.

A whole new set of security issues surfaced as DCSs became more open. Prior
to the late 1980s, most DCSs were based on proprietary operating systems and
networking architectures. Because of this, DCSs were fairly isolated and were seldom
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connected to corporate networks, making intrusion into DCSs from the outside world
highly improbable. As more commonly used and standard networks and operating
systems were incorporated into DCS architectures, the tendency was to connect the
DCSs into corporate networks in order to make the wealth of data contained in the
automation systems available to the business systems.

As this took place a new security threat arose: the possibility of a communication
from the corporate network impacting the operation of the automation systems and
in turn impacting the process. New security measures were required to protect the
process from dangerous intrusions through the now-connected cyberspace. Today,
when most automation specialists discuss automation system security, they are
typically referring to the challenges associated with cyber security.

Cyber security is an enormous field of study, in flux and with much work
underway to improve security approaches and methods. There are many challenges
facing the appropriate implementation of cyber security. One of the largest challenges
is balancing two primary objectives in most industrial organizations: 1) the need for
communication flow between automation and corporate information systems and
2) the need to protect the automation systems from unwanted and unexpected
messages from the corporate systems. These two objectives are almost diametrically
opposed. On the one hand, corporate IT organizations must provide easy-to-use,
open communications, and on the other hand they need to ensure that no
communications are made to the automation systems that may have potentially
damaging consequences to the already dangerous production processes.

This issue was not too difficult to manage when the corporate systems were
exclusively contained within the walls of the corporation, but with the rise of open
communication networks, such as the Internet, the potential for problems increased
exponentially (Figure 10-1).

A number of software and hardware tools have been deployed over the years to
try to address cyber security issues. Software firewalls, designed to detect abnormal
messages and stop the throughput of potentially dangerous messages, have been
implemented between the corporate network and outside networks and between
the corporate network and the automation systems. Both approaches have been
successful but as Internet hackers have increased their activities, the firewalls have
had to be continually expanded to be effective. Also, firewalls can, at times, make it
difficult for desired communications to pass through the different levels of the systems
architecture.
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Figure 10-1 The Cyber Security Challenge

Other software approaches such as message encryption and data validation
have had some success. Passwords and other user authentication techniques have
been employed to ensure that no unauthorized user is accessing either the corporate
network or the automation systems. Virus detection software has been developed and
employed to ensure destructive viruses do not get access to the systems. Many other
approaches have been used to ensure the security of the automation systems and the
security of the production process are maintained at as high a level as possible.

Unfortunately, once automation systems open up to corporate networks and to
the outside world, there is no foolproof security approach that will guarantee anyone
will be free of hackers. The real issue is how industrial companies should go about
approaching the security of the processes and the automation systems in the most
effective manner.

It would be nice if there were a simple set of technologies a manufacturer could
integrate that would provide a secure environment, but this is just not the case. The
reason for this is that every industrial company has its unique set of requirements in
terms of communications and security. The approach to automation systems security
must therefore be developed to meet the exact needs of each enterprise. By the way,
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if there were a cookie-cutter approach to security taken by all industrial companies,
it would become much easier for hackers to learn the approach and work around it,
which would ultimately defeat the purpose of the security system.

Even though there is no cookie-cutter approach to the implementation of security
tools, there is a general set of critical success factors that have proven to be very
effective in the design of automation security systems. The critical success factors are:

1. Take a long-term view of security

2. Assemble the correct team

3. Partner with companies competent in automation security
4. Build on the foundation of what is already in place

5. Design security solutions that fit the requirements

6. Be vigilant

7. Remember, security is a mindset, not just a solution

Taking the long-term view of security is an essential factor because plants and
automation systems technologies tend to have extended lifecycles. Automation
systems, unlike their business counterparts, have effective lifecycles measured in
decades. With this in mind it is essential that a corporate security program has senior
management sponsorship and the concepts and practices of security become a
common way of doing business for all employees.

To be most effective, the corporate security team has to have representation
from a number of different functional organizations within the company, including
operations, information technology, business leaders, and engineering. The members
of the security team should be selected based on the skills and experience they bring
to the issue of security rather than their availability. Some of the company’s top
professionals should be part of the security team. Security is a serious business and
must be treated as such by the corporation to be effective and to be taken seriously
throughout the organization.

There are vendor companies in the marketplace that have developed significant
intellectual property in the area of cyber security. The technologies supporting cyber
security are continually advancing, and it is difficult for any industrial corporation to
stay on top of all the advancements. Companies with specialized offerings in cyber
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security make it their business to understand the application of the technologies as
well as to keep up with changes in technology.

Building on a solid foundation of what is already in place may seem to be
an obvious success factor, but it is one that is sometimes underplayed. Every
manufacturer most likely has a rich collection of technologies of various types, such
as business systems, DCSs, PLCs, supervisory control and data acquisition (SCADA)
systems and the like, already in place throughout their operations. These systems will
most likely not be replaced or upgraded as part of a cyber security program; the cost
is typically too high. Therefore, a complete assessment of what is installed and the
expected lifecycle of each installed system is an important starting point.

These installed systems must be analyzed from the perspective of the external
access points into each system, the data transfer requirements, the probability of an
intrusion across each transfer point, the data storage and management approaches
deployed, and the existing security approaches in place. This analysis will provide a
good assessment of the current state of security and of potential security issues.

As has been discussed, one size does not fit all industrial operations when
it comes to cyber security. Today every effective cyber security system has to be
customized to the exact needs of the industrial operation. Developing a design that
exactly fits the requirements of each industrial company is essential and can be
effectively accomplished. Doing this can be a costly undertaking, but the alternative
can be much more costly in terms of economics and the health and safety of plant
employees.

Once an industrial operation agrees upon a cyber security system and approach,
it doesn’t just end there. It is not like you can just forget about the system once you
implement it. Rather, the cyber security team has to keep on top of the system and
continuously update it. After all, hackers are learning new ways to infiltrate systems
every day. It is like an ongoing chess match; as hackers move to find new ways to slam
your system, you need to have a team that will stay one step ahead. Checkmate.
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Review Questions

1. What is the fundamental difference between safety management systems and
automation system security?

2. What is the definition of automation system security?

3. How did the introduction of open computer networks, such as the Internet, impact
automation system security?

4. What are the primary tradeoffs when implementing an automation system security
system in situations in which it is desirable to have communications between the
automation systems and other systems in an industrial company?

5. Why is it important to avoid a cookie-cutter approach to automation systems
security?
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CHAPTER 11

SCADA Systems:
Beyond Four Walls

utomation systems such as distributed control systems (DCSs) and

programmable logic controllers (PLCs) operate within plants and factories.

However, there are quite a few industrial operations that require a level of
monitoring and control that extends beyond a plant.

For example, in the production of oil and gas there are pipelines that transport
the raw and finished products over great distances. These pipelines require a level
of monitoring and controls similar to that provided inside plants, but they also have
unigue requirements and characteristics. This is also the case for water distribution
systems and for power transmission and distribution systems.

Automation systems designed to manage the monitoring and control of these
types of transportation and distribution systems over distance are supervisory control
and data acquisition (SCADA) systems (Figure 11-1).

Oil & Gas Transmission Water Transmission

Power Transmission
and Distribution

Figure 11-1 SCADA System Applications
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Before taking a closer took at SCADA systems, it is worth noting the acronym
SCADA has actually assumed a second meaning, which has caused significant
confusion. As personal computers began to provide some of the functions
traditionally found in DCSs, such as operator interfacing and process control, some
of the companies providing the software that operates on PCs started referring
to this software as SCADA software. When this happened, SCADA literally had
two very different meanings. It is somewhat like “lead” and “lead.” One means a
position at the front. The other hurts when you drop a big chunk of it on your foot.
One use of “SCADA" was then monitoring and controlling over large distances, and
the other use was PC software for industrial automation. Automation professionals
often use the acronym SCADA without clarifying which meaning they are talking
about. To this day, SCADA still has both meanings, so if the meaning is not obvious
from the context of the discussion, then it is very important to ask. For this chapter,
SCADA will refer to monitoring and control over distance.

As the requirement for automation capability over large distances arose, it
became obvious that the primary enabler for these systems would be efficient and
cost-effective distance communications. The land-line telephone systems first in use
were expensive to build and maintain and could only transmit limited amounts of
information. The science of telemetry, originally developed for rockets and weather
balloons, was based on distance communications devices such as radio, microwave,
or satellite transmitters. Applying this technology to two-way communication—
measurements and control instructions—tremendously expanded the capabilities
of SCADA systems. (Perhaps somewhat confusingly, “telemetry” also came to
be applied to two-way wireless communication). However, such communication
systems were expensive, so users tended to place a number of instruments in close
proximity. This meant a single distance communication device could be used to keep
the cost of the overall system down.

Since many of these measurement and control devices were in remote areas
along pipelines or transmission lines, powering them became a significant design
(and cost) issue. If no local power source was available, power sources such as
batteries and solar cells came into play (Figure 11-2).

Just as with other telecommunications and computer-based technologies, the
cost of telemetry has declined significantly over the past few decades. As telemetry
technology evolved and the price of distance communications devices fell, the
economic viability of these systems increased significantly, and the proliferation of
SCADA systems likewise increased.
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Figure 11-3 SCADA Systems

The architecture of a basic SCADA system is a centralized monitoring location
at which a master computer system called a master terminal unit (MTU) connects by
distance communications networks to remote devices or computer systems referred
to as remote terminal units (RTU). The MTU provides the overall supervision and
communication management of the SCADA system and the RTUs provide the remote
measurement and control functions (Figure 11-3).
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In early industrial SCADA systems, the local devices would typically be unigue to
the application or industry the SCADA system was being installed into, and therefore
the interfaces between the RTUs and the devices would be different for water, power,
and oil and gas. The software in the RTUs and the MTUs would typically also be
unique to the industry, although some general-purpose automation software was
used. Because of the specificity of devices and software for SCADA systems, vendor
companies in the early going focused their systems on one industry. There were
SCADA companies strictly focused on oil and gas, others on water, and others on
power transmission and distribution.

Over the past decade, as telecommunications devices have become more
abundant and available at much lower cost, much of the initial challenge associated
with the development of SCADA systems has gone away. That means DCSs, PC-based
automation systems, PLCs, or a combination of these technologies coupled with low
cost but fairly reliable telecommunications devices have taken over the traditional
SCADA applications. This has required the development of SCADA software that
operates in these systems. It appears as though the age of independent, incompatible
SCADA systems is moving toward a more unified automation approach.

Review Questions

1. What phrase does SCADA stand for?

2. What is telemetry?

3. What are three early industry applications that required SCADA systems?

4. The controllers in a SCADA system are referred to by what name?

5. The coordinating computer in a SCADA system is referred to by what name?

6. What is another use of the acronym SCADA in industrial automation?



CHAPTER 12

Ouality Management:
A Tale of Two Processes

uality management is truly at a fork in the road for discrete manufacturing

and process operations. The idea of quality management has evolved very

differently in discrete manufacturing than in process operations. Traditionally,
in discrete and process operations, the primary approach to quality management
was after-the-fact quality analysis and control. That is, once a plant finished making
the products, the manufacturer checked them to determine if they had come out
properly. In the case of discrete manufacturing, this involved visual inspection and
perhaps functional testing. In process manufacturing, where the products were
typically liquid or gaseous, visual inspection served little purpose. Instead, the products
made in process operations went to laboratories for testing to determine quality.

Today, as it was traditionally, the response to off-spec quality in process and
discrete operations is also quite different. In process operations, the manufacturer
may be able to mix off-spec product with other product or rework it in the process
to correct the problem. In discrete operations it is often very difficult to repair the
problem in finished products. A glaring example would be if a discrete manufacturing
operation produces door hinges, one of the production operations may be to drill
holes in the hinge plate for attaching it to the doorframe. Once the manufacturer
drills the holes, if they are not in the correct position it is very difficult to correct the
problem. The holes already exist and the part is defective. You can hear the cha-ching
of a defective part hitting the trash bin. Therefore, the consequences of poor quality
in discrete manufacturing operations can be more severe than in process plants.

Another major difference between discrete and process manufacturing is process
control systems are inherently quality management systems. Process control systems
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tend to directly measure and control the quality variables in the process, while discrete
manufacturing control systems typically do not. In discrete manufacturing operations,

the quality variables typically do not undergo measurement until after the manufacturing
operation is complete merely because the real-time measurement technology for the
quality variables does not exist. With the drilling operation in the door hinge plant, the
diameter of the hole is a critical quality variable. But it is difficult to impossible to measure
the diameter while the hole is being drilled. Therefore, it undergoes measurement after
the hole exists, and if the hole is too large or not round, the part is a throw-away. Once
again, cha-ching. On the other hand, in producing gasoline, one of the key quality
variables is the percentage of octane mixed into the gasoline by volume. Since the octane
percentage is directly controlled by the control system, the control system is controlling not
only the making of the gasoline, but also the quality.

A second difference between managing quality in process and discrete
manufacturing is typically a defect in a part of a discrete manufacturing operation
causes the manufacturer to discard the part. A variance from the desired value in
a process operation can often be remedied by correcting the process to blend in a
mixture that returns the value to the desired quality level.

These differences between discrete and process manufacturing were not very
significant from an overall quality management perspective until the science of quality
management started to develop in sophistication after the 1940s. During the war
years significant manufacturing operation advancements came into play. Walter A.
Shewhart championed quite a few of these advances from his labs at Western Electric
Corporation. Later on two of his protégés at Western Electric, W. Edwards Deming
and Joseph Juran, expanded upon Shewhart’s ideas. Deming and Juran often earned
praise for the quality movement that emerged over the following three decades.

It is important to realize the manufacturing operations that most concerned
these three quality pioneers focused on discrete manufacturing. Since in most discrete
operations, manufacturing defects are the critical quality control issue, the focus was
on defect reduction. Since it was impractical to measure the quality variables of every
part made, the manufacturers had to develop their approaches based on sample
parts. When a defect was detected in a sample, it typically was not very clear how
many other parts contained the same defect or even what part of the manufacturing
process was the root cause of the defect.

The new field of statistical analysis addressed the problem. Manufacturers randomly
selected and inspected parts and they developed a statistical profile of the defects.
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Statistical tools such as Shewhart charts and X-bar and R Charts were able to help in the
analysis of defects and in determining the root causes of defective parts. Manufacturers
were then able to correct the root causes and implement processes to ensure they
would not occur in the future. This is where the phrase “continuous improvement,”
which typically refers to the continuous reduction in defects in manufacturing lines,
came into play. Programs like 66 (Six Sigma) also showed extreme success in the
reduction of defects. The term 6o implies the variability from specification in the
manufacturing operation is so little that only parts of the six standard deviations from
the specification are defective. This is a very small number of defects.

e Defects per million ¢ Statistical Process
parts made Control
e Continuous improvement ¢ Discrete statistics for
* Continuous defect analysis
reduction ¢ |dentify and correct
e Cannot measure as root cause
product is made * Six Sigma-limit on defects

Figure 12-1 Quality Management in Discrete Manufacturing

The sciences of statistical quality control, statistical process control, and total
quality management all had their genesis in this movement.

Keep in mind this movement was almost completely focused on discrete
manufacturing operations (Figure 12-1). All of the language and statistical analyses
relied on a parts-based operation. In contrast, how would you define “defect” in
the production of gasoline from crude oil? In these process operations the quality
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control system does not wait until after the product is made to measure and control
the critical quality variables. As a part of the manufacturing operation, the critical
quality variables constantly undergo measurement and control. This does not mean
there are not quality problems in process manufacturing. There certainly are. There
are some quality variables in process plants that are not directly measured either due
to the cost or availability of the measurement devices. For these variables, the process
of quality control tends to be much closer to that of discrete manufacturing; although
technologies, such as analytical measurements, inferential measurements, and factor
analysis have provided opportunities to treat these variables as though they are being
directly measured. Samples of the manufactured products are sent to either onsite or
offsite laboratories for analysis. If they are off spec, the control system undergoes an
adjustment and the manufacturer either mixes or reworks the finished product back
to spec. Sometimes the product is unrecoverable and they have to toss it away.

Another interesting and important difference between process manufacturing
and discrete manufacturing that impacts the approach to quality management
is process manufacturing is much more capital intensive, with far fewer process
operators than discrete manufacturing. The major emphasis of most continuous
improvement approaches coming out of the quality movement is on team-based
improvement activities. This team-based approach tends to have much more effect in
operations in which there are larger numbers of people working to the same end—
discrete manufacturing operations. If you want to look at the team-based approach,
check out Toyota Motor Corp. Their approach is legendary.

In process plants it is not unusual to only have one or two operators overseeing
large segments of a plant. If there is more than one, they most likely are a very highly
coordinated team already. When Joseph Juran developed his models for Total Quality
Management, he often proposed starting with quality teams and moving to making
continuous improvement part of every person’s daily work. In process operations it
may be more appropriate to go right to individual continuous improvement activities
instead of the initial team-based approach used in discrete operations.

The point is that quality management in process manufacturing environments
requires a different mindset than in discrete manufacturing operations. As statistical
process control (SPC) started to gain popularity in discrete manufacturing operations
during the 1980s, a number of process manufacturing operations purchased SPC
packages and tried to apply them to their process operations in response to market
hype. Many installed the software to see what value it might provide. Not surprisingly,
the results were less than spectacular. Discrete statistical analysis tools do not provide
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the same information when applied to continuous variables. Statistical control,
although very effective in discrete manufacturing, ended up a fad in process plants
because of poor application of the wrong statistical tools.
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Figure 12-2 Quality Management in Process Manufacturing

The interesting aspect of this is statistical analysis is normally applied when
direct mathematical conclusions cannot be determined. This is the situation in
discrete manufacturing operations, but in process manufacturing operations, quality
variables undergo direct or indirect measurement, and the advanced control methods
previously discussed can deterministically control quality as well as production. In
process manufacturing operations, reverting to statistics is often a step backward in
quality control.

Today, most process manufacturers realize the direct process control they have
been doing for decades can also do direct quality control. The key issue in making this
happen is measuring the quality variables directly. As was pointed out, manufacturers
could not initially measure a number of critical quality variables, so they had to
send samples out for analysis. The problem was this introduced a significant delay
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in the control loop for the quality variables, since the operations and engineering
professionals had to wait for the lab to complete the analysis. This could also delay
any corrective actions. Since manufacturers were still making product as the lab
analysis was underway, a quality problem could result in a considerable amount of off-
spec product that could require rework. That ended up being expensive.
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Figure 12-3 Process Quality Management

Crude Oil

Over the past few decades, there has been a movement to reduce the dead
time introduced by lab analysis into the quality control of process manufacturing
operations. The first approach has been to implement computer-based lab analysis
systems that could directly connect with DCSs (Figure 12-3). These computer-based
laboratory systems are laboratory information management systems (LIMS) and they
can significantly reduce the communication time between the lab and the operation.
Reducing the dead time introduced by lab analysis makes the quality control problem
much more manageable.

An additional and more effective way of attacking this problem has been to
use online measurement approaches, such as analytical chemistry-based devices,
to directly measure the quality variables that require control. Alternatively, software
measurement techniques, such as factor analysis, process modeling, and mass
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and energy balances can infer the current measurement of quality variables with
considerable success.

Quality Management is a very important function in any manufacturing
operation. Producing product to spec is critical to the reputation of the manufacturer
and to customer satisfaction with the products. Although considerable effort has
gone into the development of quality management approaches and systems, there
is still confusion with respect to the different approaches in discrete and process
manufacturing. It is very important not to oversimplify the problem of managing
quality by reducing it to the application of standard predefined tools, and it's equally
important to make sure the problem is approached in a manner appropriate to
the kind of manufacturing being done. Even to this day, statistical process control
tools and approaches are being inappropriately applied to continuous process
manufacturing operations by competent quality management professionals who
learned their trade in discrete manufacturing environments. Hoped-for improvements
will not occur unless the manufacturer applies the appropriate tools.

Review Questions

1. Briefly describe the differences in focus between quality management in discrete
manufacturing operations and quality management in continuous process
operations.

2. As a general rule, when should statistical process control be employed instead of
deterministic process control?

3. What does the acronym LIMS stand for?

4. Why are online analytical measurement systems important to quality management
in process plants?

5. Why does the concept of continuous defect reduction have limited applicability in
process plants?
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CHAPTER 13

Asset Management—
Maintenance Management:
Goming of Age

itting in a meeting with industry icon and president of Emerson Process

Management John Berra, you can hear him say over and over again that

unplanned downtime is a productivity and profit killer for a manufacturer. That
is why a well-designed, well-executed asset management program is a solid hedge
against any type of equipment breaking down at the wrong time.

" Asset management” is an interesting phrase in industrial operations because
it assumes very different meanings depending on which people in the organization
are using it. If a plant-level person is using the phrase, they are typically referring
to the functions involved with maintaining the plant’s capital assets (which include
equipment, instrumentation, and automation and information systems). When the
managers or executives of industrial companies use the phrase “asset management,”
they are most likely referring to maximizing the business value from all the capital and
non-capital assets of the organization. For the purposes of this chapter, we will use
the former meaning—the management of the maintenance of the capital assets in
manufacturing and production operations. Therefore, we will use asset management
and maintenance management interchangeably.

A Slow Turn

The science of asset management in industrial operations has progressed at a much
slower rate than the science of control and process optimization. Up until the last
couple of decades, the maintenance departments at industrial plants primarily
repaired the equipment as efficiently and as quickly as possible on equipment
breakdowns. This approach is reactive maintenance or “break-fix” maintenance. With
reactive maintenance, one of the most important aspects of effective maintenance
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performance is having the right parts in stock so a technician can fix the breakdown
quickly when it occurs. Therefore, in reactive maintenance environments, spare parts
management became very important and since the cost of equipment downtime to
the overall operation tended to be quite high, having a large stock of spare parts was
the norm. Software systems for maintenance focused on the effective management
of spares, including parts inventory management and purchasing. The software would
also manage work order scheduling for the maintenance department. Quite often

the measure of success of these systems came from minimizing spare parts inventory
while still effectively responding to breakdowns.

Over time industrial organizations came to realize the negative impact of equipment
breakdowns on the business performance of the plant was worth much more to
the company than just the cost of the spare parts inventory. They also realized there
had to be a better way. That is where preventive maintenance comes in. Preventive
maintenance strategies calculate the expected operational time before a breakdown
should occur in any piece of plant equipment, along with the impact of a breakdown.

Preventive maintenance also gave industry a couple of new acronyms. The
maintenance team had to determine the average (or Mean) Time Between Failures
(MTBF) of the equipment from historical records or vendor statistics and the Mean
Time it would take To Repair (MTTR) the equipment upon failure. Statistics such as
MTBF and MTTR could help predict failures and determine the consequences of the
failures so a company could develop a more effective maintenance schedule.

Improving Uptime

With preventive maintenance, the idea is to schedule maintenance on the equipment
within a time frame that will most likely enable the maintenance team to fix potential
problems that might cause a breakdown, thereby preventing (or reducing the
probability of) a breakdown. Doing this should improve the overall availability of the
production equipment and greatly increase productivity. Maintenance software came
together to develop schedules accordingly and to automatically create maintenance
work orders.

In addition to these benefits, it often takes much less time to do preventive
maintenance on equipment than it does to fix the problem after a breakdown has
occurred. Take a natural gas processing operation, for example. Gas processing
operations utilize large compressors that gather raw gas from the wells in the gas
fields and feed it into the gas processing plant. At one gas plant, engineers found
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preventive maintenance on one of these compressors may take about three hours
to complete, but if the compressor reaches the point at which it breaks down, the
collateral damage caused by the breakdown could lead to the loss of the compressor
for up to three days. The difference in production value from a compressor being lost
for three days rather than three hours would amount to huge losses to the operation.

An additional benefit of preventive maintenance over reactive maintenance is the
plant can schedule maintenance for a time that does not interfere with production
operations. If a breakdown should occur while the production team is trying to
complete a time-constrained order, they may not be able to meet their obligations,
possibly resulting in performance penalties. If, on the other hand, preventive
maintenance normally occurs on a scheduled basis, the maintenance team should
be able to provide plant production management with a scheduling window during
which the preventive maintenance needs to be done, and the production team can
set up production schedules and short-term contracts accordingly. The net result is the
business performance of the operation should significantly improve.

Although doing this is a good idea and should be a benefit to any plant that
undertakes a preventive maintenance strategy, let's look at reality. Unfortunately,
maintenance and production teams within plants often do not coordinate as they
should and a schism forms between these teams that can be difficult to overcome.
Some industrial operations have tried to address this schism by developing
performance measurement systems with contextualized performance dashboards to
encourage collaboration between operations and maintenance personnel. The results
in terms of improved performance have been very promising.

With all its benefits, there is a downside to preventive maintenance. While
there are calculations for the expected operational time of a piece of equipment
before a breakdown, there are occurrences in which the maintenance team replaces
components or equipment that really doesn’t need replacing. That can carry its own
costs in lost production and capital.

Maintenance by Probability

A parallel maintenance strategy that actually originated in government applications
is reliability centered maintenance (RCM). This is a strategy for improving on the
initial plant design in a manner that improves equipment reliability and reduces plant
downtime. RCM can work in industrial operations, independent of whether they are
using a reactive, preventive or some other strategy for the maintenance of the plant.
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RCM professionals analyze the design, reliability, and failure impact of each major
piece of equipment in an operation to determine the probability of a breakdown in
the equipment over time and the business impact to the operation if a breakdown
were to occur. If the impact is large, the most economical way to deal with it is to
design an active backup of that piece of equipment into the plant. Upon failure, the
backup can take over the job while they repair the primary. In this way, no production
is lost to a breakdown.

Take a look at a large oil refinery that will shut down if a certain pump fails.
Suppose the pump costs $300,000, but the lost production due to a single failure
may be worth millions of dollars. The RCM engineer would evaluate the probability
of a failure as well as the consequence to the business upon a failure and would most
likely recommend installing a parallel pump that automatically switches on upon the
breakdown of the primary pump. The cost of installing the backup pump is pretty
significant, but the cost of not having one can be much greater.

One of the additional considerations the RCM professional would take into
account before making a recommendation is the availability of the equipment for
effective preventive maintenance. In the refinery example, since oil refineries operate
continuously over a period of multiple years, shutting down an operating pump for
preventive maintenance may not make business sense because shutting down the
pump would mean the plant would have to be shut down as well. Not doing effective
preventive maintenance on the pump would increase the risk of a pump breakdown.
Parallel pumps may be the only reasonable way to mitigate this risk.

On the other hand, in a batch operation, a similar pump may move the finished
product from a reactor to the storage tank at the end of a batch. If the batch cycle
time for the products is fairly large, the discharge pump may only operate for 10%
of the time the plant is operating. In this case, the RCM professional might not
recommend the installation of a parallel pump since effective preventive maintenance
can be done on the pump during the 90% of the time the pump is not required for
processing. This might make the cost to install a backup pump unjustifiable.

Over the past decade or so, considerable work has gone into transforming
maintenance systems to be more like maintenance control systems, in which
instrumentation monitors key maintenance variables throughout the operation (a
process called condition monitoring) and the maintenance system automatically
responds. This is a predictive maintenance system. Predictive maintenance helps to
close the maintenance loop in a fashion similar to the operation of feedback process
control systems.
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Predicting Failure

The condition monitoring instrumentation may be the same as the process
instrumentation used to monitor and control the process, but there are additional,
very specific measurements for maintenance, such as vibration, bearing temperature,
oil temperature and the like that can provide a considerable amount of information
that may predict an impending failure. A boatload of different companies have
developed very sophisticated software to analyze this information so it can effectively
predict impending failures. These predictions can often identify conditions that might
lead to breakdowns weeks prior to the expected failure, giving maintenance and
operations in the plant time to determine the best point at which to address the
problem. These predictive maintenance approaches have significantly advanced the
science of maintenance.

Model for Asset Management Functionality

Enterprise
Asset Mgt.
A
Plant Asset
Management
A

Equipment Control
(Predictive Maintenance)

Equipment Management
(Preventive Maintenance)

Equipment Measurements
(Maintenance History, Condition Monitoring)

E=tE=

Figure 13-1 Functional Model for Asset Management

The model in Figure 13-1 provides a holistic perspective to the management of
industrial assets, which has become increasingly sophisticated. This model shows
the equipment measurement function as the lowest level function in the hierarchy.
This function can either represent maintenance histories for each piece of equipment
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to establish preventive maintenance schedules, or direct condition monitoring for
predictive maintenance strategies. The next higher level, equipment management,
represents preventive maintenance strategies in which experience with the
maintenance of the equipment can help the maintenance team develop reasonable
preventive maintenance schedules to minimize the occurrence of failures.

The next level up, equipment control, uses the direct equipment measurements
to predict impending failures in a predictive maintenance strategy. Above this is the
plant asset management (PAM) layer, which represents the overall coordination of
the various maintenance strategies used in industrial plants, including break-fix,
preventive maintenance, predictive maintenance, and RCM, as well as maintenance
scheduling and spare parts management. (It is not unusual or even unreasonable for
different maintenance strategies to be employed for different equipment in the same
plant.) Finally, the highest level on the model, enterprise asset management (EAM),
represents those functions required to manage the assets across all the plants within
an industrial enterprise.

The science behind industrial asset management has significantly grown over
the last two decades and it continues to advance today. Considerable research is
going into modeling the impact of effective collaboration between the operations
and the maintenance of the same production assets in order to develop the optimal
combined operations-maintenance strategy for each piece of equipment. These
new collaborative approaches are starting to show significant progress in business
performance improvement in industrial plants.

Review Questions

1. What are the two different meanings of the phrase “asset management” in
industrial companies?

2. What do MTBF and MTTR refer to?

3. What does the phrase “reactive maintenance” refer to?

4. What does the phrase “preventive maintenance” refer to?

5. What does the phrase “predictive maintenance” refer to?
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6. What is reliability centered maintenance?
7. What does the acronym PAM mean?

8. What does the acronym EAM mean?
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CHAPTER 14

Human-Machine Interfacing—
SCADA Software:
Breaking Away from a DCS

uman-machine interfacing (HMI), when used in an industrial context, refers

to the science of how personnel can effectively interact with industrial

processes through automation technology. HMI is an inherent function in many
automation systems, including distributed control systems (DCSs), but was not a major
consideration for early programmable logic controllers (PLCs). HMI evolved into an
independent category of industrial software in the late 1980s.

The original idea behind a DCS was for the system to be geographically and
functionally distributable. Figure 14-1 presents some of the major functional
components of a typical DCS. These functions include process control, logic control,
field device interfacing to instruments and valves, PLC interfacing, advanced control,
process information management (process historian and supporting software),
human-machine interfacing, third-party intelligent device and system interfacing,
advance applications, management information system (MIS) interfacing, batch
management and process optimization, among others.

When a manufacturer acquired a DCS, they expected all of these and other
functional components.

PLCs, on the other hand, were not as functionally rich. They were designed to
be programmed from an engineering station and to run through their logic control
sequences, reading the status of field instrumentation and driving switches through
a field device interface. The operator interface could be fairly simple, perhaps
only consisting of two functions (Figure 14-2). They often only had mechanical
pushbutton switches as the operator interface and performed the same sequences
over and over again.
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Figure 14-1 Functional Components of a DCS

Start  Stop
Logic
o ) Controller
Operator Configuration
Interface

Field Device
Interfacing

Figure 14-2 Functional Components of a PLC

As computers became smaller, less expensive and more capable, manufacturers
using PLCs wanted to have computer-based consoles similar to those provided with
DCSs to visualize the manufacturing process and to interact with it. Newly available
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personal computers provided the ideal platforms for such operator interfaces, and a
number of software companies developed software to run in the PCs that provided a
graphical operator interface for PLCs. The software designed to meet this need was
man machine interface (MMI) or human-machine interface (HMI) software. The initial
HMI software included a simple graphics engine with a graphics configurator and a
simple historian software package for trending (Figure 14-3). Manufacturers saw
value in putting this new HMI software on their PLCs and a new software market
segment emerged.

Historian HMI HMI
(trending) —— —— Configuration
Software L Software
PLC
Interface
PLC(s)

Figure 14-3 Functional Components of an HMI

The initial HMI software packages ran on PCs using MS-DOS as the operating
system. Although there were a number of well-received packages, the weaknesses
of the operating system stifled the general acceptance of HMI software. With the
introduction of Windows by Microsoft, the HMI software market took off, led by
software companies such as Wonderware, Intellution, Iconex, Intech Controls,
and Citect.

Some of the HMI software companies began to provide additional functions
formerly found only in DCSs, primarily process control and the associated engineering
configuration software. With this increased functionality going well beyond basic HMI,
the software running on these systems started to be referred to as supervisory control
and data acquisition (SCADA) software. The process control component of these
SCADA software packages operated in the PC and connected to the process variables
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through the PLCs using their analog input and output capability. Note, however,
although the control software in such SCADA systems was capable, manufacturers
were slow to use it for direct control of their processes due to the unreliability of PCs
and the lack of real-time capability in the Windows operating system.

PC software providers encouraged calling it SCADA software because it
distinguished the software from simple HMI systems and allowed them to position
the control software in their packages as supervisory rather than direct process
control. That move improved its acceptability in the marketplace. In addition, this
HMI-SCADA software was designed to be simple to set up and use. This ease of
use resulted in a rapid increase in the popularity of HMI-SCADA software. As we
have seen, it also led to considerable confusion as to the meaning of “SCADA.” As
SCADA software became more common it was often quite difficult to determine
whether someone using the acronym SCADA was referring to a system for
measuring and controlling over distance or software operating in a PC. It became
even more confusing as PCs operating SCADA software developed into effective
solutions for SCADA system master terminal units or MTUs (covered in Chapter 11
on SCADA systems).

This software was initially on tap for traditional PLC-based manufacturing
operations, but as PLC vendors added basic process control functions to the
software, it was not unusual for PC-based systems with SCADA software to run in
applications traditionally reserved for DCSs. DCSs offered advanced process control
and optimization functions enabling much more sophisticated control of continuous
processes, but manufacturers found that there were a number of processes that might
not require the sophistication of a DCS, so SCADA software with PLCs served the
purpose.

Over a very short period of time, the capability of PCs increased dramatically
while the price decreased. As this happened, SCADA software companies added
more and more functionality to their software suites as shown in Figure 14-4,
and the line between DCS applications and PLC applications started to blur. Batch
management software, advanced applications, interfaces to all kinds of intelligent
systems and devices, statistical control packages, and more advanced historian and
information management functions all found their way into SCADA software. The
basic functionality of a PC-based SCADA system became very similar to that of a DCS.
In parallel with this functional growth in SCADA software, DCS companies discovered
the power of personal computers and started implementing traditional DCS software
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in PCs, making PCs integral components of DCSs. Today it is somewhat difficult to
distinguish between some of the more advanced SCADA software systems and some
of the more progressive DCSs.
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Figure 14-4 Functional Components of SCADA Software

Today, DCSs still have the advantage when it comes to process control and
advanced process control; they also tend to hit higher levels of reliability than SCADA
software. SCADA software, on the other hand, often holds the advantage in terms
of ease of use. This is probably because this software has not expanded to take on
some of the more complicated and scientifically difficult problems DCSs have, but also
because the designers of SCADA software have traditionally concentrated on making
their software simple.

Digital computer and software technologies are advancing to the point at which
systems initially designed for very different, but complementary, industrial automation
requirements are converging. The lines between these two classes of industrial
automation systems will continue to blur and should eventually disappear as more
universal automation platforms emerge.
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Review Questions

1. List at least four of the major functional components commonly part of a DCS.
2. What intelligent devices were HMIs initially designed to work with?

3. As HMI software expanded with new functionality, what acronym was used to
describe these software systems?

4. What type of computer enabled the cost-effective use of HMI software?

5. What are the two different classes of automation technology that the acronym
SCADA is associated with?



CHAPTER 15

Manufacturing Execution
Systems: Two Becoming One

s computer-based industrial automation systems were evolving, computer

technologies also expanded within the business management of industrial and

other corporations. It soon seemed as if there were two separate worlds within
one industrial company: The manufacturing unit and everyone else.

Business systems were typically the domain of the Information Technology (IT)
organization which was led by a Chief Information Officer (CIO) reporting at the
executive levels. The position of the CIO pointed to the importance of these systems
to the executive management of industrial operations. On the other hand, the plant
engineering, maintenance, and operations teams managed the plant-level industrial
automation systems.

Over time, as computer systems evolved, the technologies used to implement
business systems and those on the industrial automation side appeared to converge.
It became difficult to clearly distinguish between the technologies used in each.
People in manufacturing operations believed value might be added to their businesses
by connecting the business systems and the industrial systems. Since these two classes
of systems worked on common technologies, bringing the business world and the
industrial world together seemed to be a reasonable objective. Reasonable yes, but as
they say, easier said than done.

Starting in the late 1970s, the first significant attempt to bring the two worlds
together through technology came under the banner of computer integrated
manufacturing (CIM). Most CIM implementations were technological approaches to
business problems. Minicomputers had been introduced and were being used for
business and industrial automation, and appeared to provide the perfect intermediate
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technology between the two systems. Most DCS companies developed computer
gateways to connect into the most popular minicomputers of the day (Figure 15-1).

Business Systems

Intermediate
Minicomputer

Industrial Automation

£+ 4+ seses

Manufacturing Resource Base

Figure 15-1 Computer Integrated Manufacturing

The gateways passed as much process data as possible in a given time period, up
to the intermediate minicomputer. The data was on a circular (i.e., revolving) file of
a specific size on the intermediate minicomputer, which would continually overwrite
older information in the file as new information came in. This essentially provided
a time-based snapshot of real-time plant data to the business systems. From a DCS
perspective, this approach appeared to be reasonable because the plant data was
made available to the business systems. But the business systems hardly ever accessed
the data because the IT organization seldom understood either the content or the
context of the data. CIM implementations seldom realized the desired results.

Although the technical approach to CIM was almost universally a failure, a
number of innovators saw an opportunity. DCSs provided a considerable amount
of standard functionality for plant-floor automation, but there were a number
of functions not offered by DCS suppliers that manufacturers wanted. And if a
customer wants something, someone will deliver. As a result, a bunch of innovative
software companies started to develop applications designed to run on standard
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minicomputers, such as those offered by Digital Equipment Corporation and Hewlett-
Packard. Since computer gateways had already been developed for connecting most
standard minicomputers to most major DCSs, these new software applications were
viewed as extensions of the DCSs.

As more and more of these applications hit industry, a new technology domain
started to emerge between industrial automation and the business side. Advanced
Manufacturing Research coined the name manufacturing execution systems (MESs)
for this domain between automation and business systems, apparently because there
were so many different types and flavors of applications that might fit into this space
that it was difficult to categorize (Figure 15-2).

Business Systems

Manufacturing Execution Systems

Industrial Automation
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Figure 15-2 Manufacturing Execution Systems

As the applications in this MES domain started to gain acceptance, a three-
way battle for the MES space started. To try to gain sales the MES companies were
garnering, the business system companies and the DCS companies started adding
similar functionality to their systems.

This resulted in a very interesting internal organizational battle in industrial
companies. As we have seen, the DCSs were typically managed by the plant
engineering departments, while the business systems were managed by corporate IT.
Although both of these groups used computers as their primary technology platform,
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they performed different functions within their organizations and had been able to
operate independently from each other up to this point. With the battle for the MES
space, the IT departments and plant engineering departments often found that they
acquired software to enable their companies to do essentially the same thing.

These two technology-based organizations were suddenly forced to confront each
other. The technology focus of these two groups was so different that they often did
not understand what each other was saying and found themselves in conflict with each
other. The conflict grew into distrust and fear. While the two sides had similar goals,
their languages were completely different; therefore, communications were poor.

In addition, the plant automation teams knew that the CIO who headed up the
IT group was on the corporate executive board and had organizational power, and
they feared being absorbed into IT. The IT teams knew the plant teams worked with
computers but had no knowledge of real-time systems, or process control, or the
advanced engineering of the plant engineering teams and tended to avoid the plant-
floor systems. A schism formed between these two groups that in many industrial
companies continues to this day. Conferences have been set up to discuss solutions
to the departmental quagmire, but that has seemed at times to be very similar to
negotiating peace in the Middle East.
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Figure 15-3 The Manufacturing Execution System Software
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The net result is the MES domain is really a set of software applications developed
by small software companies. Some very smart companies developed some successful
applications at the MES level that have significantly changed the landscape of industrial
computing (Figure 15-3). OSI Soft introduced a process information management
systems (PIMS) called PI that provided a number of information management tools
around a process historian and could work with most DCSs. This allowed manufacturers
to build a common process information system even if there were automation systems
from multiple vendors. Also, human-machine interface (HMI) companies (e.g.,
Wonderware) acquired a number of MES software companies and built suites of
products that significantly extended the functionality of their systems. Needless to say,
the MES domain was, and is, very dynamic.

There is an ongoing battle over the MES space among the industrial automation
and business system companies, as well as between the plant engineering and IT
organizations serving industrial companies (Figure 15-4). Industry consultants have
claimed that the MES space has effectively disappeared as the automation systems
and business systems have expanded their functional space to cover traditional MES
functions. But consultants always say that kind of thing. The reality is that as long
as there are unmet needs in industrial operations, entrepreneurs will develop new
applications to meet the needs and will most likely develop them to be independent
from the automation systems and the business systems. This is how MES got started,
and it should continue that way.
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Figure 15-4 The Manufacturing Execution System Space
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The MES domain has served two very important functions in industrial automation:
It has served to rapidly expand functionality in a market space that had traditionally
moved at a snail’s pace, and it has served to start the process of having the two
technology organizations within industrial companies, IT and engineering, learn how
to deal with each other.

The initial dealings between these two departments have been difficult, but as
the initial fear has started to subside, true progress has started to take place in joining
these two organizations in a manner that actually helps drive business value. There
are some industrial companies that have decided to combine their IT and engineering
teams and believe it or not, the world did not end. The results were very positive.

As business systems and industrial automation systems started to come together,
there was considerable confusion over what functions would best be performed in
the various technical architectures. During the 1980s, a team of industry specialists
headed by Dr. Theodore Williams of Purdue University worked on defining a
technology model of the functions from the plant floor up through the enterprise
business systems. The result was an extensive functional model, developed using
functional analysis tools, which essentially partitioned the functions into five horizontal
layers and detailed the specific functions at each layer. This model is the Purdue
Reference Model, and people throughout industry still use it today (Figure 15-5).
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This overview of the Purdue Reference Model can be very deceptive in its
simplicity. The important point to realize is each of the five levels of functionality
shown is backed up by very rigorous and detailed functional models. The depth of
this work should serve to demonstrate the level of complexity involved in integrating
industrial automation from the plant floor to the enterprise.

Review Questions

1. What two classes of systems does MES software normally operate between?
2. What does MES stand for?

3. Why was this software called MES?

4. What class of computer system initially made MES software viable?

5. Name five functions traditionally found in MES software.

6. What university provided leadership in the development of the CIM reference
model?
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CHAPTER 16

Enterprise Resource Planning:
Business Software on Top
of Automation

orn on the business side of the tracks, enterprise resource planning (ERP) has

had a huge impact on plant automation. As today’s business systems and

automation systems start to converge, professionals on both sides need to
understand the technological and organizational implications of each others’ domains.

When the computer was first introduced “way back when” as a potential
tool to help manage the information of business operations, only the largest
organizations could afford to acquire and program a computer. Computers were
extremely expensive, not easy to program, and not easy to operate. Over time the
cost of computers declined, and new tools made the programming and operation
of computers much easier. U.S. Navy Admiral Grace Hopper developed perhaps the
most important of these tools, the A-O compiler. It, and its successors, enabled the
programming of a computer with high-level, human readable computer languages
that could compile down to an executable program that could operate within the
computer. That work resulted in a number of application specific high-level languages,
such as the Formula Translation Language (FORTRAN), for scientific applications and
the Common Business Oriented Language (COBOL) for business applications. This
innovation made it easier to train effective programmers.

The combination of these tools and declining prices made it feasible for a number
of businesses to acquire computers and to hire people to program the computers
to perform some of the major functions of the organization. As the value of the
computer became apparent, more and more programs were developed, and each of
the major functions of the business, such as payroll, accounts receivable, accounts
payable, human resource management, finance, accounting, and sales typically had
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multiple programs developed and stored in a library, to run whenever they were
needed. The net result was there were often hundreds of different programs stored in
any company’s library. This presented huge organizational challenges.

To make matters even more challenging, the field of computer programming was
in its infancy and the storage capacity of the early computers was very constrained.
Programmers developed the programs so they would fit in the computer’s memory
in order to run. This often required the use of programming technigues that might
be difficult for another programmer to understand. There was no such thing as
standardized programming, and it was typically very difficult for one programmer to
modify a program developed by another programmer. If a programmer who created a
parcel of programs left the company, there was a problem.

The net result was as the business grew and expanded, the computer programs
developed by long departed programmers did not expand along with the business.
This often led to frustration within the programming departments, who were treading
water, modifying programs developed years earlier, and trying to keep up with the
needs of the folks who wanted better and more timely information to run the business
in an appropriate manner (Figure 16-1). The computer programs designed to help the
businesses run better had become an anchor to business operations, preventing them
from moving forward. The cost to maintain and modify business programs started to
skyrocket. Programming staffs swelled. Internal Information Technology (IT) departments
suffered devaluation by business executives. An information management crisis had
developed. Companies needed a standard way to do business.
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Figure 16-2 Enterprise Resource Planning

Clearly there was a huge need in the marketplace, and a few entrepreneurial
software companies hit the market with new software. The initial approach of most of
these companies was to develop programs or systems of programs to cover the major
functions most businesses had to perform as part of their normal operations. Since
the number of functions normally performed in any company’s business information
management system is quite large, the software companies selected a critical
subset of the overall functionality, such as financial management, human resource
management, operations management, or other key corporate services as a starting
point. The unique selling proposition for this new class of software was not based on
new capability; rather it focused on providing standard and maintainable software
systems that performed essentially the same functions as the traditional home grown
COBOL programs, but did not require the huge amounts of overhead to support
them. This was the beginning of ERP software, and companies such as SAP, Oracle,
and Baan were among the many that led the way.

Since the demand for maintainable business software to replace non-
maintainable home grown software was very strong, the ERP companies became
successful in a short period of time. The clamor was unprecedented. As the success
of the initial ERP providers became evident, entrepreneurial software companies
started to develop products to cover business functionality not included in the initial
ERP software suites, such as sales management, customer relationship management,
supply chain management and the like. Some of the early successful ERP suppliers
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found themselves in the position of having to either develop software for these
functions or acquire companies that already had proven product in these areas.
Acquisitions led to ERP portfolios partially developed within the software companies
and partially developed by acquired firms. In most cases, various components of these
portfolios were effective at the function they supported, but different functions across
the portfolio tended not to work well with each other. Some of the ERP companies
marketed to this situation by defining the various components of their functionality as
core and extended ERP functionality (Figure 16-2).

A few leading ERP suppliers recognized they needed a solution that would allow
software components developed independently to work together as though designed
as a single system from inception. Standard computer networks that permitted
different computers to interoperate had been important in enabling new levels
of integration, but they were not enough to meet the application interoperability
requirements of the business software systems. ERP suppliers needed a new approach
that went beyond simple networking to offer systems and application services, such
as naming services, visualization services and database services separate from the
applications but available to the applications in standard formats.

That technology is service-oriented architecture (SOA). SAP's NetWeaver is a good
example of a business SOA that enabled all the software developed within SAP and
acquired by SAP to operate as a single system. Some SOAs today use visualization
services and other services developed for web-based operations, which can make
them easier for third-party applications to utilize in certain situations. The introduction
of SOAs, primarily by the ERP suppliers, has certainly led to major advances in
application interoperation.

One of the more interesting impacts of the availability of ERP software was
dramatic changes in IT organizations. IT organizations had traditionally consisted
of large numbers of computer programmers under the guidance of a few systems
analysts. The analysts would design the software systems and the programmers would
implement them. With the advent of more standard ERP software, the requirement
for computer programmers declined. The IT organizations had to hire or develop
talent that understood how the ERP software worked so they could configure it for
use in their companies. Many businesses hired consultants to implement their ERP
software. This relegated the IT organization to a predominantly maintenance and
adjustment function.

Largely as a result of this, there was, and still is, an ongoing debate within
many businesses about whether it is more appropriate to maintain an internal IT
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organization or to outsource the function altogether. Some businesses have started

to recognize this decision may not be a simple one, and there are some aspects

of IT that may be unique and strategic to the business, while other aspects may

be more like commodities. As a result, some businesses have partitioned their IT
organizations into two groups: the specialty functions, under a heading such as
Information Management, and the commodity functions, typically under a traditional
IT heading. This allowed a new level of discussion often focused on outsourcing IT, but
maintaining an internal Information Management organization.

Over time, the advent of ERP systems and the changes within them have had a
significant impact on plant automation. As business systems and automation systems
are starting to converge, it is important that IT/Information Management and plant
automation specialists understand the technology and organizational implications
of each others’ domains. This understanding will lead to better communication,
which has become even more critical for industrial businesses as they are pulling
the IT/Information Management and automation engineering teams into the same
organization to try to generate commonality and synergy between these two
technology-based functions. As this trend continues, new approaches and solutions
will evolve to help industrial businesses drive to even higher levels of value.

Review Questions

1. What does ERP stand for?
2. Name two ERP companies.

3. Prior to ERP software being available, business programs were developed by each
industrial company primarily in what computer programming language?

4. What are four core functions of most ERP software?
5. What are two extended functions often provided with ERP software?

6. What does SOA stand for and what does it do?
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CHAPTER 17

Automation System Integration:
Enabling the Right Solution

ntegration in and of itself adds no value; solving real business problems does.

The need to get automation components and systems from different suppliers
to connect together became apparent as soon as the digital computer became the
basis for automation system design.

Although the programmable logic controller (PLC) was originally a solution for the
control of discrete manufacturing operations, manufacturers also found PLCs useful
for the control of operations in process plants. Process computers and PLCs soon
saw use in plants, each controlling separate, but related sections of the operation.
When manufacturers found they needed coordination of control between the plant
sections, it drove the need for communication between different process computers
and between process computers and PLCs, as well as for communication with other
intelligent devices.

In the case of PLC to process computer communication, if all that was required
was the connection of a few discrete field inputs and outputs, the first course of
action was often to connect the outputs from the PLC input/output (/O) module to
inputs on the process computer I/O module and vice versa (Figure 17-1). This type of
connectivity offered an approach plant engineers or electricians familiar with wiring
control systems and real-time data transfer could easily implement. The downside
to this approach was a connection had to be set up for each field value being
communicated between the systems. That approach could become quite costly as the
number of values increases, and the only information communicated between systems
is I/O data from field devices.
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Figure 17-1 Automation Connectivity through I/O

As the volume of data to transfer between systems increased and as more
data types other than just field inputs and outputs needed to be transmitted,
manufacturers sought a more robust approach to communication between systems.
Most computers had available built-in communication ports initially designed for
communicating to peripheral devices, such as printers or terminals, that could handle
different data types and fairly high volumes of data flow. Communicating between
systems by directly connecting a communication port of one system to that of a
second system became the obvious solution (Figure 17-2). Unfortunately, at this phase
in the development of software for computers, the programs to direct the dataflow
between systems typically had to undergo custom development for each application
and for each system. Developing custom communication software required specialized
knowledge and skills, which led to the creation of a new class of service providers
called automation systems integrators.

As process computers evolved into distributed control systems (DCS), more
sophisticated and intentional approaches to automation systems integration came
into play. DCS suppliers designed specific functional modules as gateways to
enable integration with other automation systems, such as PLCs, and intelligent
devices (Figure 17-3). These modules included (somewhat) preprogrammed basic
communication software in order to reduce the customization requirements and to aid
in the setup of these interfaces for communication with specific devices and systems.
Although these modules were easier to configure than the communication ports had
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been, they were quite expensive and still required an automation systems integrator
to configure them and program them correctly. At this point, many DCS suppliers
developed their own systems integration services, focused primarily on integrating
third-party intelligent systems and devices into their own systems and essentially going
into competition with independent systems integrators.
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The next phase in automation systems integration, the integration of automation
and business systems, began when industrial companies realized there were huge
amounts of data generated from the plant-floor operation contained in the plant
automation systems, which could be of value in running the business more effectively.
To get this data from the DCS to the business systems, DCS companies developed
computer gateway modules (Figure 17-4) designed to connect into a communication
port of one of the more common minicomputers of the day. Since these minicomputers
connected into business networks as part of the business computing infrastructure,
providing process data to these minicomputers made operations data available to the
business computing environment.
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Figure 17-4 DCS Computer Gateway

DCS suppliers typically developed data storage software for the minicomputer in
order to be able to store the plant data in an effective manner. This software stored
as much process data as possible on the limited bulk storage available with the
minicomputer. To accomplish this, the software in the minicomputer would request
transfer of the collection of process data once every minute, or over some other time
period, and would store the collected data set as a record in a file in the storage
system. The process data might either be collected values from field instruments or
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averages for the time period. During the next time period, the system would collect
another data set and that would go in the next record of the file. This data transfer
would continue until the storage resources of the minicomputer were full and then
the process would start over with the first record of the file being written over the
data the computer had previously stored in that record. As has been mentioned

in earlier chapters, this type of data collection approach is called the circular file
approach, because the records are overwritten in a somewhat circular manner.

With this type of data collection system, the minicomputer’s bulk storage would
contain a snapshot of process data for the period of time the size of the storage
device would allow. It was not unusual to see systems set up like this with thousands
of process data values in each record and with enough records to cover the last week.
Since the communications were typically only from the DCS to the minicomputer,
and large amounts of process data were sucked across the computer gateway and
into the minicomputer, this approach was known as the vacuum cleaner approach
(Figure 17-5). The minicomputer was the vacuum cleaner sucking all the data it could
out of the DCS. Once again, specialty talent implemented these systems, and systems
integrators and the company’s DCS supplier began offering such services.

Figure 17-5 The Vacuum Cleaner Approach
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Unfortunately, a survey conducted around the time of these systems found most
of the data that had been sucked up into the minicomputer was not even touched by
the business system before it was overwritten. The reason was to the business systems
professionals, the data in the minicomputer was nothing more than useless raw data.
The automation professionals provided as much raw data as they could without much
context associated with the data, and the business systems professionals never really
understood the data nor did they know what to do with it. This initial attempt to
integrate the business and automation domains is important because it points out the
naiveté of the automation teams and the information technology teams about what
actually took place in the other’s domain. This naiveté is still very much in place today.

Following quickly on the heels of the DCS gateway approach was a broader
and more sophisticated-sounding movement to encourage the convergence of all
computer-based domains under the label of Computer Integrated Manufacturing
(CIM). CIM was a movement that virtually sprang up overnight. As soon as it hit the
market, it seemed every industrial player wanted to have CIM. Unfortunately, CIM was
more slogan than substance. Business managers typically viewed CIM as providing
the information they required in order to run the business, while technologists viewed
CIM as a way of meeting managements requests for data and getting on with other
important work. It is not that people did not know what CIM was; everybody seemed
to have a strong definition. It was just that no two definitions matched. Industrial
companies spent millions of dollars connecting every intelligent system and device in
their operation together, and when they had accomplished this feat, nothing seemed
to work any better than it had before. Systems integrators made fortunes during the
CIM era and plants were not performing any better. Figure 17-6 presents an overview
of an actual CIM implementation design from this era.

The problem was that connecting different systems and devices together does not
solve any business problems. Rather, it only overcomes communication barriers initially
introduced by the technology itself. Overcoming technical barriers is an important first
step, but business value improvement comes from developing solutions that address
business issues once the barriers fall. The latter step was seldom made. Integration is
valueless in and of itself, and only adds value if it is done to solve some larger business
problem. The CIM movement presents a classic example of an abnormal focus on the
technology of information and automation without much focus on the business of
manufacturing and production. Such approaches seldom—if ever—add value to the
business. So much money was spent on integration during this era with no visible
benefits that many industrial business managers became jaded about spending on
automation and business information technology.
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Somewhat in parallel with the CIM movement, there was a corresponding
movement in the development of communication standards. The idea was standard
ways of communicating between systems would significantly reduce the cost and
effort involved in integrating systems together. One of the first efforts in this regard
was the Manufacturing Automation Protocol (MAP) sponsored by General Motors.
GM was one of the world’s largest purchasers of automation technology and had
considerable clout in the industry as a result. They saw value in connecting their
automation and business systems together and attempted to drive the MAP standard
throughout the automation industry. MAP never really caught on across the larger
manufacturing industry and this movement slowly died out. The communication
standard that did catch on across industry during the 1980s was the predefined
Ethernet standard. Ethernet had many of the characteristics required in industrial
environments and had proven stability, and is the basis of most computer-to-computer
industrial and business networks in use today.
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Figure 17-6 Computer Integrated Manufacturing Example

A second area for communication standards that has had significant impact on
industrial automation is digital fieldbus. Fieldbus is a digital communication network
for connecting intelligent plant devices into automation systems. Fisher-Rosemount
(Emerson) introduced a hybrid analog/digital fieldbus called HART (Highway
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Addressable Remote Transducer) that could communicate with devices and systems
from different suppliers. The digital communication component of the HART protocol
allows instrument information to be passed to a DCS to provide instrument health and
similar analyses, but the measurement value is still transmitted via an analog signal.
HART has been one of the most successful fieldbus implementations in industry.

A number of fully digital fieldbuses emerged following the success of HART. The
two most prevalent in the process industries are the Foundation Fieldbus standard
(controlled by the Fieldbus Foundation of Texas) and the Profibus standard (controlled
by the Profibus Trade Organization out of Germany). A resulting fieldbus standard,
Foundation Fieldbus, has become the primary standard for the industry. Standard
digital communications between automation systems and field devices have provided
a major step forward for automation systems architectures.

As human-machine interface (HMI) software and supervisory control and
data acquisition (SCADA) software hit the industrial marketplace, one of the chief
advantages of this software technology over other automation approaches was it
worked with most of the automation systems and intelligent devices then available.
This occurred through the inclusion of drivers (communication driver software)
developed for each system or device to integrate with the HMI/SCADA software
system. Wonderware developed an approach that capitalized on Microsoft's Dynamic
Data Exchange (DDE) capability (which enabled communications between multiple
applications operating in a Windows environment) to produce NetDDE, a networked
version of DDE for the development of communication drivers.

HMI/SCADA software companies, systems integrators, and even industrial
companies developed thousands of NetDDE drivers for intelligent systems and devices.
Although DDE still worked in Windows environments, a newer approach developed
by Microsoft, called Object Linking and Embedding (OLE) pushed it aside. As this
took place, a standards committee started up to support an industrial version of OLE
called OLE for Process Control (OPC). With the introduction of OPC, thousands of new
intelligent device and system drivers all but replaced the older NetDDE drivers. These
device drivers, whether NetDDE or OPC, are inexpensive and easy to implement, making
the integration problem at the plant-floor level much less onerous than it had been.

As the intra-system technical integration of automation and business systems
became easier and less expensive, the focus shifted to the development of integrated
operations and business solutions using the available technologies. Systems
integrators made the switch to become value-added solution suppliers, although they
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still called themselves systems integrators. But those who hung onto the traditional
integration model have had difficulty surviving. Today, systems integrators are geared
to identifying and solving operations and business problems through the effective use
of both automation and business technology.

Standards have also moved more in the direction of application development
rather than mere connectivity. For example, the ISA-88 batch series of standards
focuses on the application of automation and information technologies to batch
processing operations. ISA-95 is designed to identify key application and information
constructs and issues when interoperating between plant operations and the business
systems environment. MIMOSA (Machinery Information Management Open Systems
Alliance) is a standard similar to ISA-95 but includes maintenance applications. Open
O&M is a standard sponsored by the MIMOSA and OPC Foundations for combined
operations and maintenance interoperation with business applications. This is
representative of a very positive direction for industry, one in which the technology
itself is no longer the driving force of industrial automation, rather the effective
application of the technology is becoming a much more important issue.

The most recent trend in the development of technology environments that
match the scope of industrial operations has been the move toward service-oriented
architectures (SOAs), which were introduced in Chapter 16. According to the
Organization for the Advancement of Structured Information Standards (OASIS), an
SOA is “a paradigm for organizing and utilizing distributed capabilities that may be
under the control of different ownership domains. It provides a uniform means to
offer, discover, interact with and use capabilities to produce desired effects consistent
with measurable preconditions and expectations.” This is not too different from the
initial definition of a computer operating system that enables the various functions
within a single computer.

The difference is an SOA provides the distributed infrastructure and services
that turn a distributed multiple computer system from multiple vendors into a
homogeneous system across separate computers. SOAs can support different
computer domains. For example, NetWeaver from SAP is an enterprise SOA (ESOA)
designed to support a business enterprise domain, while ArchestrA from Invensys
is an industrial SOA (ISOA) designed to support a real-time industrial domain. The
development of SOAs is starting to significantly diminish the barriers to systems
integration, providing common computer domains across multiple systems. Although
these SOAs are still in their infancy, they will have a significant impact on industrial
automation and business computing for decades to come.
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The need to connect different intelligent systems and devices from different
suppliers into a single interoperating environment has been felt ever since the
introduction of the computer to industrial and business operations. The evolution of
technology and approaches to support this need has been long and gradual. A very
significant shift has taken place over the past few years from an intense focus on
integrating the intelligent technology to an intense focus on solving business problems
enabled by the technology. This is a major step forward for industrial automation
because integration in and of itself adds no value; solving real business problems does.

Review Questions

1. Why is integration across automation system domains of value?
2. Why did automation systems integrators come into business in the first place?

3. How has the focus of automation systems integrators shifted over time, and why
has it shifted the way it has?

4. What is MAP, and why was it significant?
5. What was the “vacuum cleaner approach,” and why was it essentially ineffective?

6. Why did standardization activity shift from communication standards to
application-based standards, such as ISA-88, ISA-95, MIMOSA, and Open O&M?



CHAPTER 18

Business Measurement and
Intelliyence Systems:
Real-Time Knowledye

“A popular government without popular information, or the means of acquiring it, is
but a prologue to a farce or a tragedy, or perhaps both.”
- James Madison wrote in 1822, five years after his presidency

nowledge is king and providing the right information at the right time to the
right people is a necessity in today’s automation environment.

With the evolution of business information systems and industrial
automation systems, huge amounts of data have become available throughout the
manufacturing enterprise. For years, management has wanted to use this data to
perform business and operational functions more effectively. One of these functions
should provide the proper information to every person in the organization to help
them perform their jobs better. That is what business intelligence systems are all
about. Business intelligence systems are computer-based software systems designed to
develop and manage business measurements and the associated intelligence derived
from those measurements.

Providing intelligence to workers in plants through process automation is
certainly not new. Ever since the advent of automation systems, even before digital
computer-based systems, one of the primary functions of automation technology was
to provide a level of intelligence to operators, engineers, and maintenance workers.
Panel boards and human-machine interfaces focused on this for decades. But most
of the intelligence provided was operational, with limited business connotation. The
challenge is now to provide high-quality operational and business intelligence to
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support the specific activities of each person in the plant, as well as those in a support
function.

Traditionally, business intelligence was the domain of the business and accounting
systems, and business executives and managers used it to determine how effectively
the overall business was operating. For decades there was little interest in sharing this
information with the folks responsible for plant operations, at least in any effective
format. The primary reports the operations personnel have traditionally received
from ERP software in the business information systems have been monthly variance
reports (Figure 18-1) that summarize the cost per unit of product produced against
the expected cost per unit of product, usually referred to as standard cost. If the actual
cost per unit was less than the standard cost, the production operation did a “good”
job. If the actual cost was greater than standard cost, the production operation
did not do a good job. Although there is not much useful information content in
variance reports, they were the primary source of business intelligence to production
operations for decades.
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Figure 18-1 Monthly Variance Reporting

As the amount of data available in industrial operations increased, a drive to
provide more effective business intelligence throughout the organization developed.
One of the best known initiatives in the drive for better business intelligence came
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in the 1980s from Dr. Robert Kaplan and Dr. David Norton of Harvard University
when they introduced the concept of the Balanced Scorecard (BSC). The idea behind
the initial forms of BSC was to provide more balanced information to managers to
help them manage their operations more effectively. Rather than just using financial
information, Kaplan and Norton suggested balancing the financials with additional
information relevant to the management of the operation, such as customer
satisfaction, innovation, learning and internal perspectives of the business. This was
certainly a huge step forward, but the target was operations management, not
operators and maintenance personnel. Every person in a production operation who
takes actions that may have an impact on the performance of the business also needs
a level of business intelligence.

Executives in industrial businesses have long raised concerns over the lack of
timely business and financial visibility into their manufacturing operations. Most
executives do not really know whether the production operations have been
performing well or poorly until a number of days after the end of the month,
due to the monthly nature of the financial measurement system. In the changing
manufacturing environment, where being nimble and agile are key, this is
unacceptable. Ten years ago most energy contracts between energy suppliers and
industrial businesses were on a fixed price for energy over an extended period of time,
up to a year. This essentially relegated energy cost to a constant over that period.
Today, the cost of purchased energy changes multiple times in a single day. Business
is starting to become much more real-time. Business intelligence must be just as
dynamic. It must be real-time.

The model in Figure 18-2 came from a number of executives to capture their
perspective on how automation and business systems enable them to manage
their industrial operations. The top section of the model represents the executives’
perspectives on how they execute their job. They basically view the business functions
as falling into two categories: operating the business, which is the domain of the
Chief Operating Officer, and measuring the business, which is the domain of the
Chief Financial Officer. Under each of these basic business function categories,
the executives developed a simple model of how automation and information
technologies combine to provide support for each.

Under the COO is a three-level stack of functionality that is essentially partitioned
by the timeframe in which the functions need to operate to be effective. The lowest
level represents all of the functions that must execute in real time to be effective,
such as process control, logic control, and operator interfacing. The second level in
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the stack represents the functions that need to operate on more of a daily schedule
to be effective, such as production planning and production scheduling. The top level
represents functions that must operate on more of a monthly basis, such as supply
chain optimization and customer relationship management.

Business Measurement Business Operation
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Financial Enterprise
Monthly Reporting € Managgment
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. MES/Production
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Figure 18-2 The Accounting Gap

Although this model is quite simple, it points out a huge need in industrial
businesses typically not being met today. The left-hand side of the model represents
the functions commonly available today for measuring the business. Notice the left-
hand side only has the topmost level, “Financial Reporting.” This is because most
industrial operations only do ERP-based (enterprise resource planning) financial
reporting once a month as the primary measure of the business. The problem with
this is any functions in the lower two functional levels on the operations side are
not measurable by the financial measurement system. Before anyone can have an
effective business intelligence system, the functional gap at the lower two levels of the
business measurement stack must be addressed.

One interesting sidelight to this problem is that in some industrial companies, the
operations team tried to fill the measurement gap by developing operational measures,
called key performance indicators (KPIs), to measure the lower two functional levels
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of the operating stack. In many respects the KPIs filled the void, but they had little
credibility with the financial and accounting teams. Although developing KPIs is a useful
activity, without the corresponding financial metrics the measurement system and the
resulting business intelligence system are severely lacking.

The key issue remains how to fill in the lower level gaps in the business measurement
model. Financial professionals have tried to get the accounting systems down to daily
from monthly by the development of Activity-Based Costing (ABC) systems, but the
ABC systems still, for the most part, employ a top-down approach to accounting. For
the financial measurement system to meet the requirements, it must provide real-time
data right down to the plant floor, which requires a real-time database that can be
used as inputs to the accounting calculations. The good news is such a database exists
in the form of the sensors in the plant that measure flow, level, temperature, pressure,
composition, speed, and many other variables. Although this is not a financial database,
engineers can use this data to model the financial equations right in the control system.
This can be accomplished by having the accounting team in industrial plants develop the
equations for the required accounting measures for each process unit. These equations
are provided to the engineering team, who has expertise at determining which process
measurements can be used to resolve models of the equations running right in the
control systems. The result is a bottom-up, real-time accounting approach that can flow
right into the ERP financials, as shown in Figure 18-3.
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Figure 18-3 Performance Management
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The “Real-Time Performance Measures” correspond to the “Plant Resource
Management” level on the operations side of the model and provide effective
financial measures in the real-time domain. The “Real-Time Accounting” function on
the financial side corresponds with the “MES/Production Management” functions
on the operations side of the model, providing effective measures of those functions.
Adding the two lower levels to the financial side of the model fills a traditional
information gap but does not provide all the information necessary for an effective
business intelligence system. Nonetheless, it certainly is a step in the right direction.

For employees to get the max out of industrial business intelligence, it has to
occur in a time frame that enables each employee to take effective action, and it has
to be in the proper context for each area of responsibility. In production operations,
the time frame that is most effective at all levels in the organization action is real time.
Manufacturing and production are inherently real-time functions, and therefore they
must be monitored and managed in real time for maximum impact.

Also, to be actionable and effective, the business intelligence provided to
each person in the organization must specifically focus on that person’s domain of
responsibility. Manufacturing and production processes are inherently complex, which
is why most of these processes are partitioned by both operations and maintenance.
Providing a plant-wide perspective to an operator who only has responsibility for
a section of the plant can be misleading and frustrating and can sub-optimize the
actions that operator takes. The only way to meet the real-time and contextualized
requirements for business intelligence is to build the business intelligence system by
starting at the plant floor and working up through the organization.

The good news is developing bottom-up business intelligence systems does not
require any new hardware or software. It only requires using these technologies
a little differently. One of the first requirements is to convert the operational KPIs
from daily measures to real-time measures. This can happen in a similar manner as
developing real-time accounting measures. As has been mentioned, every industrial
operation has a large number of instruments installed throughout the process
that measure all kinds of physical and chemical variables in real time. Using these
measures as the data source for the calculation of the KPIs right in the control
system environment provides real-time KPIs. Real-time KPIs can combine with
the real-time accounting measures to provide a fairly complete set of real-time
performance measures for any industrial operation.
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If these real-time KPIs and real-time accounting measures come online for each
process unit or work cell in the operation, they can be mapped to each employee’s
domain of responsibility. The result may be a fairly large set of performance measures
that define the performance of each person in the plant.

It is quite difficult for any person to respond effectively to a large number of
performance measures competing for attention. The most effective way to limit the
information must be put into the context of the current manufacturing or production
strategy of the plant as detailed in Chapter 19. Typically, this contextualizing to
strategy does not create new measures of performance; instead, it prioritizes the
existing set of financial and operating performance measures (also referred to as
metrics) so each person in the operation can understand which of their performance
measures is most important to the operation right now, which is second and so on.
This strategy essentially provides a lens through which operational and financial
performance measures can be focused and prioritized.

These real-time, prioritized performance measures are dynamic performance
measures (DPM). Studies have shown that people working in real time can effectively
deal with up to four competing measures. Therefore, business intelligence dashboards
presenting the highest priority four measures relevant to each plant person provide
the most effective plant-level business intelligence system (Figure 18-4).
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Once the real-time plant business intelligence system is in place, the corporation
can begin the development and implementation of the remainder of the business
intelligence system by working up through the organization, developing composite
bottom-up measures for each manager in the structure. These measures will
certainly need support by additional information important to each job function,
such as current commaodity prices, production schedules, sales demand or whatever
other information may be relevant to the responsibilities of each job. Using the
aforementioned balanced scorecards or another proven approach for the display of
real-time information can provide an effective and familiar means of communicating
performance information at the management levels. Figure 18-5 presents a simplified
model for bottom-up, contextualized industrial business intelligence system.

Real-time business intelligence can truly empower all levels of industrial
operations to be able to perform their tasks more effectively and drive significant
performance improvements throughout the operation. For decades, industrial
companies have been searching for ways to replace people with technology. Today,
using technology to make plant and non-plant employees more effective is becoming
more important than it has ever been. People can perform brilliantly if they have the
timely, complete, and accurate information they need to make informed decisions
in the right time frame. Plant-floor to enterprise business intelligence systems can
provide this information in real time—and the results can be significant.
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Figure 18-5 Enterprise Business Intelligence
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Review Questions

1. Why are monthly variance reports developed in the financial management
system inadequate for providing effective performance intelligence to production
operations?

2. How did the Balanced Scorecard approach advance the state of the art with respect
to business intelligence?

3. What is ABC?
4. What are dynamic performance measures?
5. Why is a multilevel business intelligence approach effective?

6. Why is it important to provide business intelligence to frontline workers in real
time?
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CHAPTER 19

Dperations Business Excellence:
A New Frontier

uite a while ago, in the 60s as a matter of fact, there was a television show

called Star Trek. At the beginning of every episode the show’s commander,

James T. Kirk would always say, “Space... the Final Frontier. These are the
voyages of the starship Enterprise. Its five-year mission: to explore strange new worlds,
to seek out new life and new civilizations, to boldly go where no man has gone
before.”

When you talk about “where no man has gone before,” take a look over the past
few decades. There have been significant technological developments, made under
the banner of operations excellence (OE), that can improve process optimization and
asset management within industrial plants, but with the change in perspective that
comes from operations business excellence (OBE), manufacturers are starting to reach
new thresholds of performance improvement. Technologies developed years ago to
solve basic plant issues, such as basic process control technologies, may now work in
different ways to control the business of the plants rather than just the process loops.

Let us explain.

Operations Excellence

The phrase “operations excellence” has become a catchall phrase for the
technologies, methodologies, and initiatives deployed to generate the most value
possible from plant assets. OE, therefore, is really not very well defined, but initiatives
under this banner have provided some very important and interesting steps forward in
the drive for performance improvement in industrial operations.

To a large extent, OE has been associated with “doing things right” within the
manufacturing operation. To really do things right requires the user to be able to
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measure what “right” really is. Over the past few decades, the measures of OE have
been the key performance indicators (KPI) of the operations. These KPIs are often
developed by the operations management and engineering teams and focus on the
things these teams determine must be done effectively to move toward excellence.
Dozens of different KPIs have been developed across industry to try to get a handle on
how each operation is doing and to drive continuous operations improvement. Figure
19-1 lists a number of the KPIs presented in the ISA-95 specification. Although these
KPIs may have been set up to measure the critical items each operation needs to focus
on to drive improvement, there has been very little consistency across the industry as
to which KPIs should be measured and how they should be measured. There have
also been so many KPIs implemented at industrial companies that it has often become
very difficult to determine how the organization is really doing and whether it is really

improving. Sometimes too much data is more constraining than not enough.

Actual production rate as a % of the maximum
Actual vs planned volume
Average machine availability rate
Average machine uptime
First product, first pass quality
Hours lost due to equipment downtime
Major component first -pass yield
Manufacturing cycle time for a typical product
No of process changes per operation due to errors
% error in yield projections
% increase in Output per employee
% of assembly steps automated
% of lots or jobs expedited by bumping other
lots or jobs from schedule
% of operators with expired certifications
% tools that fail certification
% reduction in component lot sizes
% reduction in manufacturing cycle time
% unplanned overtime
Production and test equipment setup time
Production schedules met (percentage)
Productivity: units per labor hour
Reject rate reduction
Actual inventory turns
Annual work -in process (WIP) turns
Customer order cycle time in days
Finished goods inventory turns
Inventory accuracy
Inventory reliability: the items filled on
first try per total line items ordered

Actual inventory turns
Annual work -in process (WIP) turns
Customer order cycle time in days
Finished goods inventory turns
Inventory accuracy
Inventory reliability: the items filled on
first try per total line items ordered
Lines shipped per person hour
Rework and repair hours % of direct hours
Scrap and rework as % of sales
Scrap and rework % reduction
Standard orderto-shipment lead time
Time line is down due to sub-assembly shortage
Time required to incorporate engineering changes
Units produced per square foot
Warranty effort reduction
Warranty repair costs as a % of sales
Yield improvement
% error in reliability projections
% of lots going directly to stock
% of product that meets customer expectations
% of quality assurance personnel to total personnel
% of quality engineers to all engineers
Receiving inspection cycle time
Time required for corrective action
Time to answer customer complaints
Time to correct a problem
Variations between inspectors
Lines shipped per person hour

Order line fill rate
%error in cases shipped
% error in orders shipped
% of orders shipped complete and ortime
% of sales orders delivered on time
Pilfering reduction
Stock turns per year
Pallets shipped per person per hour
% error in lines shipped
% of orders expedited
% of sales order line items not fulfilled - stock outs
% of supplier orders delivered on time
Pick-to-ship cycle time for customer orders
Raw material inventory turns
Vendor lead times
Labor hours spent on preventive maintenance
Maintenance cost as a % of equipment cost
Maintenance cost per output unit
Number of unscheduled maintenance calls
% of equipment maintained on schedule
Unplanned machine downtime as a

% of scheduled run time
Stock turns per year
Annual lines shipped per SKU
Cases per hour
Dock-to-stock cycle time
Gross inventory as a % of sales dollars
Inventory carrying cost
Line items processed per employee/hour
Order fill rate

Figure 19-1 ISA-95 Listed KPIs

Industry continued to search for a simple and universal answer through a simple
and universal performance measure that could be used in the same way in multiple
different industrial operations and could provide a benchmark for performance
excellence. The result of this search was operations equipment excellence (OEE),
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which appeared to provide a single performance measure for any industrial operation
and could therefore provide a benchmark. OEE is defined to be the product of asset
availability, product rate, and quality over a given period of time, expressed as a
percentage. With the common acceptance of OEE as the primary measure of OE,
industry finally seemed to have the long anticipated performance measure of excellence.
Industrial organizations soon began to build OE initiatives around the OEE measure.

The truth is many of these organizations have realized some significant
improvements with the additional attention given to the operation. Although these
initiatives have been very promising, a composite performance measure such as OEE
can also present deceiving results if it is not carefully implemented and managed.
Experience has demonstrated how the value of OEE that represents good operation
can vary significantly across different manufacturing equipment types due to the
nature of the operation performed in the equipment. This means there is no universal
understanding of which value of OEE actually represents operational excellence
and no standard way of calculating it across organizations. This limits its value as a
universal benchmarking tool.

Another issue with OEE is each of the three factors, asset availability, product
rate and quality, can have inverse effects on the other two. In other words, to push
product rate higher may lead to reductions in availability and quality. The overall
value of OEE may not change, but the inverse nature of the factors of OEE may drive
organizational conflict.

Finally, OEE, as a product of three factors, can actually hide a problem in the
operation and present a good result while one of the three factors is actually on the
verge of dropping off at a significant rate. None of these issues means that OEE is not
a good and effective measure. It is. But when using OEE, you should employ caution.

OEE can be a very good and effective management reporting measure, but it
tends to be an ineffective actionable measure. That is, OEE does provide a fairly solid
indicator of improvement within and across operations and is as good a KPI as any in
providing a reporting measurement of this type. However, it is difficult for operations,
maintenance, or engineering to know what action to take when OEE starts to decline.
For example, a decline in the OEE value may be the result of an equipment availability
problem, or perhaps a product rate problem, or perhaps a product quality problem,
but the value of OEE does not provide any insight on which of these it really is. What
makes OEE valuable as a reporting measure actually causes it to lose value to the team
that has to take action. OEE is necessary, but not sufficient.
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Figure 19-2 Operations Business Excellence

The question is, what measures, in addition to OEE, are required to set the
stage for true OE? The most effective answer to this question requires a little more
analysis of what OE should include in order to drive results in a manner that industrial
executives would like. OE is “doing things right,” but is doing things right enough
to get the results from production operations that business executives need? Many
executives have claimed it is not. Not only do industrial companies need to “do
things right,” but they also need to “do the right things.” Doing the right things has
been referred to as strategic excellence (SE). SE and OE together are important, but
publicly traded companies also have to generate the right value from their production
assets, a value referred to as business excellence (BE). The application of any of these
three measures of excellence, without consideration of the other two, will provide
suboptimal results. There is a general recognition across industry where all three
aspects of excellence must be combined into a single model for driving excellence in
industrial operations (Figure 19-2). This combined approach is sometimes referred to
as operations business excellence (OBE).

Developing Operations Business Excellence

In order to develop an OBE environment, a common set of performance measures
must first be developed that represents a composite of these three traditional
measures of excellence. The first issue with the development of a composite set of
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metrics is strategic, operations, and business excellence are each measured in different
time frames. Operations excellence is traditionally measured using KPIs on a daily
basis. Business excellence is measured through the plant accounting systems, which
traditionally has been done on a monthly basis, and strategic excellence has been
measured over much longer time frames, with quarterly being about the shortest.
Perhaps these three different time periods made sense in an age when reasonable
external business drivers and strategic market drivers changed on no more frequent

a basis than monthly and quarterly. But the business and strategic environment today
is much more dynamic than it ever has been, with business drivers and market drivers
sometimes changing multiple times in a single day. Today’s dynamic strategic business
environment necessitates operations, business, and strategic performance measures
all in real time.

The second issue with the development of a composite set of performance
measures is the business space over which the measures have traditionally been
developed. Operations measures are often made right down to the individual process
unit or work cell. Business measures are typically made for an entire plant and up into
the enterprise. And strategic measures are typically made for the overall company.
Implicit in the three different space frames for the development of performance
measures is no strategic decisions are modeled at a level lower than the overall
enterprise and no business decisions are made at a level lower than the plant’s
management.

Neither of these should be the case. Frontline employees are called on to
make hundreds of important decisions each day. Some of those decisions impact
the business and some impact strategic execution. If the measures of business and
strategic performance are not made available down to the front line, the decisions
will be made blindly, which cannot be good for the performance of the corporation.
Therefore, all three types of performance measurements, operational, business, and
strategic, must be made in real time right down to the process units or work cells.

Developing a unified performance measurement system in real time down to the
plant floor requires a real-time data source down at the plant floor. Fortunately, as we
have seen in earlier chapters, such a data source exists in the form of the hundreds of
sensors installed throughout industrial plants to measure flows, levels, temperatures,
pressures, speeds, compositions, and the like. This extensive data source can provide
real-time data to executing algorithms in the control software that can model the
strategic, operations, and business performance measures of the process units or
work cells in real time. Once these base performance measures are developed, they
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can be aggregated from a time perspective, resulting in hourly, shift, daily, weekly, and
monthly summaries of performance by using a standard process historian. They can
also be aggregated from a space perspective from units, to areas or trains, to plant
sections, to plants, and to the entire enterprise merely by combining the performance
measure models appropriately for each node. The result is an OBE performance
measurement approach, a comprehensive bottom to top performance measurement
system offering complete organizational alignment.
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Figure 19-3 Business Operations Measurement System

The development of such an OBE performance measurement approach is actually
simpler than it seems. Developing real-time KPIs and real-time accounting measures
is fairly straightforward because the operational (KPI) and business (accounting)
measures are based on equations fairly well understood and documented. Once the
equations are developed, modeling them from real-time process sensor-based data
is an engineering exercise. The difficulty often encountered is the development of
the strategic performance measures. As was pointed out in the business intelligence
chapter, strategic performance measures are really not additional measures, rather
they are the combined KPIs and accounting measures prioritized to support strategy.
In other words, the production strategy serves as a lens through which the basic
accounting and operational measures are ordered according to strategy (Figure 19-3).
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The combined strategic, business, and operations measures, commonly referred to as
dynamic performance measures (DPM), provide the basis for the implementation of a
true OBE environment.

One of the challenges with this approach to the development of an OBE
performance measurement system is the deployment of an effective strategy analysis
process that enables the development of the “strategic lens” through which the
composite performance measures can be prioritized. A very straightforward strategy
analysis (decomposition) process, which can be an effective aid in developing the
strategic lens, was developed by Dr. Thomas Vollmann (Figure 19-4).

The Vollmann decomposition approach is a top-down process that utilizes a
very simple construct, a strategic triangle, to analyze strategy. The strategic triangle
has three vertices with strategy at the top, action steps at the left-hand lower vertex
and performance measures at the right-hand lower vertex. The process starts with
defining the current production strategy within the overall corporate strategy as a
set of actionable strategic production objectives. An action plan is then developed
to define the execution steps for each of the strategic objective. Each step in the
action plan should be measurable, which is how the strategic performance measures
are identified. The output of this process provides a mapping of the operations and
accounting measures to strategy. The prioritized measures can then be decomposed
down through the process areas all the way to the process units, providing a set of
strategic performance measures for each process unit in the plant.
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Figure 19-4 Vollmann Strategy Decomposition
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Once the OBE performance measurement system is established, the next step in
realizing OBE is providing all personnel in the production operation with the subset of
strategic performance measures that apply to their specific domains of responsibility.
This can be accomplished by developing real-time dashboards and scorecards as
prescribed in the business intelligence chapter of this book.

The third issue associated with the development of a composite set of metrics
of an OBE system is a specific focus on the performance improvements that
can be generated through the application of advanced technologies, such as
advanced process control or advanced asset management approaches. Traditionally,
maintenance and operations have been managed as somewhat independent
functions in industrial plants. This really tends to be a limiting factor on performance
improvement because the operations and maintenance teams are working on the
same set of assets in the plant.

One of the basic concepts of OBE that is quite different from traditional O,
which focuses on each function independently, is that collaboration between critical
functions such as these can generate incremental value from plant assets. One
problem is the traditional approach to judging the performance of maintenance and
operations actually puts these two in conflict with each other.

Operation of Assets

Maintained State of Assets >

Figure 19-5 Inverse Relationship Between Maintenance and Operations Metrics
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If, for example, the maintenance team is measured on the current maintained
state of the plant equipment and the operations team is measured on the current
operation of the equipment to optimize production output, it becomes clear these
measures represent inverse functions (Figure 19-5). Driving more output through the
equipment through process optimization initiatives will typically cause a decline in the
maintained state, in spite of the well-understood risk of unplanned downtime due
to equipment failure. Conversely, improving the maintained state of the equipment
through asset management initiatives will typically necessitate shutting down some of
the equipment, which will adversely impact production output. It is no wonder that
these two teams have difficulty cooperating.
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Business
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Figure 19-6 The Asset Value Vector

The key to effective OBE is to focus conflicting organizations on common
measures of performance. In the case of operations and maintenance, the common
measures are the strategic performance measures of the business. These strategic
performance measures represent the value being generated from the assets (Figure
19-6). If both the operations and maintenance teams focus on the value being
generated from the assets, significant improvements in the business value being
generated from the industrial assets will be realized.
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These same value criteria can be used to judge the value of the application of
any advanced process optimization or asset management approach for improving
the value generated from the production operation. Industrial plants can focus on
the tools and initiatives that drive improvement and abandon those that do not. This
approach enables industrial operations teams to go well beyond traditional OE to true
OBE and become the highest value-adding teams in industrial organizations.

With the development of the strategic performance measures, control theory
is starting to be applied to these higher level measures rather than to just the basic
process measures. The looked-for result is closed loop business control (Figure 19-7).
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Measurements
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Performance Measurement
Transformation Transformation
— Plant —

Figure 19-7 Closed Loop Business Control

The application of advanced engineering techniques to the control and
management of industrial businesses is only starting to be seriously investigated, but
already the results are very promising. Operations business excellence is not achieved
by moving away from the competencies that have been required to make complex
industrial plants operate as effectively as they do, rather it is achieved by applying
these competencies at the business levels of the organizations. Operations business
excellence has been considered to be an unobtainable ideal, but as automation
technology advances it is starting to become a reality.
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Review Questions

1. What does KPI stand for and how are they commonly used in industrial operations?
2. Why are KPIs as they are implemented today necessary but not sufficient?

3. What are the three fundamental components of an effective operations business
excellence approach?

4. Why do dynamic performance measures have to be prioritized according to the
production strategy?

5. What is a composite KPI?
6. Why are composite KPIs useful and what are their limitations?

7. Why is closed loop business control a valuable concept?
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CHAPTER 20

Enterprise Gontrol Systems:
Grabhing the Technology Edge

et's face it, in today’s automation environment; it is all about communicating up,

down, and throughout the enterprise. That communication allows companies to

squeeze as much profit as they can out of disparate systems about as compatible
as the Hatfields and the McCoys.

Just think about it, among safety systems, DCSs, PLCs, MES, advanced control and
optimization, ERP, simulation, SCADA, and LIMS there are more than enough different
types of automation and information systems not designed to interoperate. When you
really look at it, these software and system offerings evolved independently and having
them work together just was not even considered. That all ended up creating one of
the biggest buzz phrases in the early twenty-first century, “islands of automation.”
These islands became costly technological barriers to industrial companies in search of
solutions that might need to span more than one of these domains. Although there was
a general feeling that cross-domain solutions would add value, few industrial companies
dared to spend the money to build bridges to these islands.

The need became apparent for new technological approaches to pull all of
these systems and software islands together into a single system that could connect
the islands and cover entire plants and even entire industrial enterprises in a cost-
effective manner.

These islands fell into three levels of functionality (Figure 20-1): automation,
manufacturing execution systems (MES), and business. Suppliers providing products
to all three levels claimed to have “open” systems or software. But the concept
of “openness” seemed to vary significantly from level to level. At the automation
system level, most suppliers were trying to be as open as reasonable within the higher
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priorities of safety, security, and environmental protection. The problem was with
openness not being one of the top three priorities, these systems were not very open.
A similar phenomenon was evident at the business level in which financial reporting,
data integrity, and business security were higher priorities than openness. Interestingly,
the MES level had exactly the opposite characteristic. Openness was a top priority

for this software because this software had to work with either automation systems
or business systems or both to execute an intended function. MES software typically
evolved with huge numbers of point-to-point connections to both automation and
business systems. Although the MES level was more open than the other two, the
state of interoperation of critical information and automation assets was clearly a
barrier to the implementation of many business solutions.

Business Priorities — Business
. Financial Reporting BS“;S':‘:;s System

Data Security
Business Security
Openness

OPENish

Business
System

PN

MES Priorities
1. Openness

2. Connectivity
3. Functionality

OPEN

Automation Prioritie
1. Safety

2. Security

3. Environment
4. Openness

Figure 20-1 Prior to Enterprise Control Systems

As we have previously seen, the technological development that overcame the
interoperation problem was service-oriented architectures (SOAs). According to the
Organization for the Advancement of Structured Information Standards (QASIS), an
SOA is “a paradigm for organizing and utilizing distributed capabilities that may be
under the control of different ownership domains. It provides a uniform means to
offer, discover, interact with and use capabilities to produce desired effects consistent
with measurable preconditions and expectations.” In a sense, an SOA is like having
a common distributed operating system that goes beyond any single computer
platform and provides services that make this highly distributed non-homogeneous
environment work as though it were a single computer.
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The first generally available SOAs came from IBM, SAP, and other major suppliers
to the business information management markets. They pulled disparate software
either from within their organizations or from the outside marketplace into a common
computing domain. SAP provided a good example of an enterprise SOA (ESOA),
NetWeaver, which pulled different enterprise level software applications into a suite in
which all the applications could interoperate.

These enterprise SOAs provided a major enhancement at the business software
level, and on paper they should have provided similar capability at the industrial level,
within the plants. But as they say in any plant, that is the difference between what
you learn in school and reality. The problem is the services required to make industrial
plants operate effectively, safely, and in an environmentally responsible manner are
very different than those required to make business software work together. That
is why a new class of SOAs had to be developed to meet the needs of industrial
environments, including real-time response, security, object management, and
common name space services to name a few.

This new class of architecture is referred to as industrial service-oriented architecture
(ISOA) or sometimes manufacturing service-oriented architecture (Figure 20-2). ISOAs
have some of the same services found in enterprise service-oriented architectures
(ESOASs) but also have a number of additional services designed for industrial operations.
ISOA technology can be used to pull together the disparate industrial systems and
software to make the resulting set of components appear to work as a single system,
almost as though they were designed from inception to operate in that manner.

Business and automation systems and software are essential to industrial
operations. Since different SOAs are required for business and automation systems,
to develop enterprise-wide coverage requires an ESOA and an ISOA and requires
these two classes of architecture to interoperate (Figure 20-3). Some SOA providers
are offering certification programs that ensure either third-party applications or
third-party SOAs can interoperate with their SOA. Certifications of this kind provide
industrial companies a level of comfort and the opportunity to implement a multi-level
architecture that covers all of their business and automation requirements.

Since some traditional MES software can interoperate with either an ESOA or an
ISOA and this software typically brings with it all of the point-to-point connectivity
it previously supported, the combination of these new SOAs and this MES software
can create an architectural environment that is state-of-the-art and can interoperate
with automation systems and software installed as far back as 30 years ago. This
combination is very important because, unlike business systems, automation systems
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tend to have very long effective lifecycles. Without this connectivity into traditional
systems and software the power of ISOAs may not have been realized for years.

Industrial Service-Oriented Architecture
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Figure 20-2 Industrial Service-Oriented Architecture
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Figure 20-3 Enterprise Systems Convergence
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Once an industrial company has selected and installed an ESOA at the business level
and an ISOA at the industrial level, the combined architecture will allow for the islands
of automation and information to absorb into a much broader compute space. An
industrial company can start with the software and systems they have installed over the
years and build a new computing architecture that behaves essentially as a single system
across the breadth and depth of the industrial enterprise (Figure 20-4). Installed systems
that operated in a totally independent manner in the past automatically interoperate in
a single unified enterprise and automation compute space.
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Figure 20-4 Enterprise System Unification

ESOAs and ISOAs that interoperate with each other provide industrial companies
with the potential for a problem solution that literally covers entire plants and entire
industrial enterprises. In an interesting twist, this enterprise-wide system can be
developed using systems and technologies previously installed. The resulting system,
comprised of multiple vendor products acquired over many years working as a single
system, is what is referred to as an enterprise control system (ECS).

An industrial company with a variety of automation and information systems
operating in a number of plants and at corporate can first pull each plant into a single
plant-wide ECS, then pull each of the plant systems into the overall business ECS
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(Figure 20-5). The result is a system for the entire company that behaves as a
single system.

Business
System
Business
System Business
Business SEE
System

Enterprise Control

Figure 20-5 Enterprise Control System

As revolutionary to industrial operations as ECSs are, technology by itself
seldom provides the expected benefits. As automation systems technology evolved
from mechanical systems to pneumatic systems to electronic analog systems to
distributed control systems and finally to enterprise control systems, each step along
the evolutionary path promised to offer incremental benefits to the users of the
technology. And the promise of improvements was real, but seldom realized.

Part of the reason for this was the new systems directly replicated the
functionality of the systems they were replacing. Exchanging new technology for
older technology that does exactly the same thing seldom provides benefits. Each
phase of evolution along the path from mechanical control systems to enterprise
control systems offered new functionality and/or new scope. As these systems evolved
they provided gains in flexibility, versatility, ease of use, productivity, safety, and cost
containment, but the systems were typically installed in a manner so they did not take
advantage of any of the potential incremental benefits offered.
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This is true for ECSs as much as any of its predecessors. Automation and
information technologies are enablers of value, but they do not generate new levels
of performance unless the incremental power they offer is utilized. The key to success,
therefore, is not merely implementing an ECS. Rather, it is knowing the advantages
an ECS offers and then implementing it to accomplish what you can beyond what the
traditional systems offered.

The good news is initial experience is starting to show these broad business
solutions do provide significant business value. With the business solutions available
in ECS environments, perhaps the huge improvements in business performance
industrial companies have been hoping for since the dawn of digital computing are
finally going to be realized.
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Figure 20-6 Closed Loop Business Control

One trend occurring parallel to the advent of ECS technologies has been the
convergence of IT and automation departments. This convergence has caused
concern as both departments worry about being taken over by the other. The fact is
they have very complementary skills and capabilities that should be able to be used in
combination to generate incremental value from industrial operations. For example,
automation professionals typically have a good understanding of control theory, while
IT organizations may have a better understanding of business issues. By combining
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these two areas of expertise, the two groups can develop an effective way to apply
control theory to business variables.

It is becoming more common for business variables to be measured through the
control system in real time. As automation professionals understand, the availability of
the measures in the right time frame is the first step to closing the loop on business
control (Figure 20-6). The idea of being able to directly and deterministically control
business variables in real time offers considerable promise in industrial organizations
in which the speed of business is approaching real time. The only way to manage or
control a real-time function is with real-time control. Real-time control represents the
type of business solution that can result from the implantation of ECS technology and
the convergence of intellectual property across the traditional organizational silos.

Advancements and developments are continually taking place in automation and
information technology. The evolution of enterprise control systems merely represents
one of the latest developments in the industrial marketplace. Truly understanding
the importance and impact of these evolutionary steps when they occur requires an
understanding of the background of industrial automation and where the various
aspects of industrial automation came from. The material previously presented in
this book should have provided the basis for this understanding for the emerging
enterprise control systems.

Review Questions

1. What is industrial service-oriented architecture (ISOA)?

2. What are some of the unique industrial services that make a service-oriented
architecture industrial?

3. Name one example of an enterprise service-oriented architecture (ESOA).
4. What is an enterprise control system (ECS)?

5. Functionally describe closed loop business control.



CHAPTER 21

The Bottom Line:
Automation’s Business Impact

hen it all comes down to it, you can have the greatest team and the greatest
technology in the world, but if the team does not apply that technology and
push it to the max, you will hurt your bottom line.

Automation technologies applied correctly can have a profound impact on the
profitability of an industrial business, but despite the growing potential of advanced
automation and information technologies for improving business value, senior
management remains reluctant to invest in these technologies. There seems to be
a general perception that automation investments seldom realize their expected
value. But why are senior managers so skeptical about the value of high technology
investments?

From numerous discussions with senior managers, we have discovered business
executives believe they have already made huge capital investments in all kinds of
high technology but just can’t see the business benefits they derived. Executives point
out during the approval process for every capital project no one in the operation can
confirm the promised returns were actually realized. That is a huge problem.

To analyze the problem, it is helpful to quickly review the basics of the economics
of a capital project. Figure 21-1 presents a classic capital economic profile. The bar
chart along the bottom of the figure represents the cost associated with the capital
investment over the useful life of the investment. The dashed line graph along the
top of the figure represents the business benefit realized from the investment. Return
on investment (ROI) is simply the integral of the benefit divided by the integral of
the cost typically expressed as a percentage over a given time frame. Looking at an
automation project after it was completed, in almost every case, the project team
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could determine the cost of the technology over its lifecycle but had almost no idea of
the actual business benefit provided. Cost accounting systems that should provide this
information simply don't.

This is because cost accounting systems in industrial operations typically
support the financial reporting requirements of the organization and not operations
management. Because of this, most cost accounting systems in use today in industrial
operations report only monthly, plant-wide cost and margin information. Since so
many activities occur in any industrial plant over a month’s time, it is impossible
to determine which component of any financial improvement or loss should be
attributed to any specific activity, even to automation system improvements. Today's
cost accounting systems lack the necessary timeliness and detail to be able to
effectively measure the benefit of automation systems and technologies. From a
business manager's perspective, then, justifying most technology investments requires
a leap of faith: They represent a cost with no evidence of discernable benefit.

Lifecycle Benefit

Return
On
Investment

Lifecycle CW

Time

Figure 21-1 Simple Return on Investment

The key word in the previous sentence is “discernable.” A few decades ago,
the business value of most technology investments seemed to be very clear and
measurable. Because automation systems could reduce the number of operators
required to run the plant, return on investment was a pretty simple calculation. Over
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the last decade, however, it has become very apparent there are not enough heads
left to reduce to cover the cost of technology. The value of technology investments
must now be determined by variables other than personnel reduction. As we have
seen, unfortunately, with the current cost accounting systems this has been almost
impossible to accomplish.

This inability to measure the business benefit from technology-based capital
investments presents a major problem for industrial businesses, but this is not the
only technology value problem they face. The second problem is the “replacement
technology” mindset, in which new automation systems are acquired to replace
aging systems. When this is done, often the new system provides an exact functional
replacement of the old system. If, for example, an installed control system begins
failing on a regular basis and replacement parts become increasingly expensive
and hard to find, the owner typically may issue a request for proposal specifying
a replacement system that does exactly what the system being replaced did. Even
though the newer system might offer improved and expanded functionality over
the system being replaced, the additional functionality would often go unused
during the replacement project because it was not initially included as part of the
project specification. Project teams are measured by on-time, on-budget delivery
of the project as defined in the specification—not on the incremental performance
improvement resulting from the project. Although there may be some economic value
from the project due to reduced system failures and reduced spare parts costs, the
largest opportunity for improved business value is very often missed. Replacing old
technology with newer technology that does exactly the same thing seldom delivers
much upside business benefit.

It is not that plant managers don't know the new system offers more capability
than the one being replaced, they just figure they will take advantage of it once the
system is installed and up and running, but this seldom happens. One reason is once the
project is commissioned, the technology expertise on the project team that installed the
new system leaves to go on to the next project. The talent remaining on site does not
always have the capability to utilize the unused functionality of the new system.

Another reason is engineering staffs in industrial plants has been downsized to
the point where they are so busy just trying to keep the plant operating they seldom
have time to work on the untapped potential of the automation systems. The net
result is often less than 40% of the available functionality and capacity of installed
automation and information systems is actually utilized during the systems’ life. This
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represents a huge lost opportunity and also contributes to senior management’s
reluctance to invest in these technologies.

The third problem associated with a lack of perceived business value from
automation investments relates closely to the first two. Most industrial companies do
not apply continuous improvement-based approaches to automation investments.
With all the talk and investment in continuous improvement programs such as
Total Quality Management, Six Sigma, and Lean Manufacturing, it would seem
natural the concepts associated with programs like this would be applied to getting
business value from technology. Instead, we have yet to find a company that is
effectively applying their continuous improvement culture to automation technology
investments.

One reason for this may be that continuous improvement project teams are
primarily measured only by on-time, on-budget delivery, which tends to reward
behaviors that are diametrically opposed to continuous improvement. If a system
that might provide significant business benefit is not within the initial specification,
for example, few project teams would even think about implementing it. It is just not
their job, and it may actually cause problems with respect to on-time delivery of the
project. But whose responsibility is it? The project team has the expertise, but not the
inclination. The plant operations and engineering personnel may have the inclination,
but not the expertise. This is a major cultural and performance measurement issue
that must be resolved.

Within the context of industry’s inability to measure the benefit from technology
investments, the replacement technology approach so often employed in industrial
operations, and the lack of a continuous improvement culture when it comes to
technology investments, it is no wonder senior management has difficulty deciding
to invest in automation technology. In today’s difficult economic environment, if the
business value from technology investments is not both significant and visible, senior
management should not be expected to invest.

Changing the Paradigm

Convincing senior management that technology investments are good and beneficial
to the business requires a fairly significant paradigm shift. And as we all know,
change in the manufacturing industry is not a quick thing. But to begin the shift, you
need to find a way to make the benefit from technology investments visible. This
necessitates an expansion of the approach to cost accounting commonly employed
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in industrial operations to include real-time accounting of the benefits as well as the
costs. This may seem beyond the authority of most plant personnel, but it is really just
an extension of calculations that automation system platforms have performed for
decades.

When cost accounting was introduced to manufacturing operations at the dawn
of the Industrial Revolution, it utilized a bottom-up approach which accounted for
each product as it was produced. As the use of industrial machinery—such as the
power loom in the textile industry—increased, production volume increased many-
fold, and accounting for the cost of each piece as it was produced became impossible.
Instead of accounting for each piece as it was produced, managers began to look
at monthly totals, closing the accounting books at the end of each month and
measuring results then.

Monthly accounting was a difficult but necessary compromise, which after some
time became the normal way of doing business. When computer technology was
introduced to manufacturing, finally making it possible to go back and account for the
manufacturing operation as it is operating—in real time. Most accountants were too
set in their ways to take advantage of it. They had earned college degrees in monthly
accounting. It was all they knew. Monthly accounting had become the commonly
accepted practice, and that was that. On top of this, most business managers were
not aware that such a valuable business function such as real-time accounting was
available and they would certainly not look to the automation systems to provide
business functionality. And the engineering teams responsible for the automation
systems were not typically attuned to accounting requirements.

Fortunately, most major industrial operations are already using automation
systems that receive real-time operating data from plant-floor instrumentation. This
real-time plant database can be used as the input to real-time accounting models.
Engineers with accounting training can model business performance, in real time,
right in the automation systems. The same approach can be extended to develop
automatic real-time models of all key performance indicators (KPI) of the enterprise.
The output of these models can be historized through standard process historians
to produce hourly, shift, daily, weekly, and monthly trends in plant accounting. With
these in place, the benefit from automation in the capital lifecycle economic model
becomes measurable and visible within the operation. This enables the value any
improvement activity, such as the implementation of new automation technology,
to become visible after the project is completed. Real-time accounting and real-time
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KPIs provide the first step in enabling the paradigm shift required to justify technology
investments.

The second requirement is industry must move beyond the replacement
technology approach commonly employed to this point, to a business value approach.
This requires industrial companies to restructure their traditional approach to capital
projects, considering the additional value the replacement automation system could
provide over the existing systems early enough in the capital project process so
the request for proposal (RFP) includes more than just a replacement specification.
Industrial companies must also recognize project teams for much more than just
keeping to time schedules and budgets; teams must also be recognized for the
incremental business value they generate. With the real-time accounting and KPI
models in place, it becomes easy to measure the before and after conditions in the
plant for every project. The value the project team generates becomes clear and
measurable. Senior management must use this to incent project teams to drive
improved business value—and the value will come.
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The improvements must not stop with project completion. Once the project team
has moved on, a continuous improvement environment must be in place to maximize
and sustain the business value gain. This can be accomplished by using the real-time
accounting models and real-time KPlIs as the basis for a real-time feedback mechanism
for the performance of every person in the operation. Contextualized dashboards
(Figure 21-2) for each frontline operator and maintenance person, each engineer,
each supervisor, and each manager can be developed to empower every person to
make good decisions that continuously drive business value improvements throughout
the operation.

When the measures are strategically contextualized to each person’s job, they
are referred to as dynamic performance measures (DPM). Many industrial operations
have tried to develop dashboards for the managers in their plants, which is necessary
but not sufficient. It is the frontline operators and maintenance personnel that drive
the performance of the operation second-by-second. Industrial companies must start
thinking of frontline workers as performance managers who can drive continuous
performance improvements.

The combination of real-time performance measures based on real-time
accounting and KPI models, a business value-based project approach, and continuous
improvement truly defines a totally new paradigm for industrial operations. Employing
this approach requires strong leadership. Senior management must not only be part of
this change, they must take ownership of it.

Although this culture change and approach are fairly new to industry, where
they have been applied the results have been much better than anticipated. The
initial results on projects of this type executed in the process industries have realized
an average, 100% returns on the capital investments in less than three months.
Companies, such as Sasol, Dynegy Midstream Services, and BASF have been publicly
recognized in industry publications for the performance of projects executed in this
manner. But that is just the beginning, because a continuous improvement culture
enables operators, maintenance workers, engineers, and managers to sustain the
initial improvements realized through the automation systems and then to drive
additional business value improvements from all manufacturing assets. A continuous
improvement culture focused on business value encourages cross organizational silo
collaboration, which results in even greater value.

It is true senior management has been reluctant to invest in technology, and for
good reasons. Traditionally, technology investments have come up way short on the
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discernable business value they were supposed to generate. If industry continues on
the path it has been on, the reluctance to invest in automation technology will most
certainly increase. The good news is automation investments can create significant
and visible business value improvements. Proving to management that technology
investments are worth the cost is critical, but this requires a fundamental shift in

the way in which we deal with technology. This change can be enabled by effective
performance measures, executing performance-based projects, and implementing a
continuous business value improvement culture.

Review Questions

1. What is the primary factor in industrial companies not being able to discern the ROI
from automation projects?

2. Why is the actual ROI from automation projects often much less than it could or
should have been?

3. Why aren't plant engineers going back and working to utilize the untapped
capabilities in automation systems as you might expect them to?

4. How does the availability of dynamic performance measures encourage industrial
organizations to take advantage of capabilities in automation systems that are
already installed and operating?



Glossary of Terms

Activity-Based Costing (ABC)
An accurate cost management methodology that focuses on indirect costs
(overheads) and tracing each expense category to the particular cost object.
The basic premise is that cost objects carry out activities that in turn use
resources, it is the consumption of these resources that is the driver of cost.

Advanced Process Control (APC)
Process control strategies that go beyond single loop feedback control to
provide better control of production processes.

Alarming
Means of drawing the operator or control system’s attention to the fact a key
process variable has strayed outside acceptable boundaries.

Algorithm
In a control system, a mathematical expression or computational procedure,
programmed into a software block, that causes the block to exhibit a pre-
defined characteristic.

Analog Signal
A signal capable of continuous variation over a given range.

Analog to Digital (A to D)
An electronic process in which a continuously variable (analog) signal is
changed, without altering its essential content, into a (digital) signal. The
input to an analog-to-digital converter (ADC) consists of a voltage that
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varies among a theoretically infinite number of values. The simplest digital
signals have only two states, and are called binary. All whole numbers can be
represented in binary form as strings of ones and zeros.

Analog Backup
An automation system security approach in which an analog control system
would take over control in the event of a failure in the installed digital control
system.

Application Program Interface (API)
The specific method prescribed by a computer operating system or by an
application program by which a programmer writing an application program
can make requests of the operating system or another application.

Asset Availability
The percent of time the asset is available for use. Also, technologies, systems
and solutions aimed at maximizing the percent available, minimizing the cost
of making the asset available, and preventing catastrophic incidents or failure.

Asset Management
At the industrial plant level asset management typically means the
maintenance of the capital assets of the plant. In this usage asset
management is equivalent to maintenance management. At the business
level in industrial operations, asset management means the business
management of any assets in the enterprise asset base.

Asset Utilization
The current output of an asset or asset set divided by the maximum output,
usually expressed as a percentage.

Automatic Control
Control that uses automation technology to directly control physical or
chemical variables.

Automation
The use of technology to manage and control some of the operations of an
industrial plant.

Automation System Security
A class of tools and approaches designed to prevent dangerous or disruptive
actions from having an impact on a production process through the
automation system.
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Availability
The amount of time a capital asset is operable divided by the total time the
capital asset should have been operated over a given time period, usually
expressed as a percentage.

Balanced Scorecard (BSC)
A measurement-based strategic management system, originated by Robert
Kaplan and David Norton, which provides a method of aligning business activities
to a strategy, and monitoring performance of strategic goals over time.

Batch
A quantity scheduled to be produced or in production. In non-discrete
products, the batch is a quantity planned to be produced in a given time
period based on a formula or recipe, which is often developed to produce a
given number of end items.

Batch or Discontinuous Process
A manufacturing process in which fluid-based products are produced in
batches or lots.

Batch Management
The management of a batch process manufacturing operation. Batch
management can also refer to the software used to automate some or all of
the functions involved in the management of batch process manufacturing
operations.

Block Concept
A software concept designed for process control systems in which a
“software block” performs the same function as a piece of analog hardware,
enabling engineers with an understanding of analog control to program their
digital control system using a similar approach. Software blocks of this type
are considered among the earliest of object-oriented software structures.

Break-Fix Maintenance
See Reactive Maintenance.

Business Intelligence
Business Intelligence is a process for gathering, processing and disseminating
decision-making information to all employees involved with managing the
performance of an operation. Business Intelligence is also often used to refer
to the information gathered throughout this process.
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Cascade Control
A multiple level feedback process control strategy in which a high level
controller cascades a set point to a lower level controller.

Capacity
A process dynamic that represents the volume of a physical, chemical or
electrical variable that can be stored within the process.

Capital Expenditure
Money spent by a company to add or expand property, plant, or equipment
assets, with the expectation that they will benefit the company over a long
period of time (more than one year).

Closed Loop Business Control
The application of automatic process control technologies and approaches to
business variables.

COBOL
Common Business Oriented Language. A computer programming language
designed for business applications.

Computer Integrated Manufacturing (CIM)
Using computers and computer-based systems to coordinate the manufacture
of products in a plant, mill or factory.

Computerized Maintenance Management System
Used to handle all aspects of maintenance for key assets, from planning to
billing.

Constraint Function
A mathematical model used in a process optimizer that models a constraint
to an industrial process.

Continuous Process
Manufacturing process in which raw materials and energy are consumed
and products produced in an ongoing and uninterrupted manner once the
process is started.

Control System
A hardware/software system that has as its primary function the collection
and analysis of feedback from a given set of functions for the purpose of
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controlling these functions. Control may be implemented by monitoring and/
or systematically modifying parameters or policies used in those functions,

or by preparing control reports that initiate useful action with respect to
significant deviations and expectations.

Control Theory
In engineering, control theory deals with the behavior of dynamic systems
over time. The desired output of a system is called the reference variable.
When one or more output variables of a system need to show a certain
behavior over time, a controller tries to manipulate the inputs of the system
to realize this behavior at the output of the system.

Take, for example, cruise control. In this case, the system is a car. The goal of
the cruise control is to keep it at a constant speed. So, the output variable of
the system is the speed of the car. The primary means to control the speed of
the car is the amount of gas being fed into the engine.

A simple way to implement cruise control is to lock the position of the gas
pedal the moment the driver engages cruise control. This is fine if the car is
driving on perfectly flat terrain. On hilly terrain, the car will accelerate when
going downbhill and slow down when going uphill, something its driver may
find highly undesirable.

This type of controller is called an open-loop controller because there is no
direct connection between the output of the system and its input. One of the
main disadvantages of this type of controller is its insensitivity to the dynamics
of the system under control.

To avoid the problems of the open-loop controller, control theory introduces
feedback. The output of the system y is fed back to the reference value r.

The controller C then takes the difference between the reference and the
output, the error e, to change the inputs u to the system under control P. This
is shown in the figure. This kind of controller is a closed-loop controller or
feedback controller.

A simple feedback control loop
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Customer Relationship Management (CRM)
An information industry term for methodologies, software, and (usually)
Internet capabilities that help an enterprise manage customer relationships in
an organized way.

Dashboard
A tool used for collecting and reporting information about vital customer
requirements and/or your business’s performance for key customers.
Dashboards are also used to provide a quick summary of process, product
and/or business performance.

Data Acquisition System
A system for the automatic collection of data, possibly in real-time, from
sensors, instruments and devices in a factory or laboratory, or in the field.

Database
A collection of information. An example is a periodic collection of various
process variables that can then be used in reports and trend displays.

Defects Per Unit
The average number of defects observed when sampling a population.
DPU = Total # of defects / Total population

Deterministic
Based on the premise that everything is caused by something, and the
outcome of an event or a set of conditions can be predicted because its
causes are the same as those of a previous event or set of conditions.

Digital to Analog (D to A)
A process in which signals having a few (usually two) defined levels or states
(digital) are converted into signals having a theoretically infinite number
of states (analog). A common example is the processing, by a modem, of
computer data into audio-frequency tones that can be transmitted over a
twisted-pair telephone line. The circuit that performs this function is a digital-
to-analog converter.

Digital Signal
A signal that is capable of a limited number of specific values. Discrete values
are also referred to as digital values and include both Boolean (two states)
and integer values.
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Direct Digital Control
A control system in which control devices based on digital computer
technology directly send outputs to valves and similar devices without the
need to pass through analog control systems.

Discrete Manufacturing Process
A manufacturing process that involves the assembly of parts into products.

Distributed Control System (DCS)
Distributed control systems (DCSs) are used in the process industries
controlling breweries, refineries, chemical plants, paper mills, etc. A DCS
distributes major control functions, such as controllers, historians and display
units (HMI) into different boxes. The key advantage of DCSs is that they
divide up the control tasks among multiple distributed systems, so if any
single part of a system should fail, the plant could keep operating. DCS
also introduced the concept of a data networking, thereby avoiding hard
wiring each control point, adding flexibility and reducing the cost of making
changes in the production processes.

Dynamic Performance Measures (DPM)
An approach to the development of real-time key performance indicators
and real-time accounting measures by modeling these measures from sensor-
based data and prioritizing the combined set of real-time measures according
to the current strategy of the operation.

Dynamic Simulation
A dynamic simulation consists of a mathematical model of a process plant
implemented in a digital computer. This simulation model will include all
measurement and control information that would be available to a plant
engineer or operator, plus a vast number of additional variables that would
not, e.g., the internal hydraulic performance of a distillation column. A
dynamic simulation is different from a steady-state simulation in that a
dynamic simulation predicts how process variables change with time when
moving from one steady state to another, or during a transient upset; a
steady-state simulation only shows the values of the variables when the plant
is in a steady state.

Efficiency
A term indicating the optimization of productivity (measured outputs over
measured inputs) typically stated on a 0-100% scale. To improve efficiency,
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the productivity ratio must be improved (the input to output ratio must be
decreased). See productivity.

Electromechanical Relay
An electrical device that performs as an automatic switch through the use of
an electromagnet and other electrical components.

Electronic Analog Control System
An automatic analog control system powered by electricity and using
electronic components such as PLCs.

Enterprise Asset Management (EAM)
Management of the entire lifecycle of assets, from acquisition to retirement.
EAM involves the effective management of multiple resources for
maintenance, repair & operations (MRO) including detailed instructions,
labor/skill requirements and parts.

Enterprise Control System (ECS)
A control approach that enables manufacturers to develop solutions
that span their business enterprises without concern for the constraints
traditionally imposed by crossing the boundaries of the different classes of
systems. The following four characteristics define an ECS: full plant-floor
interoperation; open communication access across the business enterprise;
support for asset performance management (APM) tools which enable
unified maintenance and operations management; and a unified engineering
environment across all plant-floor domains.

Enterprise Information System
These systems provide the information infrastructure for an industrial
enterprise. Enterprises run their businesses using the information stored
in these systems; the success of an enterprise critically depends on this
information.

Enterprise Resource Planning (ERP)
An industry term for the broad set of activities supported by multi-module
application software that helps a manufacturer or other business manage the
important parts of its business, including product planning, parts purchasing,
maintaining inventories, interacting with suppliers, providing customer
service, and tracking orders. ERP can also include application modules for the
finance and human resources aspects of a business.



Glossary 193

Exception Logic
Software in a batch management system that determines the appropriate
action for the automation system to take upon recognition of an unexpected
event during the manufacture of a batch.

Factory Automation
Computer-based automation for the main activities of factory production,
including procurement, control, production planning and communications.

Fault Tolerance
The ability to identify and compensate for failed control system elements and
allow repair while continuing an assigned task without process interruption.
Fault tolerance is achieved by incorporating redundancy and fault masking.

Feedback Control
A control strategy in which the controller reacts to correct the process upon a
deviation in a measured variable.

Feedback Trim
A feedback adjustment to a feedforward process control strategy.

Feedforward Control
A control strategy in which the controller predicts that a process deviation will
occur if corrective action is not taken and executes the corrective action at
the right time to prevent the deviation.

Feedstock
The primary raw material in a chemical or refining process, normally received
by pipeline or in large-scale bulk shipments.

Firewall
A system security tool that is designed to prevent potentially disruptive
messages and communications from entering the system.

FORTRAN
Formular Translator—a computer programming language developed for
scientific applications.

Historian
A real-time database used to capture information about process plants over
extended periods of time. Historian applications can also be used to analyze
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the collected data to identify problems and trends in order to improve plant
performance.

Human-Machine Interface (HMI)

A general term in human-computer interaction for the interface between a
user and a computer, of which a graphical user interface (GUI) is a part. Also,
a software tool for visualizing and controlling automation processes. Also, a
general term referring to any interface between a human and a machine or
piece of equipment.

Industrial Automation

A system or set of systems for automating manufacturing processes and
operations.

Input/Output (I/0)

ISA-95

I/0 describes any operation, program, or device that transfers data to or
from a computer. Typical I/O devices are printers, hard disks, keyboards, and
mice. In fact, some devices are basically input-only devices (keyboards and
mice); others are primarily output-only devices (printers); and others provide
both input and output of data (hard disks, diskettes, writable CD-ROMs). In
industrial operations input/output may also refer to the signal coming from
and going to the manufacturing process.

A standards approach championed by ISA that defined the interoperation
between industrial plants and enterprises.

Key Performance Indicator (KPI)

Key performance indicators are predefined measures that provide high-
level snapshots of an operation. KPIs typically consist of any combination of
reports, spreadsheets, or charts. They may include global or regional sales
figures and trends over time, personnel stats and trends, real-time supply
chain information, or anything else that is deemed critical to a corporation’s
success.

Laboratory Information Management System (LIMS)

A computer-based system designed to automate many of the activities
associated with laboratory quality analysis in industrial operations.
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Ladder Logic
Ladder logic provides a graphical representation of a logic control strategy,
composed of contacts, coils, counters and timers, that is rapidly processed in
programmable logic controllers.

Loop Tuning
The process of setting the proper adjustments (proportional, integral and
derivative) in a feedback controller to realize the desired control loop
response from the controller.

Maintenance
The work and activity associated with the maintenance of the company’s
capital assets.

Manual Backup
An automation system security approach in which an operator can switch to
the manual operation of a process at his or her discretion.

Manual Control
A mode of control in which a human operator controls the process.

Manufacturing
The making or processing of raw material into finished products, especially by
large scale industrial processes.

Manufacturing Execution Systems (MES)
Software applications of industrial operations that operate between DCS
and ERP systems. Applications include operations monitoring/logbook,
target setting, scheduling, laboratory systems, asset management, quality
monitoring and control, batch/lot tracking, APC, optimization, recipe
management, blending control/monitoring/optimization, safety monitoring,
equipment monitoring and others.

Manufacturing Process
A set of operations designed to convert incoming materials into outgoing
products through the utilization of basic production resources such as
equipment, tools, energy and manpower.
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Manufacturing Resource Planning (MRP)
MRP is a method for the effective planning of all resources of a
manufacturing company. MRP systems typically include business planning,
sales and operations planning, production scheduling, material requirements
planning, capacity requirements planning, and the execution support systems
for capacity and material. Output from these systems is integrated with
financial reports such as the business plan, purchase commitment report,
shipping budget, and inventory projections in dollars.

Master Recipe File
A computer file with the general recipes for all major products produced
through batch manufacturing operations across an industrial enterprise.

Master Terminal Unit
The master computer system in a SCADA system.

Mechanical Control Systems
Process control systems built on mechanical mechanisms.

Mean Time Between Failure (MTBF)
The expected time between failures of a system or piece of equipment, based
on historical records or vendor statistics.

Mean Time To Repair (MTTR)
The expected time to repair a failed system or piece of equipment—usually
expressed in hours.

Measurement
The present value of a process variable (e.g., flow rate, pressure, temperature
or liquid level).

Multivariable Predictive Control
A control strategy that measures multiple process variables and uses a
dynamic process model to drive the process in an optimum direction by
manipulating several variables simultaneously.

Normally Closed Relay
An electromechanical relay that is in the closed position when power is not
being applied to the coil.
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Normally Open Relay

An electromechanical relay that is in the open position when power is not
being applied to the coil.

Object Oriented
The use of a class of programming languages and techniques based on
the concept of an “object,” which is a data structure (abstract data type)
encapsulated with a set of routines, called “methods,” which operate on the
data. Operations on the data can only be performed via these methods, which
are common to all objects that are instances of a particular “class.” Thus the
interface to objects is well defined, and allows the code implementing the
methods to be changed so long as the interface remains the same. Moving
objects between different applications enables the reuse of code.

Objective Function
A mathematical model that defines the objective of an optimization problem.

Open Control System
A control system that is able to work with components from many different
vendors. Typically, an open control system will provide:

¢ A wide array of popular interfaces

e A compatible environment for commercial off-the-shelf software

e Multi-vendor control architectures

¢ Rapid adaptation of business protocols and communications standards.

Operate To Breakdown
A maintenance strategy which operates equipment until it breaks down.

Operating System
An operating system (sometimes abbreviated as “0OS") is the program that,

after being initially loaded into a computer by a boot program, manages all
the other programs in the computer.

Operations Business Excellence
A strategy for industrial operations involving the convergence of operations
excellence, business excellence and strategic excellence into a single set of
metrics and improvement initiatives.
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Operations Equipment Excellence (OEE)
A composite performance measure of operations excellence that is the product
of asset availability, product rate and quality over a given period of time,
typically expressed as a percentage. OEE is often the primary measure used to
determine continuous improvement for an operations excellence strategy.

Operations Excellence
A traditional operational strategy involving continuous improvement of
industrial operations through the management of plant operations and asset
management, and typically measured by key performance indicators (KPI),
often with a single overall composite KPI (typically operations equipment
excellence [OEE]) for benchmarking and reporting.

Operator Training Simulator (OTS)
A software simulation system for an industrial operation that enables the
training of operators in operating environments that appears to be very close
to reality.

Optimization
Sophisticated software designed to either minimize or maximize a single
objective associated with a process based on a set of constraints.

Overall Equipment Effectiveness (OEE)
A composite key performance indicator that measures the impact the current
performance of any individual piece of equipment, such as throughput or
downtime, has on the overall efficiency of the plant. OEE = Availability x
Performance Efficiency (production rate) x Yield (quality)

Phase of Operation
A major processing step in a batch manufacturing process.

Phase Logic
Software that defines and executes the operation of a batch through a set of
equipment.

Piping and Instrumentation Diagram (P&ID)
A schematic illustration of the functional relationship of piping,
instrumentation and system equipment components. A P&ID shows all
of piping, including the physical sequence of branches, reducers, valves,
equipment, instrumentation and control interlocks. The plant’s P&IDs are used
to operate the process system.
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Planning and Scheduling Software
Software that determines which products to make and on what time
schedule in industrial operations.

Plant Asset Management (PAM)
PAM is the overall coordination of the various maintenance strategies used
in industrial plants, including break-fix, preventive maintenance, predictive
maintenance and RCM, utilized in industrial plants as well as maintenance
scheduling and spare parts management.

Plant Information Management System
The Plant Information Management System is automation software that
delves into the uses of real-time and near real-time information in current
business applications and operational decision-making processes.

Positioner
A device that ensures that the closing or throttling element of a valve moves
to or maintains the correct position.

Pneumatic Control System
An automatic analog process control system designed to operate on air power.

Predictive Maintenance
The detection of the signs of early degradation in a device to repair a problem
before it actually occurs.

Preventive Maintenance
Carrying out of time-based regular maintenance in order to prevent
breakdown before it occurs.

Process
A set of chemical or physical tasks or combinations of tasks, performed in
serial or parallel, to produce fuels, chemicals, food, pharmaceuticals, paper,
electrical power, or other finished products.

Process Automation System
A system to control complex production processes in various industries.

Process Control Equipment
Equipment that measures the variables of a technical process, directs the
process according to control signals from the process computer system, and
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provides appropriate signal transformation. Examples of process control
equipment include actuators, sensors, and transducers.

Process Control Loop
A feedback loop for the control of a continuous process comprised of the
process, an instrument to measure the controlled variable, a controller, and a
valve or devices such as dampers that control air flow and motor drives that
control the speed of motors.

Process Control System
A system consisting of a controller, process control equipment and a process
interface that will maintain a process within certain parameters of key
variables, taking action to rectify deviations.

Process Manufacturing
Production that adds value by mixing, separating, forming, and/or performing
chemical reactions. It may be done in either batch or continuous mode.

Process Safety Management
Process safety management is the effective way to deal with operations that
store, handle, or process toxic or flammable materials in quantities that, if
released, could have a major impact on workers, nearby communities, or
facilities. These events can have significant life, safety, environmental, legal,
regulatory, and financial consequences.

Process Simulation Optimization
Improving plant performance by means of simulation.

Process Variable
The level, quantity, other condition in the process that is to be directly
measured and controlled.

Productivity
The ratio of measured outputs over measured inputs (i.e., widgets produced
per man-hour).

Programmable Logic Controller (PLC)
A computer-based logic controller designed to replace relay ladder logic
systems for the control of machinery in industrial operations. PLCs utilize a
ladder logic programming language designed to replicate the behavior of
relay ladder logic systems.
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Purdue CIM Reference Model
A logical model of the functions of automation and business systems
developed by a team of professionals led by Dr. Theodore Williams of Purdue
University. Although this is an extensive model it is commonly represented in
a simple five layer functional model showing a hierarchy of automation and
information functions of industrial businesses.

Recipe
A procedure and set of values (formula) that guide the making of products in
batches.

Relay Ladder
A collection of interconnected electromechanical relays designed to work
together to perform one or more of a set of logic control functions.

Reliability Centered Maintenance (RCM)
A strategy for the implementation of equipment and maintenance
approaches that involves the design, reliability and failure impact of each
major piece of equipment in an operation to determine the probability of
a breakdown in the equipment over time and the business impact to the
operation if a breakdown were to occur.

Quality Assurance (QA) includes the following meanings:
e All actions taken to ensure that standards and procedures are
adhered to and that delivered products or services meet performance
requirements.

e The planned, systematic activities necessary to ensure that a
component, module, or system conforms to established technical
requirements.

e The policy, procedures, and systematic actions established in an
enterprise for the purpose of providing and maintaining a specified
degree of confidence in data integrity and accuracy throughout the
lifecycle of the data, which includes input, update, manipulation, and
output.
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Quality Control (QC)
In manufacturing, quality is sometimes defined as “meeting the requirements
of the customer.” The term quality control or sometimes quality assurance
describes any systematic process for ensuring quality during the successive
steps in producing a product.

Reactive Maintenance
The “run it till it breaks” maintenance mode. No actions or efforts are taken
to maintain the equipment as the designer originally intended, either to
prevent failure or to ensure that the design life of the equipment is reached.

Real Time
Real time is a level of computer responsiveness that is completed in a time
frame relative to an external process (for example, to present visualizations
of the weather as it constantly changes) with which the computer is
interacting. Real-time is an adjective pertaining to computers or processes
that operate in real time. Real time is also associated with the management
of business processes at the same rate as the related manufacturing
processes are taking place.

Real-time Business Intelligence
Business intelligence made available to decision makers in real time.

Real-time Process Management
Mechanisms to enable managers not only to go beyond simply monitoring
key data in real time, but also to understand the process implications and be
able to respond proactively, and in some cases automatically.

Reliability Centered Maintenance (RCM)
A structured maintenance decision-making tool that allows primarily for
planned maintenance activities. The result is a shift in maintenance resources
to areas of greatest effect in ensuring maintenance productivity.

Remote Terminal Unit (RTU)
In SCADA systems, an RTU is a device installed at a remote location that
collects data, codes the data into a format that is transmittable and transmits
the data back to a central station, or master terminal unit. An RTU also
collects information from the master device and implements processes
that are directed by the master. RTUs are equipped with input channels for
sensing or metering, output channels for control, indication or alarms and a
communications port.
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Safety Instrumented System (SIS)
A computer-based system that identifies impending unsafe events and
responds in a manner to protect life, equipment and product.

Safety Integrity Level (SIL)
The SIL is a measure of system criticality and defines the safety performance
criteria for the system.

SIL | Qualitative View of SIL

4 | Catastrophic Community Impact

3 Employee and Community Impact

Major Property and Production Protection. Possible Injury to
Employee

1 Minor Property and Production Protection

The assignment of SIL is a company decision based on risk management
and risk tolerance philosophy. Best Practices encourage companies to have
consistent SIL applications between similar process units throughout a
company’s fleet of plants.

Safety Shutdown System
An automation system designed to monitor a dangerous manufacturing
process or plant and to shut the plant down in a safe manner upon detection
of an impending event.

Service-Oriented Architecture (SOA)
SOA refers to a portfolio of loosely-coupled, network addressable business
services. These Services are programs that 1) communicate by exchanging
well-understood messages and 2) are composed of a set of components
which can be invoked and whose interface descriptions can be published and
discovered.

Set Point
An input variable that establishes the desired value of the process variable
being controlled.

Set Point Control System
A digital computer system over an electronic analog control system, in which
the digital system sets the appropriate set points of the analog controllers.
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Set Point Tracking
An automation system security approach in which the set points in a backup
analog control system are periodically set to the value of the corresponding
set points in the controlling digital system; thus, upon a failure in the digital
system, the backup analog system will take over control in a smooth manner.

Simulation
Computer-based software or other mechanism that behaves in a manner very
similar to a physical process or set of processes.

Single Loop Controller
A controller that controls a very small or a critical process. A single loop
controller measures technological parameters such as temperature, pressure,
level, and flow. These controllers accept direct signals from thermoresistors
or thermocouples, as well as unified electric current and voltage signals. The
measured variables are displayed in their respective units.

Six Sigma
Six Sigma is a disciplined, data-driven approach and methodology for
eliminating defects (driving toward six standard deviations between the mean
and the nearest specification limit) in any process—from manufacturing
to transactional and from product to service. The statistical representation
of Six Sigma describes quantitatively how a process is performing. To
achieve Six Sigma, a process must not produce more than 3.4 defects per
million opportunities. A defect is defined as anything outside of customer
specifications. A Six Sigma opportunity is then the total quantity of the
chances for a defect.

Statistical Process Control (SPC)
A variety of statistical technigques for measuring, analyzing, improving and
controlling processes and for ensuring that they operate with minimum
variance from standard operating conditions.

Statistical Quality Control (SQC)
The application of statistical techniques to control quality.

Supervisory Control And Data Acquisition (SCADA)
A computer system for gathering, analyzing and responding to real-time data
over great distances. SCADA systems are used to monitor and control a plant
or equipment in industries such as telecommunications, water and waste
control, energy, oil and gas refining and transportation.
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Supply Chain Management (SCM)
The oversight of materials, information, and finances as they move in a
process from supplier to manufacturer to wholesaler to retailer to consumer.
Supply chain management involves coordinating and integrating these flows
both within and among companies. It is said that the ultimate goal of any
effective supply chain management system is to reduce inventory (with the
assumption that products are available when needed).

Systems Integration
Combining sub-systems and/or peripherals, adding software and cabling to
specification in order to produce fully configured system.

Systems Integrator (SI)
An individual or company that specializes in systems integration—the
building of complete computer systems by putting together components
from different vendors.

Theory of Constraints (TOC)
Also called constraints management, a management philosophy developed
by Dr. Eliyahu M. Goldratt that is broken down into three interrelated areas:
logistics, performance measurement, and logical thinking.

Total Quality Management (TQM)
TQM is a systematic, organization-wide approach that motivates, supports,
and enables quality management in all activities, focusing on the needs and
expectations of internal and external stakeholders.

TOV
A German company headquartered in Miinchen, offering various services
around quality and accreditation in different industries. It operates worldwide.

Variance Report
Financial analysis report traditionally produced on a monthly basis by the
financial system to overview the financial performance of manufacturing
operations. The primary financial statistic presented on these reports is cost/
(units of product made) as measured against the expected cost per unit.

Vollmann Strategy Decomposition
A structured process developed by Dr. Thomas Vollmann for the
decomposition of production strategy through an industrial operation.
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Work in Process (WIP)
A product or products in various stages of completion throughout the plant,
including all material from raw material that has been released for initial
processing up to completely processed material awaiting final inspection and
acceptance as finished product. Many accounting systems also include the
value of semi-finished stock and components in this category. Synonym: In-
process inventory.
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