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EIT Micro-Course Series

* Every two weeks we present a 35 to
45 minute interactive course

* Practical, useful with Q & A
throughout

* PID loop Tuning / Arc Flash
Protection, Functional Safety,
Troubleshooting conveyors
presented so far

* Upcoming:

— Electrical Troubleshooting and much
much more.....

* Goto
http://www.eit.edu.au/free-courses
* You get the recording and slides
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Overall Presentation

A review of the Modbus Protocol and related
some troubleshooting issues.
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Objectives

* Give an introduction to Modbus
* Review simple troubleshooting steps
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* |ntroduction to Modbus
protocol

* Troubleshooting Modbus
* Conclusion
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1.0 Introduction




Objective

* The Modbus Messaging protocol

* The transportation of Modbus requests and responses on serial
networks

* Modbus memory allocation
* Modbus Function Codes and their application
* The difference between Modbus RTU and ASCII

* Troubleshooting Modbus systems in terms of:

— Mo response to requests

— Exception responses 3
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Modbus messaging

* Application layer (OSI layer 7) protocol that
provides client/server communication
between devices connected to different types
of buses or networks

* ‘Request/Response’ type protocol and not a
‘master/slave’ type protocol
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Master-slave interaction

Request Indication
MODBUS > | MODBUS

Client Eonﬁnnation Response
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Modbus transaction
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Modbus Serial communication stack

.
MODBUS m
7 | MESSAGING PROTOCOL
>‘ MODBUS
SERIAL
P
2 Master/Slave @
_

1 RS-232/RS-485/Bell 202 ﬂ
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Modbus Serial ADU

ADU

===

POU
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Modbus....

[ = PRI CO.

+ The Address field (s (e
1 0

COILs
» The Function field e ==
400 o
* The Data field s L
+ The Error Check field N R |
ot ] O
Elinl,] (1}
HOLINNG REGISTERS

49 IIS6

Allocation of Modicon memory address blocks

ADOS
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RTU mode

* 8 data bits, even, odd or no parity, 1 or 2 stop bits

* Gap of 3 % character lengths used for header
(3 %2 mS)
* Same for trailer
* Gapin transmission >1,5ms causes frame to be discarded
* (CRC error checking
* 999810 transmitted as <0x27><0x0E> (2 bytes)

Start Unit Function End
(Sllence) Identifier Code Data CRC (Silence)
>3.5 Bytes 1 Byte 1 Byte Variable 2 Bytes > 15 Bytes

RTU message frame
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ASCIl Mode

= 7 data bits, even, odd or no parity, 1 or 2 stop bits
* Header = : (colon)

* Trailer = <CR> <LF>

* Gaps of 1 second in frame acceptable

* LRC error checking (not CRC)

* 999810 (0x270E) transmitted as the ASCII string 270E i.e.
<0x32><0x37><0x30><0x45> (4 bytes)

Start Unit Function End
© Identifier Code Paa ERG (CRILF)

1 Byte 2 Bytes 2 Bytes Variabla 2 Bytes 2 Bytes

ASCIl message frame

(Al
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Function Code

Request message
T T, . . .
i Funcion  Refwence  BE .
L] 1] -1 Y (-1 -} L -1 ]

* FCD01- reading coils-RTU mode : —————

* Read input discrete :

www.idc-online.com/slideshare



Function Codes....

Request message

* Read multiple registers : T, WSS, W, WS, W_—
" Response message

T, . T T
Una Function Byte Roagiter
# @ ]

ot A

Request message

: : v Lo ez Bl =
* FC04-reading input register
I a = L] L e
Response message
.. . . TR .
e TN e
&l e o -1 Ul

oo
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Function Codes....

Request message
[ 1] o o] B g o [ 4~}
* Write coil : >
Re nEe me L
e (o] et [fomer oo
Requentmessage
TTEETcennm. HSseaenaett. TISTEI. TOOSDSE. TR,
Unit Function  Reference  Register che
1] -] od a2 [ 1] o0 OA

* Write single register: ———
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Force multiple coils

Regquest message

Ust  Funetion  Referencs B : =T
ol ar [T [T ] L] ar

Response message
T T “W—
Function  Rafersnes

ar

T, T
come. LTS

(o2} Lo -]

Request message

* Write multiple registers :
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2.0 Modbus - Troubleshooting
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Typical problems

* Hardware or software problems :

Mis-wired communication cabling and faulty
communication interfaces

* Hardware problems

Controller application tries to access
non-existent target devices nodes or
« Software (protocol) use invalid Function Codes, address
related problems non-existent memory locations in the
target devices, or specify illegal data

format types

ADOS
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Tools used

RS-232 breakout boxes, R5-232 to R5-485
converters, continuity testers, voltmeters,
screwdrivers, pliers, crimping tools and
cabling tools.

* Hardware tools ;: ——

* Software tools — Protocol analyzer

* Hardware troubleshooting

* Software troubleshooting

ADOS
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Overall Concept
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Tools of the trade

* Cable tester
* TCP/IP (and other third party) Utilities
* Protocol Analyzer (e.g. Wireshark)
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Hardware and Physical Cabling

* Check cable on both sides of connection
« Switch lights

Incorrect wire type and components
Straight versus cross over cable
Excessive untwists
Damaged RJ-45 connector
Electrical noise and shielding
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TCP/IP Utilities

* Ping

* Arp

* Netstat

* Nbtstat

* Ipconfig
* Tracert
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Ping -t
* Easiest ways to test connectivity across the network and
confirm that an IP address is reachable

C:AWINDOWS\system32\cmd. exe

C:sDocuments and Settings~Deonrping 192.168.8.3

inging 192.168.8.3 with 32 bhytes of data:

eply from 192.168.8. time<ims TTL=48
Reply from 192.168.8.: yt 2 time{ims TTL=48
eply from 192.168.8. h 2 time<ims TIL=48
eply from 192.168.08.: wyte 2 time<{ims TTL=4B

Ping statistics for 1%2.168.8.3:
Packetz: Sent 4. Received 4, Lost A <@
Npproximate round trip times in milli—seconds:
Minimum = Bms,. Maximum = Bms. Average = Bms

C:vDocuments and Settings“Deon>

TIGCHEOLaGILE
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Arp -a

* Displays hardware and IP address mapping
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Netstat -e

* Displays activities since
last reboot

* Useful data on any
problems

TIGCHEOLaGILE
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Nbtstat

* Protocol Stats & TCP/IP connections
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Ipconfig /all

B C:\WINDOWS\system 32\emid. exe -|o] x

ght 1
C:sDocuments and Settings Deonlipe

Windows IP Configuration

i)

: Mo

= =« = = = =« = i Broadcast

IP Rout
WIKS Frrl.-u Fl'hlh]i"l‘
Ethernet adapter Local firea Connection:

nection-specif ic S Bufrix

.t seription . . . . = « « % Intel{R» PRO-1B88 PFL Metwork Connect
: BA-AB-D1-4F-AD-59
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Tracert

ing route to diacollege.con [66.
nin of hops 2
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Packet Analysis
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OSI Model

i 0SI Model i
Data Layer
ﬁupﬂaatlnn
( Data I

]
(_I )
w - ]
1Pa:kets| m%ufwm 1)

Host l.aye

Madia Layers
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Packet Structure

3 Z.JSﬁQEIﬂl 1Uﬂﬂ1133 Bruadcast ) ARP who has 10.0.0 SI:II" Tell 10.0.0.138
163211711 192.168.0.2 202.168.0.3 10HP (ping request

16 3.234296 202.168.0.3 192,168.0.2 ICMP  Echo (ping} reg

17 3.458268 10.0.0.138 Broadcast ARP wha has 10. ELU‘ 50"‘ Tell 10.0.0.138
18 4. 241607 192.168.0.2 202.168.0.3 IcMP Echo {ping) request

p Frame 14 (74 bytes on wire, 74 bytes captured)
;- Ethernez II1 -:n*v: u:mﬂ,d:l. -if ad 591 Dst: ucr :Lu rh TF cl: h?

'.-'ers on: 4
keader length: 20 bytes
p Differentiated Services Fleld: Ox00 (DSCP Ox00: Default; ECH: Ox00)
Total Length: &0
Identification: Ox17bd (BOFT)
p Flags: Ow00
Fragment offset: 0
Time to Tive: 128
Fratocol: ICMP (Owdl)
teader checksum: 0uB7ae (correct)
Source: 192.168.0.2 (192.168.0.2)
pestination: 202.168.0.3 (202.168.0.3)
¢ Internet Control Message Protocol

ADy
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Section 3
Conclusion
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Thank You For Your Interest

If you are interested in further training, please visit:
http://www.idc-online.com/slideshare
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