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Training Objectives
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Quick Review of Data Integrity Basics

Discuss Laboratory Data Integrity 
Issues Found in Audits and 
Inspections

Implement Electronic Controls around 
Data Integrity

Exercise
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Data Integrity
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Data Integrity
 Completeness, consistency, and accuracy of 

data. 

 Attributable

 Legible

 Contemporaneous

 Original

 Accurate

 Enduring

 Complete

 Consistent

 Available

(or true copy)



© 2017 Confidential & Proprietary to QACV Consulting, LLC

Current Regulatory Requirements 

and Guidance

www.QACVConsulting.com 4

July 2016

• MHRA - GxP
Data Integrity 

Definitions and 
Guidance for 

Industry 

August 2016

• PIC/S - Good 
Practices for 

Data 
Management 
and Integrity

August 2016

• EMA – Data 
Integrity 

Guidance Q&A

March 2015

• MHRA - GMP 
Data Integrity 

Definitions and 
Guidance for 

Industry 

September 2015

• WHO - Guidance 
on Good Data 
and Record 

Management 
Practices 

April 2016

• FDA – Data 
Integrity 

Guidance and 
Compliance with 

CGMP 
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Data Integrity Requirements
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Records required under this part may be retained either 
as original records or as true copies such as 
photocopies, microfilm, microfiche, or other accurate 
reproductions of the original records. 

21 CFR 
211.180 (d)

Laboratory records shall include complete data 
derived from all tests necessary to assure compliance 
with established specifications and standards, including 
examinations and assays, including 

21 CFR 
211.194 (a)

• (4) A complete record of all data secured in the course of each test.

• (7) The initials or signature of the person who performs each test and the 
date(s) the tests were performed.

• (8) The initials or signature of a second person showing that the original 
records have been reviewed for accuracy, completeness, and compliance with 
established standards.
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Q&A on CGMP, Good Guidance Practices, Level 2 

Guidance - Records and Reports (August 2010)*

6
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How do the Part 11 regulations and "predicate rule 
requirements" (in 21 CFR Part 211) apply to the electronic 
records created by computerized laboratory systems and the 
associated printed chromatograms that are used in drug 
manufacturing and testing?

• The printed paper copy of the chromatogram would not be considered a “true copy” 
of the entire electronic raw data used to create that chromatogram, as required by 21 
CFR 211.180(d).

• The printed chromatogram would also not be considered an “exact and complete” 
copy of the electronic raw data used to create the chromatogram.

• The chromatogram does not generally include, for example, the injection sequence, 
instrument method, integration method, or the audit trail, of which all were used to 
create the chromatogram or are associated with its validity. 

• Therefore, the printed chromatograms used in drug manufacturing and testing do not 
satisfy the predicate rule requirements in 21 CFR Part 211. 

* https://www.fda.gov/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/ucm124787.htm
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FDA Guidance
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Data integrity is 
fundamental in a 
pharmaceutical 
quality system 

which ensures that 
medicines are of 

the required 
quality. 

The data 
governance system 
should be integral 

to the 
pharmaceutical 
quality system.

8

MHRA Guidance
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MHRA Guidance

www.QACVConsulting.com 9

• Policies and procedures

• Training

Data 
Governance 

System

• Initial generation to archival 
/ destruction

Data Lifecycle

• Degree of effort should be 
commensurate with data 
criticality.

Risk
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Data Integrity - Paper

Accurate and Complete

Attributable
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Legible

Original

Contemporaneous
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Data Integrity - Electronic
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Accurate and Complete
Attributable
Legible

Original

Contemporaneous
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Data Integrity - Electronic

Event User ID Previous Value New Value Date Time Reason

Data Entry DOCon NA 94.7 1/17/2007 10:42 EST NA

Approval Cwubb NA NA 1/18/2007 09:45 EST NA

Data Change DOCon 94.7 95.1 1/19/2007 8:45 EST Calculation Error

Approval Cwubb NA NA 1/19/2007 9:33 EST NA

www.QACVConsulting.com 12

Accurate and Complete

Attributable

Legible

Original

Contemporaneous
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FDA Guidance

Key Points

• Key Terms

• Define “data” and how it is used

• Original and True Copy

• Static vs Dynamic

• Metadata and audit trails

• Review of electronic data

• Validation

• Operation and use of systems

• Reporting and Retention

• Handling of Data Integrity Issues
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MHRA Guidance - Data
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Original record

• Data as the file or format in which it was originally generated, 
preserving the integrity (accuracy, completeness, content 
and meaning) of the record, e.g. original paper record of 
manual observation, or electronic raw data file from a 
computerised system

True Copy

• A copy of original information that been verified as an exact 
(accurate and complete) copy having all of the same 
attributes and information as the original. A true copy may be 
retained in a different electronic file format to the original 
record, if required, but must retain the equivalent 
static/dynamic nature of the original record.
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MHRA Guidance
Terms and Definitions
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Metadata

■ Data that describes attributes of other data, and 
provide context and meaning.

■ Without metadata, data has no meaning.

 Example

3.5 sodium chloride batch 1234, 3.5 mg. 

J Smith 01/07/14 
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FDA Guidance
Audit Trails
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Audit trails that capture changes to critical data 
be reviewed with each record and before final 
approval of the record. 

FDA recommends routine scheduled audit trail 
review based on the complexity of the system 
and its intended use. 

Generate Modify
Review / 
Approve

Use
Retain / 
Retrieve

Destroy
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Audit Trails
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•Upon review of the audit trail configuration within 
LIMS, audit trails were turned off for many of the 
tables within the XXX Module.  

Documentation was not available to justify why the 
audit trails for these tables was turned off.  For 
example, 

• The audit trail was not turned on for the XXX table, which is used 
when jobs, such as stability time pulls, are cancelled or suspended.  

• This was observed by reviewing the audit trail configuration within 
the system.  

• Audit trail configuration is documented within Design specification, 
XXX, YYY, version 2.0, approval date 11-Mar-2016.
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Data Lifecycle

Generate Modify
Review / 
Approve

Use
Retain / 
Retrieve

Destroy

Specify 

Design

Configure

Verify

Validation
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Understanding the Data Flow
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… throughout the record lifecycle
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FDA Guidance
Static & Dynamic Records
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Static 

• Fixed-data document such as a paper record or an electronic 
image.

Dynamic 

• Format that allows interaction between the user and the record 
content. 

• Chromatographic Record

• Allows user to change the baseline. 

• Reprocess chromatographic data. 

• Resulting peaks may appear smaller or larger. 

• Spreadsheet

• User modification of formulas or entries used to compute test 
results. 
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Static / Dynamic Data
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Static / Dynamic Data
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System Suitability:  %RSD < 2.0%

 

%RSD  3.9% X
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Validation

• Comply with EU GMP Annex 11. 

• Requires an understanding of the computerised
system's function within a process.

• The acceptance of vendor-supplied validation data 
in isolation of system configuration and intended 
use is not acceptable. 

• In isolation from the intended process, vendor testing 
is likely to be limited to functional verification only, and 
may not fulfil the requirements for performance 
qualification.

MHRA Guidance
Terms and Definitions
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The assessment –

Intended Use / Documentation Review
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Approval of Records

• Requested configuration specification – none available

• Internal assessment of Stability LIMS

• Vendor Supplied Documentation Provided

• User Requirements Specification

• User Acceptance Test

• URS – Included statement “the system has a ‘configurable option’ 

for ….. electronic signatures”.

• Reviewed configuration within system – esigs turned off 

• Reviewed UAT documentation – esigs functionality passed

• Record integrity issue – lack of approved stability protocols 

and results

• First step of test – turn on esig functionality

• Last step of test – turn off esig functionality

• Requested system demonstration – approval by pressing approve button
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“Standard Build”

• Date/time stamp controls

• Network backup

• Access controls

Non-Standard 

Build

X

• Audit logs not backed up

• User access not controlled

Data Lifecycle
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Identify Potential 

Data Integrity Risks
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ELISA Data Process Flow

Da
ta

 Fl
ow

LIMSELISA SOftware Company Network

Protocol
(.xyz file)

Sample 
Analysis

Setup Run

Data File
(.db file)

Export .txt 
Data File

Secure 
Network 
Location

Secure 
Network 
Location

Save .db Data 
File

.db File backed 
up

.txt File backed 
up

LIMS 
Database

Import .txt file 
to LIMS

.db File 
archived

Secure 
Network 
Location

Backup 
Location
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“Prevent & Detect”
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Firms should implement 
meaningful and effective 

strategies to manage 
their data integrity risks 

based upon their process 
understanding and 

knowledge management 
of technologies and 
business models.
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Data Integrity – Good 

Documentation Practices
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 Use indelible (permanent blue or black ink).

 Do not use pencil, correction fluid or tape.

 Do not obliterate original entry.

 Use single line cross-out, initial, date, reason 
for change.

 Record data only on GMP documents.

 Do not record data on unofficial documents 
(paper towels, note pads, etc.).

 Record data when activities are completed.
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Data Integrity
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Good Documentation Practices

- Error Codes

• Codes:

• TE – Transcription Error

• CE – Calculation Error

• WD – Wrong Date

• WT – Wrong Time

• WO – Write Over

• EE – Entry Error

• Use of foot notes is acceptable
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Documentation Practices

Single Line

Reason
Initial and 

Date
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Certificate of Analysis
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Laboratory Record Review

• pH

• Result was originally recorded as 5.4; the 
spec is ≥5.8 to ≤6.5.  A reason for this change 
was recorded as entry error. 

• Polysorbate 80  

• Gross weight changed from 14.5651 to 
14.5129, but change was only made after net 
weight was calculated.  
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FDA Guidance
Controls to manage risks
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Implement appropriate controls to 
manage risks associated with each 
element of the system. 

Controls that are appropriately designed 
to validate a system for its intended use 
address software, hardware, personnel, 
and documentation. 
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Start the assessment
Low Hanging Fruit

Access to clocks 
for recording 
timed events.

Accessibility of 
records at 

locations where 
activities take 

place so ad hoc 
data recording 

and later 
transcription to 

official records is 
not necessary. 

‘Free access’ to 
blank paper 

forms for 
raw/source data 
recording should 

be controlled 
where this is 
appropriate. 

Reconciliation 
may be 

necessary to 
prevent 

recreation of a 
record.  

User access 
rights that 

prevent (or audit 
trail) 

unauthorized 
data 

amendments.

Automated data 
capture or 

printers attached 
to equipment 

such as 
balances.

Control of 
physical 

parameters 
(time, space, 

equipment) that 
permit 

performance of 
tasks and 

recording of data 
as required. 

Access to raw 
data for staff 

performing data 
checking 
activities. 
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Considerations when performing 

laboratory data integrity assessments
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There are many different types of lab systems with 
different data types.

The same instrument and system can be setup and 
configured differently at different companies.

Paper, electronic, and hybrid systems need to be 
assessed.

Assess the data throughout the entire data flow and 
data lifecycle.
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Data Integrity throughout the 

Lifecycle
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Generate Modify
Review / 
Approve

Use
Retain / 
Retrieve

Destroy
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Backup and Restore

• Backup and Restore SOP

• Failed backup required a help desk ticket

• 3 failed backups require notification to Director of 

Infrastructure Technology

• 5 failed backups require notification to CTO

• Analytical Laboratory

• No help desk tickets generated for month of June

• No successful backups for June or first two weeks of July

• Director and CTO were not aware of failures

• Potential Data Integrity Issue

• Requested backup logs for three months

Backup and Restore

• Director and CTO were not notified
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Backup and Restore

• Requested Backup Logs for database server

• Several failures and missed backups

• Recent Audit – October 2017

• SOP requirement was 2 restore tests per year

• Requested restore test

• Reviewed restore test and asked what type of record was 

restored
• Type of record restored?

• No evidence of investigation

Backup and Restore

• Restore test was completed June 2017

• 19 KB Text File
• Finding - Did not demonstrate ability to restore database
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Data Integrity Assessments

www.QACVConsulting.com 39

Formal Quality program

Knowledgeable assessors

Checklists?

Personnel availability

• System users

• System administrators

Access to the system

Access to the data

• Including the metadata / audit trails

Follow the data lifecycle

Documentation Review
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The assessment 
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Watch the operator log onto the system

• Login

• Active Directory?

Check the menu options

• Logs

• Configuration

• How are standard tests setup?

Administrators

• How many administrators?

• Who do they report to?

• Are there shared accounts?

• How are users setup?

• What are the user levels?
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The assessment
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Data 

• Is raw data defined?

• Where is the data saved?

• How are audit trail records maintained?

• Check Explorer and directories where data is 
stored

• Are the dates and times sequential

• Are there gaps in the data files?

• Check the recycle bin!
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The assessment
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Data 

• Check the paper records

• Look in drawers and in desks

Data Integrity Finding August 2016

• During the facility tour, many quality system documents were found in drawers and other 
unsecured locations.  In addition, some information was recorded on unofficial records, 
such as notepad pages.  For example,

• Within XYZ Room, a XYZ Document, approved 07-Dec-2015, was found in a drawer.  
Information was recorded on blank notepad pages.  An uncontrolled document titled 
“XYZ” was found in the drawer within the XYZ Room.

• Laboratory records dating as far back as November 2015 were found within drawers of 
the QC Lab.

• Within the XYZ laboratory, many uncontrolled copies of SOPs and worksheets were 
identified.  Many of the records included post-it notes and other unofficial records.
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The assessment

www.QACVConsulting.com 43

Where does the data end up?

• Is there a printout?  How is it used?

• Are data files maintained on the workstation?

• Are data files maintained on a server?

• Can the data be modified?  Can the data be 
deleted?

• How is the data reviewed?

• Is there an interface to a LIMS?
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FDA Guidance
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•It is not acceptable to record data on pieces of paper 
that will be discarded after the data are transcribed to a 
permanent laboratory notebook. 

Similarly, it is not acceptable to store data electronically 
in temporary memory, in a manner that allows for 
manipulation, before creating a permanent record. 

Electronic data that are automatically saved into 
temporary memory do not meet CGMP documentation 
or retention requirements.
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Assess Data Integrity for entire data 

flow
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FD-483 July 2016 
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Sekisui Warning Letter –

November 8, 2016
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Sekisui Warning Letter –

November 8, 2016
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Sekisui Warning Letter –

November 8, 2016
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Sekisui Warning Letter –

November 8, 2016
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Exercise
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1. Review previous warning letter and 

identify controls and processes 

necessary to ensure data integrity 

requirements are met.
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Exercise
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2. Identify data integrity controls that should 

be implemented to mitigate the data 

integrity risks associated with the data 

flow.
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Training Summary
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Review of Data Integrity Basics

Review of Laboratory Data Integrity 
Issues Found in Audits and 
Inspections

Implement Electronic Controls around 
Data Integrity

Exercise
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Questions
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Chris Wubbolt

QACV Consulting, LLC

Telephone: 610-442-2250

E-mail:  chris.wubbolt@QACVConsulting.com


