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Why this manual was written

G.M. International designs, manufactures and sells SIL2 and SIL 3 certified
Intrinsically Safe Interfaces for use in Hazardous Locations; these products
are intended to prevent accidents before they occur, thus reducing risk and
enhancing safety in a very wide variety of applications.

This manual is a practical aid for the analysis, installation and maintenance of
safety instrumented systems and associated components and will hopefully
serve as a guide for understanding procedures and transposing them into
practice.

It represents our effort to share the results we have come to after many years
of research and field experience, with anyone willing to approach Safety
Related Systems.

Who this manual is for

This manual is not intended for safety reliability specialists, but for the
thousands of professionals employed in process industries who work with
safety instrumented systems and who are expected to follow the appropriate
industry standards.

Aren’t the standards alone enough? The answer depends upon the knowledge
and experience of the individual and the company.

The growing demand for experts in a critical sector like functional safety,
underlies the urgency of a greater awareness and comprehension of all
subjects presented herein.
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Presentation of IEC 61508, IEC 61511 and other Standards related to the same objectives

Chapter 1 Presentation of IEC 61508, IEC 61511
and other safety related standards

Safety-related systems serve the function of protecting equipments and
industrial processes where danger may occur in case of failure.
These systems are not part of the process control system since their purpose is
to bring the plant to a safe state in case of malfunctioning.
Until a few years ago these systems, for example ESD systems (Emergency
Shut-Down), were being designed in compliance with the respective standards
in force in the different countries, with no reference to a general normative.
This condition is now changing with the introduction of the
IEC 61508 and IEC 61511.
With these Standards, the most important benefits for the final user are:
a A more technical and scientific method in formulating requirements, and
specifications in designing process.
o A more accurate definition of risk.
a A more valid designing of safety-related system.
o An easier and wider demonstration of safety-related system’s
effectiveness.
a A far more cost-effective implementation of safety-related system.
a An easier evaluation and effectiveness of maintenance operations.

The number of manufacturers of equipments complying with this standard is
expected to grow. Information provided by the manufacturers allow the
integration of their products into safety-related systems.

IEC 61508 is an international standard for the “functional safety” of electrical,
electronic, and programmable electronics equipment.

At present, in Europe, EN 61508 has been issued but not yet acknowledged as
European Directive.

This standard started in the mid 1980s when the International Electrotechnical
Committee Advisory Committee of Safety (IEC ACOS) set up a task force to
consider standardization issues raised by the use of a programmable electronic
system (PES).

At that time, many regulatory bodies forbade the use of any software-based
equipment in safety critical applications.



Presentation of IEC 61508, IEC 61511 and other Standards related to the same objectives

Work began within IEC SC65A/Working Group 10 on a standard for PES
used in safety-related systems. The group merged with Working Group 9
where a standard on software safety was in progress.
The combined group treated safety as a system issue.

IEC 61508 is divided into seven parts.

The first three are required for compliance (normative), the others are
supporting information (informative) which provide further guidance
information.

o Part 1.  General requirements. (Normative)

o Part 22 Requirements for electrical/electronic/programmable
electronic safety-related systems. (Normative)

o Part 3:  Software requirements. (Normative)

o Part 4: Definitions and abbreviations. (Informative)

o Part5: Examples of methods for the determination of safety integrity
levels. (Informative)

o Part 6: Guidelines on the application of Parts 2 and 3. (Informative)

o Part 7:  Overview of techniques and measures. (Informative)

Parts 1, 3, 4 and 5 were approved in 1998. Parts 2, 6 and 7 were approved in
February 2000. The relationship between technical requirements presented in
parts 1, 2 and 3 and the supporting information in parts 4 through 7 is shown
in Figure 1, in the following page.

Although the standard has been criticized for the “extensive” documentation
requirements and use of unproven “statistical” techniques, in many industries
it represents a great step forward.

The standard focuses attention on risk-based safety-related systems design,
which should result in far more cost-effective implementations.

It also requires the attention to details that is vital to any safe system design.

Because of these features and the large degree of international acceptance for
a single set of documents, many consider the standard to be major advance for
the technical world.



Presentation of IEC 61508, IEC 61511 and other Standards related to the same objectives

Our experience of SIL 2 and SIL 3 hardware and software design, has shown
how the suggested techniques in the standard are indeed a valid guidance for
reducing “dangerous undetected failures” which is the correct path towards

increasing safety integrity levels for any safety-related system.

TECHNICAL REQUIREMENTS

— 1 pPat1 |

Development of the overall safety requirements
(scope, hazard and risk analysis).
Clauses 7.1,7.2,7.3,7.4,75,7.6

| Parts | —

Risk based approaches to the development of
the safety integrity requirements (SIL)

— Part2 . | Part3 |— Part 7
- 4 - Guidelines for the Overview of
Realisation phase for Realisation phase for application of techniques and
E/E/PE “safety- “safety-related” Parts 2 and 3 measurements
related systems” software
y
[ Patl | ™ Patz |}

Installation, commissioning, validation of

E/E/PE “safety-related” systems.
Clauses 7.13 and 7.14

|4

Operation, maintenance, modification,
retrofit, decommissioning or disposal of
E/E/PE systems.

FURTHER REQUIREMENTS

Definitions and Example and structure
of the documentation
Clauses 5 and

Annex A

abbreviations

Management of Functional Safety
Assessement.

Clause 8

Functional Safety.
Clause 6

Figure 1, IEC 61508 requirements
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1.1  Scope of the IEC 61508

There is a primary safety, (which deals with risks, as electric discharges
generated by an electric equipment), a functional safety (to which this
standard specifically refers), which depends on the measures of risk reduction
adopted in the system under control, or EUC (Equipment Under Control),
and a derived safety which deals with the indirect consequences of an EUC,
which does not perform as expected, for example providing a drug with a
wrong recipe which might kill instead of healing.

However, the principles of this standard can also be generally applied to other
aspects of safety not specifically referring to its functionality.

IEC 61508 is one of the main publications, on safety matters, of IEC
(International Electrotechnical Commission). As such, it is a document which
involves many industries and applications.

It involves, for example, the PED directive (Pressured Equipment Directive)
and the protection method “b” for non electrical equipments of ATEX
(mechanic), as well as the new normative (not yet approved) EN 50495
(Safety devices required for safe functioning of equipment with respect to
explosion risks), in which, for the first time in ATEX standard, functional
safety integrity levels are used (SIL levels) as protection system.

The main purpose of IEC 61508 is to provide the basis for the preparation of
specific safety standards for plant and industrial sectors.

A second scope of the standard is to help the development of safety-related
systems E/E/PE (Electrical/Electronic/Programmable Electronic) where
specific standards do not exist.

Starting from 2002, two new specific standards directly referring to IEC
61508 were introduced: IEC 61511 for process control industries and IEC
62061 (EN 954) Safety of Machinery.

IEC 61508 covers safety-related systems when one or more of such systems
incorporate electrical/electronic/programmable electronic devices.

These devices can include anything from electrical relays and switches to
Programmable Logic Controllers (PLCs) and all the way up to complicated
computer-driven overall safety systems.

The standard specifically covers possible hazards created when failures of
safety functions performed by E/E/PE safety-related systems occur.

The overall program to insure that a safety-related E/E/PE system brings
about a safe state, when called upon to do so, is defined as “functional
safety”.
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IEC 61508 does not cover safety issues like electric shock, hazardous falls,
long-term exposure to a toxic substance, etc.; these issues are covered by
other standards like ATEX or similar.

IEC 61508 also does not cover low safety E/E/PE systems where a single
E/E/PE system is capable of providing the necessary risk reduction and the
required safety integrity level of the E/E/PE system is less than SIL 1.

IEC 61508 is concerned with the E/E/PE safety-related systems whose failure
could affect the safety of persons and/or the environment. However, it is
recognized that the methods of IEC 61508 also may be applied to business
loss and asset protection cases.

Note:

Difficulties may be found in the first reading of the standard, which requires
attention and undertaking, attitudes not always available after a long and
exhausting working day.

Starting from Part 4 (Definitions and abbreviations) can be very useful for the
comprehension of the whole standard.

1.1.1 Safety

When considering an industrial process, it is recognized that there is an
inherent risk of operation. Sometimes things do go wrong.
The standard defines Safety as “freedom from unacceptable risk of harm”.

IEC 61508 goes on defining the level of safety as “a level of how far safety is
to be pursued in a given context, assessed by reference to an acceptable risk,
based on current values of society”.

When evaluating safety, the frequency of an accident and the consequences
(costs) of an accident are both taken into consideration.

Risk is defined as the probable rate of occurrence of a hazard causing harm
and its degree of severity. Thus, risk evaluation includes a combination of
frequency and cost.

Generally, risk (R) is the result of multiplication between the frequency of
accidents (F) and their consequences (C).

R=FxC
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Example:

If the consequences of an accident are estimated to be 100°000°000 $ and the
frequency of the accident is estimated to be once every 10 years (probability
of an accident is 0.1 for a time interval of one year).

The inherent risk is stated to be 10°000°000 $ per year (10 = 0,1 x 100).
Note that the concept of inherent risk refers to a context with no protections.

The present industrial world, with the necessity of larger productions and
lower costs, has certainly increased the probability of severe accidents.
Beyond damages to persons and environment, created by an accident, legal
expenses costs, fines, commercial losses caused by plant shutdown and by bad
reputation, have to be considered. Risk reduction is therefore mandatory.

Note:

From an ethical point of view, it could be objected that “damages to things” or
“death of one or more persons”, as mentioned in IEC 61508, should not be
quantified only in economic terms. Although, beyond this being the regular
procedure for insurance companies, it responds to a normative criterion of
uniformity to generalize the methods of calculation.

The evaluation of human resources, as well as human factors is not a subject
of this standard.

Following are the first 6 definitions available in Part 4 of the standard:

o Hazard
Potential source of harm.
Note: The term includes danger to persons arising within a short time scale
(e.g. fire and explosion) and also those that have a long-term effect on a
person’s health (e.g. release of a toxic substance).
o Hazardoussituation
Circumstance in which a person is exposed to hazard/s
o Hazardousevent
Hazardous situation which resolves in a harm.
o Risk
Combination of the probability of occurrence of harm and its severity.
o Tolerablerisk
Accepatble Risk in a given context based on the current values of society.
o Residual risk
Risk remaining after protective measurements have been taken.
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1.1.2 IEC 61508: Brief description.

Part 1

Part 1 covers basic requirements of the standard and provides a detailed
presentation of the safety lifecycle. This section is considered to be the most
important, as it provides overall requirements for documentation, compliance,
management of functional safety, and functional safety assessment.

Three annexes provide examples of documentation structure (Annex A), a
personnel competency evaluation (Annex B), and a bibliography (Annex C).

Part 2

Part 2 covers the hardware requirements for safety-related systems.

Many consider this part, along with Part 3, to be the key area for those
developing products for the safety market.

Part 2 is written with respect to the entire system but many requirements are
directly applicable to safety-related hardware products development.

It covers a detailed safety lifecycle for hardware as well as specific aspects of
assessing functional safety for the hardware and has also detailed
requirements for techniques to deal with “control of failures during operation”
in Annex A (required for compliance).

This annex covers hardware fault tolerance, diagnostic capability
requirements and limitations, and systematic safety integrity issues for
hardware.

Annex B (required for compliance) contains a listing of “techniques and
measures” for “avoidance of systematic failures during different phases of the
lifecycle”. This covers design, analysis, and review procedures required by
the standard.

Annex C (required for compliance) discusses the calculation of the diagnostic
coverage factor (what fraction of failures are identified by the hardware) and
the safe failure fraction (what fraction of failures lead to a safe rather than
hazardous state).

Part 3

Part 3 covers software requirements for IEC 61508. It applies to any software
used in or to develop a safety-related system. This software is specifically
named safety-related. This part provides details of the software safety
lifecycle, a process to be used during development.

Annex A (required for compliance) provides a listing of “techniques and
measures” used for software development where different development
techniques are chosen depending on the SIL level of the software.
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Annex B (required for compliance) has nine detailed tables of design, coding
standards, analysis and testing techniques that are to be used in the
safety-related software development, depending on the SIL level and, in some
cases, the choice of the development team.

Part 4

Part 4 contains definitions and abbreviations used throughout all parts of the
standard. This section is extremely useful both to those new to the standard
and to those already familiar with it, as a reference to the precise meaning of
terms in the standard.

Part 5

Part 5 includes informative Annexes A through E which contain discussions
and example methods for risk, safety integrity, tolerable risk, and SIL level
selection. It presents several techniques of SIL selection including both
quantitative and qualitative methods. The quantitative method in Annex C is
based on calculating the frequency of the hazardous event from failure rate
data or appropriate predictive methods combined with an assessment of the
magnitude of the consequence compared to the level of risk that can be
tolerated in the given situation.

The qualitative risk graph and severity matrixes essentially address the same
frequency and magnitude components, only with general categories rather
than numbers before comparing the situation with the tolerable risk level.

Part 6

Part 6 provides guidelines on the application of Part 2 and 3 via informative
Annexes A through E. Annex A gives a brief overview of Part 2 and 3 as well
as example flowcharts of detailed procedures to help with implementation.
Annex B provides example techniques for calculating probabilities of failure
for the safety-related system with tables of calculation results.

Equations that approximate various example architectures are presented,
although reliability block diagrams are used and these can be confusing in
multiple failure mode situations.

Annex C shows detailed calculation of diagnostic coverage factor based on
FMEDA (Failure Modes, Effects, and Diagnostics Analysis) techniques.
Annex D shows a method for estimating the effect of common cause modes of
failure (beta factor) in redundant hardware architecture.

This method lists relevant parameters and provides a method of calculation.
Annex E shows examples applying the software integrity level table of part 3
for two different safety software cases.

8
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Part 7

Part 7 contains important information for those doing product development
work on equipment to be certified per IEC 61508.

Annex A addresses control of random hardware failures. It contains a
reasonable level of details on various methods and techniques useful for
preventing or maintaining safety in the presence of component failures.
Annex B covers the avoidance of systematic failures through the different
phases of the safety lifecycle.

Annex C provides a reasonably detailed overview of techniques for achieving
high software safety integrity.

Annex D covers a probabilities-based approach for SIL level determination of
already proven software.

Note:

Some information contained in this chapter have been excerpted with
permission from *“Safety Instrumented Systems: Design, Analysis, and
Justification, 2nd Edition,”, Copyright 2006 © by ISA
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1.2  Other safety-related standards

Safety Instrumented Systems (SIS) are designed to respond to the conditions
of a plant, which may be hazardous in themselves, or potentially hazardous if
no action is taken, and must generate the correct output to prevent, or
mitigate, the hazardous event. The proper design and operation of such
systems are described in various standards, guidelines, recommended
practices, and regulations.

Setting specifications, electing technologies, levels of redundancy, safety
integrity levels, test intervals, etc. is not always an easy straightforward
matter.

Various industry standards were written to assist those in the process industry
tasked with proper selection, design, operation, and maintenance of systems.
Following the standard requirements is not a sufficient condition for making a
plant safe. There are, in fact, no guarantees that by following the related
standards, a safe process is realized.

Although, by not following them, a very probable result is an unsafe process.

1.2.1 HSE-PES

“Programmable Electronic Systems In Safety Related Applications”, Part 1
and 2, UK Health & Safety Executive, 1987. This document was the first of
its kind and was published by the HSE. Although it is focused on software
programmable systems, the concepts presented applied to other technologies
as well.

It deals with quantitative and qualitative evaluation methods, together with
many design checklists. Part 1 — “An Introductory Guide” — is only 17 pages
and was intended primarily for managers. Part 2 — “General Technical
Guidelines” —is 167 pages and was intended primarily for engineers.

They were both excellent documents, although they did not appear to be well
known outside U.K: however, considering the material covered, they would
appear to have been used as the foundation for many of the more recent
documents.

1.2.2  DIN (V) 19250

This German draft standard is titled: “Fundamental safety aspects to be
considered for measurement and control equipment.”, last issued 1994.

It has been influent in the preparation of Part 5 of IEC 61508 risk analysis
examples. This standard was intended to provide guidance to standardization
committees that wish to define rules for carrying out risk analysis process
using the risk graph, leading to the appropriate “class” (abbreviated to AK).

10
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AK Risk classes are of the same nature as Safety Integrity Levels (SILs) of
IEC 61508. Whereas IEC 61508 defines four safety integrity levels, DIN
19250 defines eight requirements classes and correspondences between the
two categorizations may be derived.

The cited DIN standard is now replaced by the IEC 61508.

1.2.3 AIChE - CCPS

“Guiddines for Safe Automation of Chemical Processes”, 1993.

The American Institute of Chemical Engineers formed the *“Center for
Chemical Process Safety (CCPS), after the severe accident of Bhopal India.
Since then, the CCPS has released several dozens textbooks on various design
and safety-related topics for the process industry.

In particular, the text covers the design of Distributed Control Systems (DCS)
and Safety Interlock Systems (SIS) and contains other very useful background
information. The book took several years to be written and was the effort of
several individuals belonging to user companies (e.g. no vendors).

1.2.4 |SA-SP84.01 - 1996

This American standard titled “Application of Safety Instrumented Systems for
the Process Industries” is specific for process industries and addresses the
application of safety instrumented systems (SIS) and not equipment under
control (EUC) as described in the IEC 61508.

It defines the full lifecycle assuming that risk analysis and determination of
SIL levels, had already been carried out.

The standard does not cover non-SIS and restricts itself to good practice in the
provision of safety instrumented systems, from specification to
decommissioning. The ISA SP84 committee worked for more than 10 years
developing this standard. The scope of this document underwent many
changes through the years. It was originally intended as a U.S. standard
focusing only on programmable logic boxes (and not the field devices).

The scope eventually expanded to include other logic box technologies as
well as field devices.

ANSI/ISA-84.01-1996 stated it would be re-released in five year intervals to
account for new developments. Rather than rewriting the ISA SP84’s standard
from scratch, the committee decided to adopt the IEC 61511 standard.

The new three-part standard is designated as ANSI/ISA-84.00.01-2004,

Part 1-3 (IEC 615011).

11



Presentation of IEC 61508, IEC 61511 and other Standards related to the same objectives

1.25 APIRTP 556

“Recommended Practice for Instrumentation and Control Systems for Fired
Heaters and Seam Generators”’, American Petroleum Institute, 1997.

This recommended practice has sections covering shutdown systems for fired
heaters, steam generators, carbon monoxide or waste gas steam generators,
gas turbine exhausts, fired steam generators, and unfired waste heat steam
generators. While intended for use in refineries, the document states that it is
“applicable without change, in chemical plants, gasoline plants and similar
installations”.

1.26 NFPA 85

“Boiler and Combustion Systems Hazard Code”, (first edition in 1997)
National Fire Protection Association, 2004.

NFPA 85 is the most recognized standard worldwide for combustion safety
systems. It is a very prescriptive standard with specific design requirements
and covers:

Single Burner Boiler Operation.

Multiple Burners Boilers.

Pulverized Fuel Systems.

Stocker Operation.

Atmospheric Fluidizer-Bed Boiler Operation.

Heat Recovery Steam Generator System.

]

0000 D

The purpose of NFPA 85 is to provide safe operation and to prevent
uncontrolled fires, explosions and implosions. Some of the key requirements
of this standard relate to the burner management system logic.

The NEPA is not involved with the enforcement of this standard.

However, insurance companies, regulatory agencies, and company standards
often require compliance. Many countries and companies require compliance
with NFPA 85 for Burner Management Systems (BMS).

There is a considerable debate as to whether a BMS is a safety instrumented
system (SIS). Obviously there are those that believe it is, as the definitions of
both systems are very similar.

The NFPA 85 does not address Safety Integrity Levels.

However, members of various standard committees are trying to harmonize
the various standards.

1.2.7 |1EC 61511 — 2004 (ANSI/ISA-84.00.01-2004)

This international standard titled “Functional Safety: Safety Instrumented
Systems for the Process Industry Sector”, was developed as a Process Sector

12
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implementation of the IEC 61508. The standard is primarily concerned with

SIS for process industry sectors like sensors, logic solvers and final elements

which are included as part of the SIS.

It also deals with the interface between the SIS and other safety systems

requiring a process hazard and risk assessment to be carried out.

The standard consists of three parts:

Part 1: Frame work, definitions, systems, hardware and software requirements

Part 2: Guidelines in the application of the IEC 61511-1.

Part 3. Examples methods for determining safety integrity in the application
of Hazard & Risk Analysis.

1.2.8 APIRP 14C

“Recommended Practice for Design, Installation, and Testing of Basic
Surface Safety Systems for Offshore Production Platforms”, American
Petroleum Institute, 2001. This prescriptive recommended practice is based on
“proven practices” and covers the design, installation, and testing of surface
safety systems on offshore production platforms. It is intended for design
engineers and operating personnel.

Note:

Contents of Sections 1.2.1, 1.2.3, 1.2.5, 1.2.6, 1.2.8 have been excerpted with
permission from “Safety Instrumented Systems. Design, Analysis, and
Justification, 2nd Edition,", Copyright 2006 © by ISA

1.2.9 Risk of relevant accidents, in EEC and Italian
Standards

SEVESO |

EEC directive nr. 82/501, also called Seveso |, deals with risks of accidents
connected with certain industrial processes.

SEVESO ||

EEC directive nr. 96/82/CE, also called Seveso Il, deals with the control of
relevant hazardous events connected with specific dangerous substances.
SEVESO Il

EEC directive 2003/105/CE, also called Seveso Ill, improves directive
96/82/CE.

13
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Figure 2, Legislation for risk of relevant hazardous events in the EEC and Italy
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Chapter 2 Prevention and mitigation layers for
hazardous events

Accidents rarely have a single cause and are usually a combination of
improbable events that people initially assumed as independent and unlikely
to happen at the same time.

A tragic example is the one occurred to a pesticide plant in Bhopal (India).
It was December 3, 1984 and the unexpected leakage of more than 40 tons of
methyl isocyanate (MIC) immediately killed almost 4000 people and caused
illnesses and death to many thousands more.

Figure 3, Bhopal Disaster.
1976 Union Carbide plant: 20 thousand deaths and almost 200 thousand injured

Although operative procedures prescribed the tank to be refrigerated at a
temperature below 5°C, the alarm was set at 11°C.

At that time, the refrigerating system was switched off due to bad economic
conditions and the material was stored at the temperature of 20°C.
The alarm set was therefore moved from 11°C to 20°C (first cause).
The plant was in shut down for maintenance.

A worker was tasked to wash some clogged pipes and filters.

Blind flanges were not installed as required by the procedures in case of
cleaning of the pipes (second cause) and water leaked past the valves into the
tank containing MIC. Temperature and pressure gauges indicated abnormal
conditions but were ignored, because thought to be inaccurate (third cause).
A vent scrubber, which could have neutralized the MIC release into the
atmosphere, was not working because it was presumed not to be necessary
while production was suspended (fourth cause).

15
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But the vent scrubber would not have been able to handle that size of
dangerous release anyway (fifth cause).

The flare tower, although insufficient for the task (sixth cause), could have
burned off part of the material, but it was out of service for maintenance
(seventh cause).

The material could have been vented to nearby tanks, but the gauges
erroneously showed them as partially filled (eight cause).

A water curtain was available to neutralize a release in the atmosphere, but the
MIC was vented from a stack that was 33 meters above the ground level, too
high to be reached by the water curtain. Workers became aware of the MIC
release because of the irritation to their eyes and throats.

Their complaints to the management, at that time, were ignored.

Workers panicked and fled ignoring the availability of 4 buses that were
intended for emergency evacuation of the employees.

The plant supervisor could not find his oxygen mask and broke a leg while
trying to climb over the boundary fence.

When the plant manager was later informed of the accident he did not believe
the fact, by stating that the gas release could not be from his plant, nothing
could ever happen to the plant, especially a MIC release, because the plant
was not in operation.

Investigations of several industrial accidents proved that many of them
happen during an interruption of production while an operator was trying to
maintain or restart production.

In each case, the company’s safety procedures were violated or jeopardized.

The best and most redundant safety layers can be defeated by poor or
conflicting management practices.

If all prevention layers are effective (e.g. strong and solid), failures cannot
spread from one to another.

In reality, these layers are not strong and solid, but more like Swiss cheese.
The holes are caused by flaws in management, design specifications,
engineering, operations, procedures, improperly performed maintenance, and
other errors.

Not only there are holes in each layer, but these holes are constantly moving,
increasing, ad decreasing, as well as appearing and disappearing.

It is clear that if these “holes” line up properly, a failure can propagate
through all layers causing a hazardous event.
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Supposing these holes are not present, the SIL levels (PFDavg) of each layer
can be multiplied. This means that three SIL 1 layers could lead to SIL 3.
Unfortunately this is just theory, due to the imperfections mentioned above.
However, increasing the level of the three layers (SIL 2 and SIL 3), makes the
achieving of a SIL 3 global level much more probable.

<Other |<Mech |< Sis | AIarms|<DCS |
| PROCESS >
Risks

A

Level of Inherent
tolerablerisk risk in the
process

Figure 4, Risk reduction with several prevention layers

As already seen, risk is a function of the probability (or frequency) of a
hazardous event and of its severity (or consequence).

In an industrial plant the various layers are planned to reduce one or the other.
Prevention layers are used to reduce the probability of the hazardous event,
while mitigation layers are implemented to reduce the damaging
consequences of an already happened hazardous event.

Prevention layers of an industrial plant are usually four and other four are the
mitigation layers.

In this chapter ten layers are specified (5 for prevention + 5 for mitigation).
This is not relevant if not for a better comprehension and identification of the
functions of the different layers.
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Prevention layers Mitigation layers

12345 678910

10. Community emer gency response

9. Plant evacuation procedure

HAZARDOUS EVENT

3. Alarm System
2. Process Control System

1. Process Plant

Figure 5, Prevention and mitigation layers of the hazardous event

2.1 Plants and processes in their
environmental context

Industrial plants and processes must always be designed taking safety issues
into consideration. This is why HAZOP (Hazard and Operability studies) or
other safety reviews, such as fault tree analysis and various checklists, what-
if, etc., should always be performed.

Trevor Kletz * points out that: “time is usually better spent looking for all the
sources of hazard, than in quantifying with even greater precision those we
have already found”.

! Trevor Kletz, D. Sc., F. Eng., member of HSE and process safety consultant, has
published more than one hundred papers and nine books on loss prevention and
process safety.
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In the NASA space program almost 35% of actual in-flight malfunctions had
not been identified during the analysis.

The main requirement of an industrial process is to be safe, not forgetting
the rule that “what is not there cannot be damaged”, which means that it is
important to make the process as simple as possible.

Safe processes and systems may be more expensive, but offer greater
advantages to the final user throughout the life of the plant.

Risk reduction may result in a simplification and therefore in a reduction of
costs. For example the problem of children remaining trapped and suffocated
while playing in refrigerators has lead the industry to the use of magnetic
latches, which are simpler, less expensive and much safer.

Figure 6, Refinery

Layer 1 takes into consideration all processes, plants and activities which may
generate hazardous situations. All these represent the environmental context
to which each safety matter refers to.

Arguments which are taken in to evaluation are:
o Area’s classification.

Stocking plants.

Production plants.

Storage plants.

Hot fluid plants.

Cold fluid plants.

Electric plants.

Auxiliary fluid plants.

Organizational structure of the layer.

R [ R S R
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Teams of expert engineers working on this layer are:
o Team Leader
o Project Engineer

Quiality Assurance Engineer

Machinery Engineer

Mechanical Engineer

Electrical Engineer

Safety Engineer

Maintenance Engineer

0O0D0DD0OOOO

The application field can be chemical, petro-chemical, pharmaceutical, food,
cement, and power generation plants.

Legislative directives and construction standards can include: ATEX, PED,
IECEX, CPD, IEC, ISO, IEEE, CENELEC, DIN, CEI, UNI, ISA, ANSI, UL,
FM, ASME, NEPA, AIChE, CCPS, etc.

2.2  Process Control System

The process control system is the second safety layer.

It controls the plant for an optimization of fuel usage, production quality, etc.
It attempts to keep all process variables, such as pressure, temperature, range,
level, flow, within safe limits.

For this reason, this layer can be considered a safety prevention layer.
However a failure in the control system may also initiate a hazardous event.
Automation does not eliminate the need of human intervention.

Experience has demonstrated that operators’ actions may result in lowered
alertness and vigilance, and lead to over-reliance on automated systems.
Long periods of passive monitoring can make operators unprepared to act in
emergency.

One way to solve this problem is to involve operators in safety analysis and
design decisions up front. Involve operators more, not less.

A good knowledge of processes and plant structures at various levels is
important in order to organize a satisfactory process control, and this means:

o Management level: Management decisions, and organization of the

information.
o Productive level:  Operative decisions and elaborated information.
a Field level: Elaborated commands and direct information.
a Plant level: Direct controls and direct information.
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Figure 7, Control room

Layer 2 takes into consideration all process instrumentation controls and
alarms, such as:
o Instrumentation management.
Operability analysis.
Wired systems management.
Computerized systems management.
Alarms management.
Diagnostic management.
Surveillance management.
Organizational structure of the layer.

o
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2.3 Alarm system

Monitoring and alarm systems should:
o Detect problems as soon as possible, to a low enough level to ensure that
corrective actions can be taken before reaching hazardous conditions.
o Be independent from the control devices they are monitoring, which
means they should not fail even if the system they are monitoring fails.
o Add as little complexity as possible.
o Be easy to maintain, check, and calibrate.

Alarm and monitoring systems are considered to be the safety layers in which
the operators are actively involved: not everything can be automated.
However this is a double-edged sword because:
o Operators may not believe that rare events, alarmed by the system, are
real or genuine.
o Operators may take wrong decisions, and fail to act, because overloaded
with multiple alarms.
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“Accidents are not due to lack of knowledge, but failure to use the knowledge
we already have™.

An alarm system that provides a lot of information may “confuse” the
operators instead of helping them.

A recent investigation has shown that during emergencies, people are about
the worst thing to rely on, no matter how well trained they may be.

Note 1:

Some people might consider operating and maintenance procedures of a plant
as an independent protection layer. This is a rather controversial subject.

For example, an inspection to detect corrosion and degradation of a vessel
may help prevent accidents.

Procedures which limit the operability of a certain unit below the safety
limits, or preventive maintenance actions, may help reduce accidents.
However all procedures may be violated (intentionally or not), especially in
presence of pressures to reduce the costs or the number of the personnel
involved. If the procedures are to be accounted as protection safety “layers”,
they must be documented, the people have to be trained to follow them, and
their use must be regularly audited in order to avoid the operators forgetting
them.

Note 2:

Some plant engineers include in the control system (layer 2) critical alarms,
such as the ones that alert a possible system shut down by the SIS, if proper
corrective actions are not taken.

Normally, if the safety alarms are supervised by specific control operators and
are generated by independent instrumentation from the process control
system, it is right to consider critical alarms as a separate layer (layer 3).

If instead a competent technician is not available (and this happens often due
to economic reasons) or a separation of the instrumentation does not exist,
layer 3 should be included into layer 2. In this case however, operator
negligence must be considered as common factor in the failure analysis.

Note 3:

Many safety specialists consider layer 3 together with layer 4. For this reason
the considerations accounted on layer 4 can be applied to layer 3.

2 “\What Went Wrong?: Case Histories of Process Plant Disasters”,
Trevor A. Kletz, Gulf Publishing, 1998

22



5BPrevention and mitigation layers for hazardous events

2.4 Emergency Shutdown system

If the control system (DCS) and the operators fail to act, the automatic
shutdown system (ESD) takes action. These systems are always completely
separated, with their own sensors, logic systems and final elements.
Safety systems are designed to:
o Allow the process to move forward in a safe way when specified
conditions require so;
o Automatically take the process to a safe state if specified conditions are
violated;
o Take action to mitigate the consequences, of an industrial hazard.

Note:

It is important to distinguish between a safety instrumented function (SIF) and
a safety instrumented system (SIS).

A SIF refers to a single safety function (for example a high or low pressure
trip), while a SIS may include hundreds of SIFs.

Many SIFs include only one sensor (or transmitter) and one final element
(valve).

Figure 8, Offshore platform

Layer 4 considers all instrumentation controls and safety instrumented systems.
It is structured for instrumentation protection of safety conditions.

However, the main concern for a safety system should not only be focused on how
the system operates, but rather on how it fails. This is the underlying reason why
dormant safety systems (ESD, F&G) differ from active control systems (DCS) and
why SISs have unique design considerations.
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Emergency Shut Down includes:

o Safety instrumentation ESD
Safety analysis ESD
Wired safety systems ESD
Computerized safety systems ESD
Safety interlock management ESD
Diagnostic management ESD
Safety surveillance ESD
Organizational structure of layer

000D 0O0O0Do

2.5 Physical protection and release devices

Release valves and rupture discs are one mean of physical protection that
could be used to prevent, for example, an overpressure condition.
While this may prevent a vessel from exploding due to a high pressure
condition, the release of dangerous substances in the atmosphere may result in
a secondary hazardous event (such as release of toxic material) or a violation
of the environmental protection laws.

Figure 9, Release valves

Layer 5 considers all the passive physical protections such as release valves
and includes:

o Containment devices.

o Discharge devices.

o Conveyances.

o Organizational structure of the layer.
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Considerations on protection levels:

HAZOP studies consider all evaluative activities that, by means of a
systematic analytical approach carried out by a team of experts, have lead to a
quantitative determination of potential risk levels for each specific portion of
the process (node).
Such considerations should be taken in consideration of the following:
o Evaluation of the risk level.
Evaluation of the plant’s structures.
Evaluation of the control instrumentation.
Evaluation of the safety instrumentation.
Evaluation of the physical protections.
Evaluation of the prevention levels.
HAZOP organization structure.

[ S Sy Ry R

As show in Figure 10, the expert’s goal is to balance the possible levels of
risk levels with the respective levels of prevention.

If the scale leans towards the risks, it means there is not enough prevention.
Vice versa, if it leans towards the prevention, it means excessive energies
(costs) are invested.

This can also be applied on a general basis, with prevention and mitigation

layers.
|
1 2 3 4
RISK PREVENTION
1. Environmental context Plants and 2. Control System
Processes 3. Safety Instrumented System

4. Prevention Physical Protections

Figure 10, Optimal safety scale
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2.6  Physical protections and containment systems

Mitigation layers are implemented to reduce the severity or consequences of a
hazardous event once it has already occurred. They may contain, disperse or
neutralize the release of a dangerous substance.

This layer considers all passive containment physical protections.

It is designed to perform the first important actions of mitigation for a
dangerous event in consequence of specific out of control plant situations.
Any deficiency in this layer may lead to the propagation of hazard
consequences inside the productive sites.

For example fuel tank dikes can be placed to contain the possible outflow of
material. However, holding process fluid within dikes may introduce
secondary hazards. Therefore it will be necessary to activate the F&G system
(Fire & Gas).

Nuclear reactors are usually set in a proper containment structure

(in Chernoby! a specific structure was not available).

The control room of a plant which produces TNT is usually surrounded by a
reinforced concrete wall, 7 meters in depth, with a roof made of light material
that would be able to “fly away” with no harm to persons in case of
explosion.

An explosion proof box (e.g. Nema 7 type) allows a safe explosion into its
structure, but does not allow the propagation outside.

Figure 11, Hydrant cannon
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2.7 Physical protections and dispersion systems

Scrubbers are designed to neutralize the release of dangerous substances

Flare towers are designed to burn off dangerous gas substances in excess.
Note that in Bhopal these two devices were present but not functioning during
the maintenance phase the plant was in at the time.

Moreover they were not dimensioned to handle a release of such quantity.

In other analysis, the seventh layer is included in the sixth one.

Figure 12, Refinery flare tower

2.8  Physical protections and Fire & Gas
neutralizing systems

F&G systems are neutralizing systems composed of sensors, a logic solver,
and final elements designed to detect any combustible gas, toxic gas, or fire
and:

o Alarm the condition.

o Take the process to a safe state.

o Take actions to mitigate the consequences of a hazardous event.

Sensors may consist of heat, smoke, flame, and/or gas and fire detectors,
together with manual call boxes.

Logic systems can be, DCSs, conventional PLCs, Safety PLCs, special
purpose PLCs, or specific multi-loop F&G systems. Final elements may
consist of flashing / strobe lights, horns, sirens, phone notification system, fire
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extinguishing systems, exploding squibs, deluge systems, suppression system,
and/or process shutdowns.

Sometimes the F&G system is part of the ESD system. The main difference
between the two is that the ESD systems operate normally-energized and de-
energize for trip (to take action), while the F&G systems operate at the
contrary, which means they are normally de-energize and energize for trip.
The reason for this is actually rather simple: ESD systems are designed to
bring the plan to a safe state, which usually means stopping the production.
Nuisance trips (shutting the plant down when nothing is actually wrong) are
economically expensive, due to lost production downtime, but are not
generally catastrophic.

F&G systems are designed to protect equipment and people. Spurious
operation of these systems can damage equipment and possibly result in
casualties.The risk for people caused by a nuisance alarm, for example, with
the release of Halon or CO; in a control room during normal operation, is not
tolerated: this is why the system is normally de-energized.

Indeed the solenoid valves of a F&G system are driven (powered) directly by
the safety PLC and, if required, the intrinsic safety isolated barriers, between
the PLC and the solenoid, are powered by the loop.

For this reason the barrier will remain unpowered for most of its life.

Because of this, the input line diagnostic circuit of the barrier cannot
constantly monitor the continuity of the lines.

To solve this very delicate situation, for F&G application, GM International
has developed a special solenoid driver circuit which has a continuously
active diagnostic circuit, while the safety function is driven by the safety PLC
only (loop powered). By doing so, the mandatory feature of having zero
nuisance trips is achieved together with a continuous monitoring of the input
lines. To obtain a good SIL level for the safety function of these barriers it is
necessary to use 1002 architecture, because for ND circuits the PFDavg for
1ool architectures is usually too high (see Chapter 5).

The analysis of this layer includes:

o Containment structures
F&G safety instrumentations
Analysis for the safety containments
Wired F&G safety systems
Computerized F&G safety systems
F&G operating time management
F&G diagnostic management
F&G safety surveillance

o Organization structure of the layer.
Note:

0O0OD0D0O0O0Do
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Some plant safety engineers consider layers 6, 7 and 8 as one unique
containment layer, because they state that all containment devices must be
handled and managed with the same criteria and procedures.

2.9 Internal emergency plan
(evacuation procedures)

Although evacuation plans are not a physical system (apart from sirens), but a
set of procedures, they can be assimilated to a real layer.
Failures in the procedures indeed may cause a risk for the overall safety.
Evacuation alarms are usually announced with the sound of a siren; proper
means of transport are available for the safety of the personnel.

In Bhopal the sound of the siren signal had the undesired effect to attract
people from outside the plant, raising the number of casualties and injuries.

The analysis of this layer includes:
a Internal scenarios analysis
a Internal emergency plan
a Internal intervention equipments
a Internal organizational structure

This layer is essentially made up of an internal organizational structure, with
skilled and trained staff together with specific equipments, which are
promptly used to mitigate the effects of a hazardous event inside and outside
of the plant.

2.10 External emergency plan
(evacuation procedures)

This is a very delicate issue. It may happen that the plant management
voluntarily hides the possible hazard for the people and the environment to
the authorities and citizens living around the facilities.

The external community must be instead informed about any possible hazard,
and an emergency plan must be carefully prepared.

This layer considers the sequential actions to be taken in case of an
emergency situation that may involve the outskirts of the plant.

It is an organized communitarian structure of authorized bodies that
intervenes with coordinated actions to mitigate the dangerous effects for the
residential community and for the environment.
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It is obvious that inadequate responses, or the inefficiency of intervention,
may lead to severe consequences, like the ones occurred in Bhopal.

Evacuation procedures should consider:
o Evaluation of external community impact
o Mapping of the area exposed to the risk
o Evaluation of intervention levels
o Organizational structure of the plan

The implementation of these procedures has to consider:
o Analysis of the external scenarios
o External emergency plan
o External intervention department
o External organizational structure
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Chapter 3 Basic concepts for a better

comprehension of safety standards

3.1

Some fundamental concepts for understanding safety related argumentations
are presented here to ease the comprehension of Part 6 of IEC 61508, which
concerns guidelines on the application of Part 2 and 3.

Some of these concepts are used in the previous Parts of IEC 61508 and for
this reason, they are here recalled.

This chapter is not a complete and exhaustive presentation of all the treated
subjects, but rather a manual, to “refresh” some specific arguments, or basic
equations for the calculation of MTBF, PFDavg, SFF, SIL levels, etc.

Other subjects like HAZOP, FMEDA, etc., are presented at Chapter 5.

Reliability and Unreliability

3.1.1 Reliability

Reliability is a measure of success and is defined by engineers as:

“The probability that a component part, equipment, or system will
satisfactorily perform its intended function when required to do so, under
given circumstances, such as design limits, environmental conditions,
limitations as to operating time, and frequency and thoroughness of
maintenance for a specified period of time”.

This definition includes four important aspects:
o The device’s “intended function” must be known.
o “When the device is required to function” must be judged.
o “Satisfactory performance” must be determined.
o “Specified design limits” must be known.

All four aspects must be addressed when defining a situation to be a success
or a failure.
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The first aspect concerns the clear definition of what the device is asked to do,
and nothing else.

The second aspect concerns the requested operability: when it will be
requested to do so, not in another moment or in any moment but “on
demand”.

The third aspect deals with the evaluation of what the device has to do with
good performances, in order to honor the demand in an acceptable way.

The forth aspect regards operability conditions in which the device works,

e.g. design limits, temperature limits, etc.

The four aspects together define the terms in which reliability is evaluated.
Reliability is valid for those conditions and not for others.

If conditions change, reliability can change too.

Mathematically, reliability (R) is:

“The probability that a device will be successful in the time interval from time
0 to time t”.

Reliability
A
1
—_
0,76
P Operating time -~
oL_ _ >
t TTF Time
Failure time

A
v

Figure 13, Reliability Figure of a device

Reliability equals the probability that TTF, failure time, is greater than ft,
operating time interval.

The graph in Figure 13 shows device reliability as a function of time.
Increasing the time interval from 0 to TTF (estimated failure time, or TTF-
Time To Fail, where the device is estimated to fail with probability close to
100%) reliability changes from 1 to 0.

At time t probability will be 76%; in other words, the operability without
failure from O to t is 0.76.

Calculating reliabilities for a time t greater than TTF has no meaning.
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Example:

A newly manufactured and successfully tested washing machine operates
properly when put into service at time t = 0 (success = 1).

Since the machine will eventually fail, the probability of success for an
infinite time interval is zero. Thus, all reliability functions start at a unitary
probability and decrease to a probability of zero (failure).

Note 1:

Reliability is a function of operating time. A statement such as “System
reliability is 0.95” is meaningless because the time interval is unknown.
The statement “Reliability equals 0.98 for a mission time of 10,000 hrs”
instead, makes perfect sense.

Note 2:

The reliability function graph indicated in Figure 13 is just a simple example.
Reliability functions considered in this manual assume an exponential decay
of failure probability, similar to those indicated below in Figure 14, where the
concept of TTF, as defined limit value, is not applicable because
mathematically a reliability equal to zero is never reached.

This family of curves represents the reliability function characterized by a
constant failurerate.

Reliability

1,00

0,90 -

0,80 -
0,70

ool L\ \

0,50 - \ \
0,40

0,30

0,20

0,10

0,00

Time

Figure 14, Device Reliability Function with exponential decay
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These curves are represented mathematically by the general equation:
R(t) = e™

and have different values of X (failure rate). They are defined at constant

failure rate because the ratio between the calculated values at equal time
intervals is constant:

R(t+3) _

RO

f(5)

The ratio between two values of the function (the rate) depends on the time
difference delta and not on the time in which the values are calculated.
In other words, being & the value of the ratio, or rate, the time is constant.

This is better defined by the following equation:

e—x(t+5) _

=g”
e-M

in which the ratio does not depend on the time but on the value of interval 5.
Note:

It is useful to remind that representing the function of this family in a graph
with logarithmic scale for values and linear scale for time, the functions will
be straight.

Reliability is an important measure for those devices which are not repairable,

like airplanes. Washing machines or industrial control systems are repairable
and MTTF (Mean time to failure) is more likely to be used instead.

3.1.2 Unreliability

Unreliability is the measure of failure; it is defined as “the probability that a
device will fail in the time interval from 0 to t”.

Unreliability U(t) = 1 — Reliability (t)

It starts with probability zero and increases up to probability one.
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Example:

A controller has a reliability of 0,99 for a mission of 10,000 hrs.
What is its unreliability for the same mission time?

Unreliability =1-0,99 = 0,01
A property of exponential reliability curves is the constant failure rate for

values of A <<1.
Mathematically, unreliability is defined as:

U(t) =1-R(t) =1-e™

Applying Mc Laurin’s expansion equation, unreliability can also be expressed
by the following:

©  raan 2 3
U =1-> M) g g2 My
~ ! 1 21 3l

To be noticed that terms beyond A? are very small, and therefore the equation
can be approximated to the easier:

U(t) =1-1+At = At

This can save calculation time, however remember that approximation
degrades with higher values of failure rates and interval times.

Further considerations can be made on the mean time to failure (MTTF).
Supposing a number of n devices to be analyzed with known failure rates A
and a population of n units, after time t, the number of failed units is ng:

Ng =nxixt

the mean time between failures:

considering just one component, n = 1, the mean time is:

MTTF = % (for A << 1).
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3.2  Availability and unavailability

Reliability assumes that the device, or system, will work successfully
throughout the whole considered time interval, during which no repairs are
allowed.

The term availability is introduced in order to evaluate systems which instead
may be repaired and indicates the “probability that a device will be successful
at a specific time t”.

If the system, or device, works, then it is available. It is not important (as it
was in reliability) if it has been repaired in the past, or if it has been operating
with success from the beginning without any repairing.

RELIABILITY
AVAILABILITY
UNRELIABILITY
UNAVAILABILITY
Successful Unsuccessful

Figure 15, Venn diagram of successful-unsuccessful operations of a device

Availability is a function of failure rate, repair time, and operating time.
A good device’s availability is close to 1.

Unavailability on the other side is a measure of failure for repairable systems.
It is defined as “the probability that a device is unsuccessful at time t”.

Operating Time

Unavailability =1- Availability =
Operating Time + Repair Time
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Example 1:
A device had a mission time of 50,000 hrs without failures, with an average
repair time of 8 hrs.

. ... . 50000
Availability is: = 0.99984 = 99.984 %
50008

Example 2:
A transmitter has availability of 0.99 (99%), its unavailability (or probability
to lose its availability) is 1 — 0.99 = 0.01 (1%).

As soon as the concepts of MTTF (Mean Time To Failure), and MTTR (Mean
Time To Repair) will be defined in Section 3.3, the following formula will be
explained:

MTTF _ MTTF
MTTF+MTTR MTBF

Auvailability =

Example 3:
The availability of a transmitter which has MTTF = 2,000,000 hrs,

. 2000000
and MTTR =10 hrs is; ———— =99.9995 %

(2000000 +10)

Moreover the following are valid:

A
Unavailability = 1- Availability = 1- —~— =
ptd  Atp

Since u>>A:

R A

Unavailability = —

0
Example 4:

The transmitter of the previous example has a failure rate (1) equal to:

= 0,0000005 per hour and a repair rate of 0.1/ hrs
2000010

e 0,1
Availability is: =0,999995 =99, 9995 %
(0,1+0,0000005)
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3.2.1 Ambiguity of the term “availability”

To measure and compare performances of different systems it is necessary to
have common comparison terms like reliability or availability.

However, a device can fail in two different modes: safe and dangerous.
Availability does not distinguish between the two and may therefore be
misleading if considered the only measure of a system’s performance.

For example in the case of a 4-20 mA transmitter that is known to fail once
every 5 years, it is very important to know the mode of the experienced
failures, since a safe one can cause a nuisance trip, while the dangerous one
may indeed cause a hazardous situation.

Difficulties in the comprehension of the term availability may also derive
from the fact that even a very small difference in measure is very meaningful
when evaluating the system.

For example, 99% and 99,99% are very close numbers but indeed, the
availability differs for two orders of magnitude.

There are other situations in a plant generating ambiguity in the
comprehension of the term availability:

o The plant works perfectly and so the safety instrumented system.

o The safety system experiences a safe failure (nuisance trip), the
production has been stopped and SIS is available.

o The SIS has experienced a dangerous failure. The plant is available and
production continues, but the SIS is not available and consequently it
cannot bring the process to a safe state, shutting down the plant, if
demanded.

In these cases the term availability for the productive plant and for the SIS
will not have the same valence.

Availability time Repair time Availability
(hours) (hours) (%)
1000 10 99
10000 10 99,9
100000 10 99,99
1000000 10 99,999
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What does an availability of 99,99% for a specific component or system really
stand for? That the component or system could stop working one time ..

a .. every month with a repair time of 4.3 minutes.

a .. every year with a repair time of 53 minutes.

a .. every 10 years with a repair time of 8.8 hours.

In all cases the availability is 99,99% , but from the plant manager’s point of
view it would rather be more interesting to have information about the number
of nuisance trips that the plant could have in 5, 10, or 20 years.

Indeed, even if the repair time was a few minutes, the shutdown and startup of
the plant have high costs. The final user wants to know how frequently this
can happen. For this reasons, knowing MTTF (the average time to a
functional failure) contributes to a more detailed overview.

The Risk Reduction Factor (RRF)! can also be used to qualify the
performance of a safety system or of a component:

RRF = —
PFDavg
Safety availabilit RRF
FHRRg 1 ! PFDavg) g (1/ PFDavg)
0.1 90 % 10
0.01 99 % 100
0.001 99.9 % 1000
0.0001 99.99 % 10000

The difference between 0.1 and 0.001 may pass unobserved, as well as
between 99% and 99.99%, while the difference between 10 and 1000 is
immediately evident to everybody.

Both reliability and availability of a safety instrumented system are in relation
with the average value of PFD (PFDavg), also called average probability of
failure on demand.

! RRF: see Sections 5.3 and 6.2
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PFDavg and RRF are expressed as:

Frequency of tolerable accidents

PFDavg =
Frequency of accidents without protections
R 1 Frequency of accidents without protection
PFDavg Frequency of tolerable accidents

The calculation of PFDavg can be found in the following Sections.

RELIABILITY
AVAILABILITY
PFDavgp
Successful Unsuccessful

Figure 16, Venn diagram for successful and unsuccessful operation of a device

Total Availability = 1- PFDavg, - PFDavg
Safety Availability = 1- PFDavg

Where:
o PFDavgs: average probability on demand to the SIS for safe failures.
o PFDavgy: average probability on demand to the SIS for dangerous
failures.

Example:
A SIF is characterized as follows:
PFDavgg =0.001/ yr ; PFDavgp =0.0001/ yr

Total availability = 1 — (0.001 + 0.0001) = 0.9989 = 99.89 %
Safety Availability = 1 — 0.0001 = 0.9999 = 99.99 %
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3.2.2 Achievable Availability

For maintenance engineers, what has been said so far about availability is
correct but the delay caused by the operators and the acquisition of the spare
material was not yet taken into account.

For this reason Achievable Availability considers the average time between
two maintenance intervals as operating time.

In achieved availability, the mean time between maintenance (MTBM) is used
as a measure of uptime and includes both unplanned and planned
maintenance. The expected mean system down time includes unplanned and
planned (preventive/predictive) maintenance, but does not include supply or
maintenance resources delays.

Achieved availability fulfills the need to distinguish availability when planned
maintenance shutdowns are included, whereby it assumes zero supply and
maintenance resources delay times.

. A MTBM
Achievable Availability = ———
MTBM + MSD,
o MTBM: Mean time between maintenance.
o MSDq: Expected mean system down time.

The calculation of Achieved Availability is used to program the maintenance
turnaround (shutdown) of the plant, supposing all the required spare parts for
the operations to be in stock.

3.2.3 Operational Availability

MTBM

Operational Availability = ———
MTBM + MSD,

Operational availability is similar to achieved availability, but in the expected
mean downtime of the operational availability also the spare parts supply
delay and the delay of maintenance resources are included.

This calculation is required to isolate the total effectiveness and efficiency of
maintenance operations.

Note:
MTBM and MSD can be expressed in man hours or in calendar days.
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3.3 MTTF, MTTR, MTBF and their relations

MTBF (Mean Time Between Failure) is a term which applies only to
repairable devices or systems. Like MTTF (Mean Time To Failure) and
MTTR (Mean Time To Repair) it is an average value.
MTBF is the time between failures and implies that a component has failed
and then has been repaired.
Mathematically:

MTBF = MTTF + MTTR

MTTF = MTBF-MTTR

Usually component or system suppliers for a SIF provide the value of MTBF
and not MTTF. Being MTTR usually much smaller than MTTF, the two terms
MTBF and MTTF have approximately the same value.

However the measurement of successful operation is better described by
MTTF instead of MTBF.

Example:
An electronic device has the following data:

MTBF = 3,000,000 hrs;
Average Repair Time = 8 hrs.

MTTF = 2,999,992 hrs

oo MTTF . ol <MTTR
. mMier | .
Repair time
Successful operation (failure)
Time

Figure 17, Schematic representation of MTTF, MTTR, MTBF
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RELIABILITY
AVAILABILITY
UNRELIABILITY
UNAVAILABILITY
Successful / Unsuccessful
MTTF / >
S MTTR

Figure 18, Venn Diagram: Reliability-Unreliability;
Availability-Unreliability and relations with MTTF and MTTR

Many people consider MTBF to be the estimated life of the device, but this is
not true.

For example, MTBF = 1000 yrs is a number perfectly valid for an electronic
device, even though nobody expects the device to last for 1000 years.

The number means that out of a total of 1000 devices, one device is supposed
to fail within a one year period.

A classical example that illustrates how MTBF and life are not the same is a
match. When using dry matches and the proper technique to light them, a few
failures can occur. Therefore the failure rate (failures per unit time) is
generally a low value.

The reciprocal, MTBF, is a large number, for example several minutes.
But a match’s operating life lasts only a few seconds.

As discussed at Section 3.4.2 at page 48, SIS failure rates can be divided in:
o “safe”, which do not have the potential to put the system in an
hazardous, or fail to function, state;

o “dangerous” which have the potential to put the system in an hazardous,
or fail to function, state.

43



6BBasic concepts for a better comprehension of safety standards

The total failure rate is therefore given by the sum of the two:

}LTOT = }\‘S w )\'D

This separation is always necessary for both single components and systems.
For a system in fact, safe failures may initiate nuisance trips that may also
shutdown the plant when nothing is actually wrong. Granted, there is nothing
“safe” about a nuisance trip, they tend to be expensive in terms of loss of
production. When systems suffer too many safe failures, people lose
confidence in them, and the system may be bypassed as a result.

Remember that the availability of a bypassed system is zero.

Accidents can happen because sensors or systems are placed in bypass while
the process instead is allowed to run.

Consequently it is possible to calculate:

1
= MTBF, =—

TOT
TOT

(general component or system reliability indicator)

1
= MTBF, =—
S

(nuisance trip indicator, caused by safe failures).
1
* MTBF, =—

D

(safety unavailability indicator)

Example:
Suppose As = 0.1/ year and Ap = 0.01 / year:

1 1 1
MTBF,, =——=9.9yrs; MTBF, = —=10yrs; MTBF, = ——=100yrs
0.101 0.1 0.01

This simple example shows how nuisance trips can be more expensive than
those caused by dangerous failures. It is therefore also very important to pay
attention to so-called “safe” failures.
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34 Failure Rate

Failure rate, often called “hazard rate” by reliability engineers, is a commonly
used measure of reliability. It indicates the number of failures per unit time,
for a quantity of components exposed to failure.

Failures per unit time
Number of components exposed to functional failure

Failure Rate = A =

It is common practice to use units of “failure per billion” 1x10° per hour,
known as FIT: Failure In Time (1x10° per hour).
A failure rate of 20 FIT means both that
o there are 20 probabilities of failure in a billion working hours,
o there is a probability of functional safety failure equal to 20 billionth per
working hour.

Example 1:

An Integrated Circuit (IC), in specified working conditions of 40 °C,
has shown 7 functional failures for one billion hours mission.
This IC has a failure rate of 7 FIT (7x10™° per hr).

Example 2:

300 industrial 1/0O modules have been operating in a plant for 7 years. 5

failures have occurred. The average failure rate for this group of modules is:
5

A= ——————=0.000000271798 = 272FIT = 272x10°° per hour
300x7x8760

To simplify and approximate the calculation it is possible to assume 10000
hrs per year instead of 8760:
A= ;

300x7x10000
Other people prefer to use years instead of hours as unit time, so in the above
example the result is:

5
300x7

= 0,00000023809 = 238FIT = 238x10 per hour

=0.00238 per year.

“FIT per hour” is usually the best indication for very low failure rates, while
“failures per year” is preferred when dealing with high failure rates.
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Example 3:

In the previous example the failure rate of the 1/0 modules is 272 FIT.
What is the MTTF of the modules?

MTTF = —_=3676470hrs = 420 yrs

272x10

The failure probability of an electrical device decreases exponentially in time,
as previously discussed and, with approximation, is:

P=Axt

Example 4:

A device, with exponential probability of failure, has a failure rate of 500 FIT.
How many probabilities of failure are there in one year?

P = Axt = 0,0000005x8760 = 0,00434 / yr
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3.4.1 Components with constant failure rate

Figure 19 presents the famous “bathtub curve”, generally accepted to
represent the reliability of electronic devices. Mechanical devices tend to have
slightly different curves.

The left portion of the curve shows the impact of “infant mortality”; the right
portion shows the “wear out” failures.

A constant failure rate is represented by the middle flat portion of the curve.
This assumption tends to simplify the math involved, but until the industry
comes up with more accurate models and data, the simplification can be
accepted.

Failure
rate Life

A
v

Infant mortality Wear out

Operating time

A
v

Time

The failure rate is the reciprocal of MTTF:

MTTF =

>

MTTF

Figure 19, Example of failure rate function of time (life) (bathtub curve)
For repair times much smaller than success time:
1 1
A=—— MTBF = —
MTBF A

Example:
Supposing A = 0,000000238 FIT/ hr, calculate the approximate value of
MTBF:
1
0.000000238
10000

MTTF(MTBF) = = 420yrs

All reliability analyses for a device or system are based on the device, or
system, failure rate data.
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In any engineering discipline, the ability of recognizing the required degree of
accuracy is essential. Simplifications and approximations are useful when
they reduce complexity and allow a model to become understandable.
Therefore the judgment, and consequent technical decisions, in many
situations should follow the experience and the logic sense of expert
engineers. More detailed calculations could result in a waste of time.

One simple example: if the risk analysis made for a specific SIF of a SIS, has
indicated that the required risk reduction factor (RRF) is 45, further studies to
obtain a value of 55 are meaningless because both indicate a coherent value
with level SIL 1 (RRF from 10 to 100).

3.4.2 Failure rate Categories

It is assumed that component failure rates are constant and, in non redundant
PEC equipment, statistically independent. While these assumptions are not
always realistic, they are reasonable and conservative for the “useful life”
period of the electronic components used in PEC equipments.

Failures are first grouped into the two significant categories: safe and

dangerous.
Aot =hs+hp

Dangerous failures are those which cause the loss of the system’s functional
safety (or safe state). In a normally-energized system (like ESD) safe failures
are defined as those that erroneously de-energize the output.
Dangerous failures instead prevent the output from being de-energized.
For example, in a DI (digital input circuit) with relay output, it has been
defined that the safe state, in case of circuit functional failure, is a ND relay
(normally de-energized). Dangerous failures in this case are the ones that
prevent the relay from being de-energized.
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Each failure category is further partitioned into failures that are detected by
the on-line diagnostics versus the ones that are not.

a Failures (Detected);
a Failures (Undetected);

Ap =App tApy
As = Agp tAgy
Mot = App tApy TAgsp tAgy
Where:
App: dangerous detected failure rates;
Apu: dangerous undetected failure rates;

Asp: safe detected failure rates;
Asu: safe undetected failure rates;

Failure rate categories are used to calculate the value of SFF (Safe Failure
Fraction, see 6.4.3 at page 158), which is important for calculating Safety
Integrity Levels (SIL).

SFF = ZXDD +Z7“SD +Z7Lsu 1. ZXDU
ZXDD*’Z}"DU"'Z)‘SD*’ZKSU ZXDD*'Z)“DU*'ZXSD*'ZXSU
From this simple expression it is evident that to increase the percentage value

of the SFF, and consequently the SIL level, it is necessary to decrease the
value of Apy (dangerous undetected failures).

Example:
Suppose the following values:

Aop = 0.14 / year; Apy = 0.04 / year; Asp = 0.22 / year; Asy = 0.5/ year
SFF = 1-% =0.955=96%

0.9
In case of Apy = 0.4 /year:

SFF = l-ﬂ =0.682=68%
1.26
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By defining the term C, “diagnostic coverage” as the built-in self testing
capability of a system, it is also possible to define the probability that a failure
will be detected given that it occurs, by the diagnostic coverage factors Cp
and Cs in the following equations:

App =Cp Xp
Aoy = (1-Cp)xAp
Agp = CgXAg

Asy = (1-Cg)xhg

Where:
o Cs: diagnostic coverage of safe failures
o Cp: diagnostic coverage of dangerous failures

A coverage factor must be obtained for each component in the system in order
to separate detected from undetected failures.

3.4.3 Dependent, or common cause, failures

Part “4” of IEC 61508 standard defines a common cause failure as a

“failure, which is the result of one or more events, causing coincident failures
of two or more separate channels in a multiple channel system, leading to
systemfailure”.

These failures have a significant effect on reliability and safety of a SIS, and
therefore must be considered in the reliability and safety model.

The four failure rate categories can be further specified in:
o SDN - (Safe, detected, normal cause).

SDC - (Safe, detected, common cause).

SUN - (Safe, undetected, normal).

SUC - (Safe, undetected, common cause).

DDN - (Dangerous, detected, normal).

DDC - (Dangerous, detected, common cause).

DUN - (Dangerous, undetected, normal).

DUC - (Dangerous, undetected, common cause).

0000 O0DOOO
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3.4.4 Common cause failures and Beta factor

The Beta model divides component failure rates in:
o normal mode failure rate Ay (fault of one component only);
o common mode failure rate Ac (fault of two or more components);

p (1-B)
Two or more one component
components fault for stress

fault for stress

Common cause Normal cause

hc =Bxh Ay = (1-B) xR

Figure 20, Failure rates subdivision in common and normal mode (Beta factor)

The rectangle’s total area represents failure rate (A).

On the left, the stress is strong enough to produce a failure of two or more
components as consequence of the same cause.

To put the two groups in relation, the following equations are used:

he =BxA
A = (1-B)x2

The four failure rate categories SU, SD, DU and DD are divided into the Beta
model as follow:

Aspn = (1-B)*Agp
Aspc = PBXhsp
Asun = (1-B)*Agy
Asuc = B*hgy
Appn = (1-B)*App
Appc = BXApp
Apun = (1-B)*Apy
Apuc = BXApy

The values of beta factor can be different for each group and their calculation
is not simple, therefore usually only one value is used.
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3.5 Safety analysis for SIL level selection:
Modeling methods

There are a number of methods available for estimating the performance of
systems. Some of the more commonly used are:

o Reliability block diagrams.

o Fault tree analysis.

o Markov diagrams.

The first two models combine the probability of component failures to obtain
the probability of failure for the entire system.

Markov modeling involves transition diagrams and matrix math which
consider the conditions of the single components and evaluate the probability
basing on state transitions.

3.5.1 Reliability block diagrams

C E

D F

Figure 21, Example of reliability block diagrams

These diagrams help clarifying configuration and operation of the analyzed
system by represent the function composition with only reference to the
reliability of the components.
Generally, block diagrams and their associated math do not handle time
dependent variables such as repair time, test interval, diagnostics, and more
complex redundant systems.
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3.5.1.1 Basic theory

For blocks connected in series, a fault in any one of them, determines a fault
in the chain. In such systems the probability of success (reliability) is
determined for first and consequently the probability of unsuccess
(unreliability). Assuming:

Ra = block A reliability = 0,99
Ua = block A unreliability = 0,01
Rg = block B reliability = 0,98
Ug = block B unreliability = 0,02
Rs = system reliability

Us = system unreliability

There is a 0.99 probability that block A is successful and 0.01 (=1- 0.99) that
the block is not successful (fault); then there is a 0,98 probability that B is
successful and 0,02 that it is not:

Rs=0.99 x 0.98 = 0.9702 = 97.02%
Us=1-Rs=1-0.9702 = 0.0298 = 2.98%

A H B —

Rs = R, xR
Us =1-(1-Up)*(1-Ug) = U +Ug -Up xUg

Being Ua X Ug << Ux + Ug it can be said that in case blocks are connected in
series, reliabilities are multiplied and unreliabilities are added.

Rs = [ [Rx

US :1'RS

A
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For blocks connected in parallel the behavior is the opposite: reliabilities are
added and unreliabilities are multiplied.

Us = [ Jux

In Figure 21, the system fails if either A or B or G, or the parallels C-D or E-F
fail; each parallel fails if both blocks fail.

Supposing probability values of single blocks to be very low, the calculation
of reliability and unreliability values, end up in additions and multiplications
of probability of failure for single blocks.

Probabilities of blocks A, B and G, are added, while probabilities of

C, D, E and F are multiplied, and consequently the total system probability of
failure (unreliability) is:

Py = P + Py +Pg + (R XPo) + (Pe <Pr)

3.5.2 Fault tree analysis

Fault Tree Analysis (FTA) is a top-down qualitative approach originally used
to identify failures in complex systems.

A fault tree analysis begins with the “top event” which is the result of a
number of basic events that contribute to, or initiate, the system failure.

The logic of a fault tree is displayed by the symbols that represent the basic
events and gates that logically relate those events.

Each common fault tree symbol represents a type of event or a logical
relationship.

The fault tree method is used to find combination of failures that may cause
problems and helps the analyst focus on one failure type at a time, by
identifying which parts of a system are related to a particular failure.

Fault tree analysis can be a very powerful tool for analyzing the frequency or
probability of an accident or failure of a piece of equipment when simple
probability math alone cannot determine the outcome.

This type of analysis not only represents the way events are logically related
but can also quantify the probability of those events. Additional analyses
allow the determining of various parameters such as the importance,
uncertainty and sensitivity of the system.

This type of analysis can provide elements for the determination of SIL level
as required in a SIS.
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3.5.2.1 Symbols and examples of fault tree events

Top event or resulting fault:
Unwanted event subject of the analysis

| | nter mediate event:
A failure state as consequence of other
events which operates through logic gates

OR gate:

The output of an OR gate is active if any
of the inputs are active.
Quantitatively output probabilities are
calculated adding input probabilities.

AND gate:
The output of an AND gate is active if all
the inputs are active.

Quantitatively output probabilities are
calculated multiplying input probabilities.

Basic event:
A basic fault or an event which does not

require further analysis because its failure
rate can be determined.

Undeveloped event:
An event or fault which does not require
further development, often because its
probability is very low.

Figure 22, Typical fault tree symbols
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Figure 22 shows some of the symbols commonly used in fault trees to
describe the logical relationships in a related model.

There are other symbols like NAND, NOR and others for voting relations like
diamonds, used to indicate an incomplete event, that are not of interest to the
analysis. Triangles for transfer In or Out. The hexagon symbol is called an
inhibit gate and it is functionally similar to a two-input AND gate except that
it indicates an event that is not necessarily a direct cause.

To understand their use, the following two examples are presented:

Example 1:

Analysis of a power supply system made of two independent power supplies.
The system includes two independent paralleled power supplies, constructed
with different techniques, to avoid common cause failures (f = 0).

Power supply failure

Failure Failure
P.S. A P.S.B

Figure 23, Fault tree events for a power supply system (example 1)

Failure probability for A is 0.02 / year, and 0.1/ year for B.
What is the probability of system failure in one year of continuous operation?

P=0.02x0.1=0.002/ year
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Example 2:
Analysis of a power supply system made of two identical power supplies
connected in parallel, made by the same supplier and independently wired.

Power supply failure

P.S. Aand B
faulty for
common
cause

Independent
failure
PS.A

Independent
failure
PS.B

Figure 24, Fault tree events for a power supply system (example 2)

Failures probability for A and B are 0.02 / year, and 5% of failures are due to
common causes (p = 0.05).
What is the probability of system failure in one year of continuous operation?

P(A) for independent failure = 0.02 x (1-0.05) = 0.019 / year.
The same is for P(B) = 0.019 / year.

The probability that A and B will fail for common cause is 5% of the failure
rate because independent failures and common cause failures are mutually
exclusive. Therefore:

P(AB) for common cause =0.02 —0.019 = 0.001 / year.

The probability that B will fail independently, is the difference between its
probability and the one of common cause:

P(B) for independent failure = 0.02 — 0.001 = 0.019 / year.
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The probability at the output of AND gate is the multiplication of the two
input probabilities:

P(A) and P(B) independent = 0.019 x 0.019 = 0.000361 / year.

Because the inputs at OR gate are mutually exclusive, the output probability is
the addition of the two input probabilities:

P(system) = 0.001 + 0.000361 = 0.001361 / year.

Note:
If the system is evaluated without common cases ( = 0), the probability of
failure is 0.02 x 0.02 = 0.0004.

Adding 5% of common cause increases the probability of system failures
of 3.4 times (0.001361 / 0.0004 = 3.4).
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3.5.3 Markov diagrams

Markov diagrams are the most used in reliability and safety calculation.

It is therefore useful that also “non reliability engineers” gain some
knowledge on this subject.

These diagrams are recommended by IEC 61508, IEC 61511, and also by the
draft standard ATEX prEN 50495 (“Safety devices required for safe
functioning of equipment with respect to explosion risks”).

Andrei Andreyevich Markov (1856-1922), a Russian mathematician, studied
probability while teaching at San Petersburg University in the late 1800s.

He defined the “Markov process” in which the future variable is determined
by the present variable being dependent from the predecessor.

This process, explicated through diagrams, is used for reliability calculations
of complex architectures where block diagrams are not practicable.

The presented diagrams work with a discrete time variable. This method can
be conveniently applied to the failure/repair process since combinations of
failures create discrete system states. In addition, the failure / repair process
moves between discrete states only as a result of its current state and failure.

The scope is to determine the probability that a system results to be in a

certain state at time t + 1, knowing its probability at time t and the transition
rate between the states.
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The diagrams describe the system using two symbols only:

o States, shown as circles;
a Transition, shown as oriented arcs.

A

Figure 25, Markov model for a system with two states and one transition
(single non-repairable component)

States are labeled starting from “0” and are sometime associated with a brief
description, while arrows are associated with formulae or rate values.

The probability of the system to change its state is indicated in the arrow
connecting the two states.

Figure 25 shows a single non repairable device diagram, and indicates that:
o there are only two states in the system: 0 (Success) and 1 (Failure)
o only one transition is possible from 0 to 1 with A failure rate.

Each state has its own probability: PO and P1.

For example a time interval of one hour and A = 0.1 per hr are supposed.
Initially the system starts from state 0 (Ok) and PO = 1, P1 = 0.
After one hour, it has completed an entire cycle, (in this particular case
consisting of only one transition), and the percentage A of the O state
probability has added to the probability of state 1:

PO(1) = (1- ) x PO(0)
P1(1) = P1(0) + » x PO(0)

The following Table shows the system evolution in the first 10 cycles, while
the graphic represents the two probabilities after a great number of cycles.
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Probability of system
beingin state
0-0OK 1-FAIL

(deviceis (device has

successful) failed)
1.00 0.00
0.90 0.10
0.81 0.19
0.73 0.27
0.66 0.34
0.59 0.41
0.53 0.47
0.48 0.52
0.43 0.57
0.39 0.61
0.35 0.65

Probability

1,000
0.900 \ Failure
0,800

0,700 -

0,600 -
0,500

0,400 | /\

0,300

0,200 | / \
0,100

/ Success
0,000

Time (Number of cycles)

Figure 26, States probabilities for great number
of cycles for a single non-repairable device

Repeating the process infinitely the probability of the system being in state O
tends to zero, while the probability of the system being in the state 1 tends to
one.

This is explained by the existence of an “absorbing state” P1, in which it is
possible to arrive but not get out.

The graphic obtained represents the system reliability and unreliability with
constant failure rate A.
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A single repairable device with one failure mode, two states and two
transitions, is shown in Figure 27.

n

Figure 27, Markov model for a system with two states and two transitions
(single repairable device)

In this system there are two possible transitions:
o from 0 to 1 with failure rate A and
o from 1 to O with repair rate p.

Initially, the system starts from the state 0 (Ok) and PO = 1, P1 = 0.
After one hour, the system has completed one entire cycle, (in this particular
case two transitions) and the probabilities of each state are:

PO(1) = (L-A) X PO(0) + pu x P1(0)
P1(1) =% x PO(0) + (1 —p) x PO(1)

After each cycle, a A percentage of PO probability has moved to P1 and a p
percentage of P1 probability has moved to PO.

The following Table shows the system evolution after the first 10 cycles,

assuming a time interval of one hour, A = 0.1 per hr, p = 0.3 per hr.
The graphic represents the two probabilities after a great number of cycles.
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Probability of system
beingin state
0-0OK 1-FAIL
(deviceis (device has
successful) failed)
1,00 0,00
0,90 0,10
0,84 0,14
0,81 0,19
0,77 0,23
0,74 0,26
Probability
1,000
0,900 \
0,800 state O probability

0,700

0,600 -

0,500 4

<«—— Steady state probability ——»

0,400

0,300

0,200

state 1 probability

0,100 4

0,000

Time (Number of cycles)

Figure 28, States probability for great number
of cycles and for a single repairable device

Repeating the process infinitely, the probability of the system to be in state 0
tends to 0.75, while the probability of the system to be in state 1 tends to 0.25.
This because, in this case, from state 0 and state 1 it is possible to “get out”
and consequently the system finds an equilibrium when the probability
contributions, exchanged between the states, are equal (c).

The graphic obtained represents the system availability and unavailability
with constant failure rate A, and constant repair rate p.
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0.002 0.001

0.0001

Figure 29, Markov diagram for a system with 3 states and 5 transitions

Figure 29 above represents a system with 3 states and 5 transitions.
Single probability rate values are indicated on the arcs.
The diagram regards two devices (subsystems), in a 1002 architecture, in
which common failure rates are also taken into account.

The following rate values are assumed:
a A normal failure rate 0.0010 per hr
o u repair rate 0.0500 per hr
o Ac common failure rate  0.0001 per hr

There are 3 states:

o 0 - Successful both subsystem are functioning successfully
ol-Faill one of the two subsystems has failed
o 2-Fail 2 both subsystems have failed

and 5 transitions:

o 0— 1: one of the two components fails with failure rate 2 x Ay
(2 because two are the components that can fail in the 0 state)

o 0 — 2: both subsystems can fail for common causes with failure rate Ac

o 1 — 0: the component which has failed is repaired with repair rate p
(in state 1, one subsystem only fails)

ol—2: The second component fails with failure rate Ay
(only one because the other, in state 1, is already in fail state)

o 2 — 1: one of the two failed subsystems are repaired with repair rate p.

64



6BBasic concepts for a better comprehension of safety standards

It is assumed that repairs will be done one at a time, this to justify the absence
of the transition between 2 and 0 states, and its consequent null rate value.

The following Table represents the calculation of the transitions.
Rows indicate the starting state, columns the arrival state, and in the cells the
value of rates associated with the transitions.

Tostate0 | Tostatel | Tostate?2
From state O 0.0020 0.0001
From state 1 0.0500 0.0010
From state 2 0.0000 0.0500

The table has 3 rows and 3 columns and consequently 9 transition rate values.
In general, for n states, the Table has n rows and n columns with n? transition
rate values.

Cells on the principal diagonal (from top left to bottom right) do not contain
values so far: in the diagram they are not indicated.

These values represent the rate of the state transition towards itself.

Moreover the sum of state transition rates is always unitary, because it has to
cover the total transitions of such state.

This allows the calculation of the state transition towards itself, in such a way
that the sum of each row is always unitary.

The following Table is consequently obtained:

Tostate0 | Tostatel | Tostate?2
From state O 0.9979 0.0020 0.0001
From state 1 0.0500 0.9490 0.0010
From state 2 0.0000 0.0500 0.9500

At this point the Table is complete and it contains all transition rates.
Null values would indicate that the transition is not possible.

Obtained values can be used to create the so called, transition matrix P.
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The following Table shows the probabilities of the system to be in one of the
three states at a given time:

System probability to be in state
State 0 State 1 State 2
1.000 0.000 0.000

This table, called state matrix, is usually indicated as S, and contains, in this
moment, the initial state when the system starts with probability 1 of being in
state 0.

It is now interesting to understand how state probabilities will change at the
next cycle. If, for example, at time t = 123 hr, state probabilities were

[0.8; 0.1; 0.1], what will they be at t +1 (124 hr)?

These values are indicated by the following three equations:

Sf“ ~0,9979x Sfﬂ 0,0020x Sizﬁ 0,0001x 81223

Sill24

S, =0,0000x S, *+0,0500x S *+0,9500x G

= 0,0500x StZ3+0,9490>< §23+0,0010x 31223

Observing the first equation, for instance, it can be noted that the system’s
probability at time 124 hr to be in state 0, is the result of three contributions:

o 0.9979 rate to have no transition (0 — 0)

o 0.0020 rate to have the transition 1 — 0

o 0.0001 rate to have the transition 2 — 0

Markov diagrams allow the calculation of state probabilities at a given time
t+1 when the probability at time t+0 and the matrix of transition rates is
known. The three equations can be mathematically expressed as:

24 24 24 23 23 23 POO POl P02
s*s*s*-ls"s*s*k p, P. P,
PZO P21 P22

or with the equivalent matrix expression:
SIZ4 — 8123X P

The use of matrixes is simplified by the use of dedicated software that handles
the calculations after entering correct input parameters.
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The results of the first 10 cycles are presented in the following Table together
with the graph for a great number of cycles.

In the diagram, the scale for state SO is different from the one of states S1 and
S2 for better representing their values.

System probability to bein state
0 - Success 1-Fall 2—Fail 2
1.000 0.000 0.000
0.998 0.002 0.000
0.996 0.004 0.000
0.994 0.006 0.000
0.992 0.007 0.000
0.990 0.009 0.000
0.989 0.011 0.001
0.987 0.012 0.001
0.986 0.013 0.001
0.984 0.015 0.001
0.983 0.016 0.001

Probability

1,000

State 1 Probability

0,990 4

0,980 4 -+ 0,03

0,970 - -+ 0,02

State 0 Probability

0,960 - -+ 0,01

State 2 Probability

0,950 0,00

Time (Number of cycles)

Figure 30, State probability for a great number of cycles:
3 states and 5 transitions repairable device
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The states tend to:
o 0.957 for State O
(both components working — system working successfully)
o 0.040 for State 1
(one component working — system working successfully)
o 0.003 for State 2
(both components fail — system fails)

In the steady state the system has:
o 99.7% probability of functioning successfully
(with one or two operative components)
o 0.3% probability to fail
(with both components failed)

The system steady (or limit) state can be calculated with suitable software.
Note: The presence of limit states indicates there are no absorbing states.

The Markov approach to reliability modeling of control system, or SIS, is not
only flexible enough to account for the realities of the industrial environment,
but can also reveal unexpected failure states. The construction of the Markov
model can be a valuable qualitative reliability tool.

A Markov model can be applied to time-dependent conditions.

Time can be viewed in two different ways: discrete or continuous.

A discrete time model changes (as seen before) once every “time increment”.
The time increment depends on the model. It may be once an hour, 10 times
an hour, once a day, once a week, or some other suitable time increment.

In continuous time models, the same concepts are used. As in calculus, the
time increment is reduced to the limit approaching zero.

In reliability and safety modeling, the discrete time approach works well.
Then, assuming constant failure rates the calculation is simplified.

More elaborated calculations allow to obtain the average values for time
persistence in the states and to calculate MTTF, as for systems with multi
irreversible failure modes (where there are more than one failure state
unrepairable), and the probability percentage of such states.

Figure 31 and Figure 32 show, as example, two Markov diagrams with multi
failure modes indicated in a single diagram.

Diagram in Figure 32 indicate all successful operating safety system
conditions in presence of one or more component failures.

The functional safety probability for each state is calculated taking in
consideration the repair rate of each state.
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Figure 31, Markov diagram for 1001 architecture

To simplify Markov diagrams usually some assumption are taken like:

o Constant failure and repair rates.

o Independent failure modes.

o Only a single failure is relevant for the system under exam. With this
assumption consequent failures are not relevant. Indeed if the system fails
for a single or a multiple failure the result is the same for the safety
function. This approach is conservative because in a safety system
redundant components are always present.

o Diagnostic time is much lower than repair time.

o The model is analyzed for the time between two T-proof intervals;
therefore periodic test repair rates are not included.

o The repair maintenance policy allows repairing hazardous faults in the
system without stopping the process.

o The model assumes that during the T-proof test, defective components
are repaired or changed “as new”.

o For redundant components it is assumed common cause failures are the
same for both units.
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System
Fail safe

4

)"sdn+2)"ddn+C2;‘«sun

Degraded 1
Fail Detected

1

Figure 32, Markov diagram for 1002 architecture
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Chapter 4 Consequence Analysis of relevant
accidents involving chemical
substances

4.1  Analysis of risks from the release of chemical
substances

Before conducting a consequence analysis of any hazardous event it is
necessary to consider the consequences which could derive from the release
of chemical substances.

Figure 33 shows an event tree diagram for the release of hazardous chemicals,
for a gas release and for a liquid/liquefied gas release.

If the release of a chemical substance occurs, the consequence may result
directly from the release event, as for example in BLEVE/Fireball!, or
physical explosions.

It is also possible to have a release of chemical substances in the atmosphere
only, which may cause damages later depending on their chemical/physical
properties.

Two possible consequences, coincident with the initial release event, are
physical explosions and/or the BLEVEs with the resulting fireballs.

! BLEVE: Boiling Liquid Expanding Vapor Explosion (see Section 4.2.4).
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Initiating event

Loss of
containment type

Release type

Outcome

Loss of control

Physical explosion

Physical explosion

BLEVE/Fireball

BLEVE/Fireball

No release- no impact

No release /
no consequence

Chemical release

Gas

Liquid
(Liquefied Gas)

Gas release
(see Figure 34)

Liquid release
(see Figure 35)

Figure 33, Event tree diagram for simplified loss of chemical containment

A pressure vessel, stimulated beyond its nominal designed pressure, can
undergo a catastrophic failure creating a physical explosion.

Such event is called by the media euphemistically as an “energy release”.
If the substances released as the result of a physical explosion are flammable,
a fireball may also occur.

If the accident involves a flammable liquid spill, followed by ignition, with

the resulting fire of the whole tank, a BLEVE/Fireball may occur.

If the loss of containment event does not cause a fire or an immediate
explosion, the chemical substances contained in the process will be spread

into the atmosphere.
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Release | Immediate VEH I Li_quid Explosion Toxic
o forms and rainout - chemical Outcome
type ignition ignites and ignition
Jet Fire
Yes
Yes Vapor cloud
explosion
Gas Yes
release No Flash Fire
No
Yes Pool Fire
No Yes Toxic
exposure
No
No No
consequences

Figure 34, Event tree for gas release

The effects of this kind of release may be involved in a variety of effects
depending on:

o Release conditions

a Thermodynamic conditions

o Release nature (liquid, gas, liquefied gas)

Consequences strongly depend on the conditions mentioned above and could
have a large impact on what incident outcomes are possible.

If the released substances are high pressure gas or liquids that instantly flash
into a gas upon release, a jet fire ignition will occur if the gas is immediately
ignited. In the absence of immediate ignition, a large vapor cloud may form.
Delayed ignition of the vapor cloud may cause an explosion (VCE, Vapor
Cloud Explosion) with the resulting blast overpressure and shock wave.

Depending on the characteristics of the released material and the surrounding
environment, a vapor cloud may not result in an explosion after ignition.
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In this case the cloud could burn in a slower laminar fashion, causing a flash
fire which has a strong thermal effect, but does not cause a blast wave.

The difference between these two combustion modalities depends on the
complex phenomenon of flame propagation velocity, which requires a
complex modeling to predict with any accuracy.

Even if any ignition does not happen, the non-ignited toxic cloud of gas will
spread and disperse, with risks for workers and nearby residents.

Non-ignited gas releases, and in some cases the combustion products of the
ignited release, can have a detrimental effect on the surrounding environment.

Possible incident outcomes, as the result of a liquid or liquefied gas discharge,
mostly depend on the behavior of the liquid upon release:
1) Immediate vaporization of liquid.
2) Rapid vaporization of the liquid with substantial formation
of a liquid pool.
3) Slow or negligible vaporization with significant liquid pooling.

In case 1) the event tree shown in Figure 33 will unfold.
In cases 2) and 3) the event tree shown in Figure 34 better represents the
possible outcomes of the release.

Figure 35 shows that the outcomes from a liquid release, with vapor cloud
formation, are largely similar to the ones resulting from a release with direct
formation of a vapor cloud.

The cloud formation can result from either rapid vaporization or slow
evaporation of a pool. In the case where a pool of liquid is formed and ignited,
a pool fire will result. If the pool is not ignited, evaporation of the liquid may
lead to a harmful exposure hazard downwind, if the material is toxic.
Moreover this can also contaminate groundwater even if is not ignited.

In both the vapor and liquid release cases, a potential exists that released
substances will be carried away from the source of the release as an aerosol or
as a gas cloud, which will then cool, collect, and rain out of the atmosphere to
collect in a pool.

The hazards associated with such condensation pool are essentially the same
as the hazards from the direct spill of a liquid, except that they are a quite long
distance from the release source.

Due to this, a secondary containment, will most likely, not help mitigating
their consequences.
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Release | vapor cloud | Ignition Explosion Toxic Liquid Liquid N
type forms occurs occurs chemical | rainout ignition
Yes Vapor cloud
explosion
Yes Flash Fire
Yes No
Liquid )
release Toxic exposure
e
Yes
Pool Fire
No Yes
Yes Environmental
effects
No No
I
Environmental
effects
No
Pool Fire
Yes
Environmental
No effects
No

Figure 35, Event tree for liquid release
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4.2  Flammability effects

All the incident outcomes so far analyzed, pose flammability hazards to
people and properties because of combustion thermal energy released.
Thermal energy released from a fire is primarily radiated from the portions of
the flame that are in a direct line of sight of the receptor, not obscured by
smoke or other potentially shielding equipments.

Not all the fires produce visible flames: an example is the daytime combustion
of hydrogen fires, which is not visible, but releases an intense irradiative heat.
The irradiation heat transfer mechanism dominates the entity flammability
hazard to cause damages.

Although the heat transfer mechanisms, for conduction and convection
effects, are negligible, they can play a potential role when the combustion gas
products are blown, by any wind, toward elevated structures present during
the incident.

The ability of the fire to injure people and damage properties is a function of
thermal radiation that the receptor can absorb.

The quantity of thermal energy absorbed by the receptor can vary with the
location, orientation toward the flame surface, amount of smoke present,
humidity and the other atmospheric conditions.

Protections of equipment in buildings and behind purpose-built thermal
radiation shields can reduce the magnitude of thermal energy absorbed.
The consequences of a fire are typically described in terms of the distance
(end point) to a specific level of thermal radiation flux, measured in Kw/mZ
For instance, the World Bank figures indicate that a direct skin exposure to a
thermal radiation of 5SKw/m? for 40 seconds causes serious third-degree burns.

421 Pool fire

Spilled flammable liquids generate a pool fire if ignited. The magnitude of the
effect zone created by a pool fire depends on the size of the flame it generates,
which in turn depends on the size of the spill surface and the properties of the
released fluid.

The flame’s footprint is determined by the containment of the liquid spill,
which is often controlled by means of dikes or curbs present.

If the release is not confined, the flammable liquid will spread on an area
depending on the viscosity of the liquid and on the characteristics of the
surface, as for example its porosity.

The height of the flame depends on the characteristics of the burning fluid,
while its vapor tension and heat of vaporization will determine the rate at
which the liquid will volatilize and contribute to the oxidation reaction.

76



Consequence Analysis of relevant accidents involving chemical substances

Figure 36, Example of Pool fire

Higher vapor tensions, and low vaporization heat, causes more intense
vaporization to occur and therefore faster reaction and more thermal energy
released.

The thermal combustion energy of the liquid determines the quantity of
energy released per unit of liquid. Other properties such as flame propagation
speed and adiabatic flame temperature are also important to evaluate the
thermal effects of a pool fire.

How completely a material is combusted will determine the quantity of the
smoke a fire generates.

The amount of smoke produced by a fire is important because its energy is
only radiated from the visible part of the flame.

If smoke is obscuring a significant part of the flame, its transmitted energy
will be greatly decreased. For instance, if a diesel fuel pool fire and a liquid
natural gas (LNG) have the same dimensions, the LNG fire will have a much
larger effect zone.

The reason is that the diesel pool fire produces a lot of smoke which obstructs
the energy radiation. Atmospheric factors such as wind speed may also
influence the flame height by causing the flame to tilt.

Another important effect of incomplete combustion is the toxic nature of
many of the partial burned compounds that can be formed.

Although a complete combustion releases more heat, the toxic effects of the
combustion products (CO, and H,0) is minor.

However, the soot and other various toxic partial oxidation products from

incomplete combustion can widely disperse in a pool fire, creating potentially
serious impacts.
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422 Jetfire

A jet fire occurs when high-pressure flammable material is ignited in the
moment of being released from its container.

The kinetic energy of the physical release under pressure helps both to mix
the material with the oxygen in the air and to spread the resulting flame.
The dimension of the flame is mainly set by the surrounding conditions of the
release point.

When a material under high pressure is released from a hole, its exit velocity
is mainly function of the pressure and the hole’s size.

The greater the distance from the hole, the more oxygen is present in the
mixture as air is entrained in the jet.

As the upper flammability limit threshold is crossed, fuel and air react,
releasing the energy of combustion. As combustion is continued, entrained
air, unburned fuel, and combustion products continue to move in the direction
of the release because of the momentum generated by the release.

The area influenced by a jet fire (also known as a torch fire) is determined,
like that of a pool fire, by a combination of the physical characteristics of the
released substance, and the chemical properties of the burning material. The
effect zone of a jet fire is proportional to the size of the flame that is
generated.

In the determination of the consequences of a jet fire, properties such as heat
of combustion also play a factor.

Figure 37, A jet fire
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4.2.3 Flash fire

A flash fire occurs with the ignition of a cloud of flammable vapor when the
flame velocity of propagation is too slow to produce an explosive shock wave.
When the combustion of an air and gas mixture is ignited, a flame front
travels from the point of ignition in all directions where the mixture (fuel-air)
concentration is within flammable limits. The velocity of propagation of the
flame front determines the type of damage caused by this event.
If the fire front burns in a laminar fashion, with a flame front traveling at a
sub-sonic velocity, a flash fire occurs.

If the fire front reaches the sonic velocity, an overpressure is not developed.
The consequences in a flash-fire scenario are mainly connected to the heat of
combustion being absorbed by receptors in the effect zone.

For a flash-fire, the effect zone is limited to the flame envelope, or the area
where mixture is within the flammable limits.

A flash fire would not produce the overpressure shock wave as the one
produced by a vapor cloud explosion. Thus there will be no equipment
damaged caused by shock wave or by projectiles. Moreover the duration of a
flash fire is shorter compared to a pool fire or jet fire, and consequently the
harms are also lower.

Despite a lower harm to equipments and properties, the flash fire may be
severe to persons when compared to a vapor cloud explosion. It is possible
that any person in the flammable envelop remains fatally injured.

Figure 38, Example of Flash fire
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4.2.4 Fireball / BLEVE

A fireball occurs when a sudden and widespread release of flammable gas or
volatile liquid that is stored under pressure coupled with an immediate
ignition. It differs from a jet fire by the shorter duration of the event and the
different geometry and shape of the flame.

When a vessel containing a flammable gas or volatile liquid breaks, the highly
pressurized material rapidly expands to atmospheric pressure and the first
result is the quick dispersion of the flammable material.

During the expansion, the release will entrain large quantity of air.
If the material in the vessel is a volatile liquid, this process also causes an
aerosol to form with the dispersion of liquid droplets away from the release as
a result of vapor expansion.

Right after the initial release, the expanding vapor cloud will entrain enough
air to reach the upper flammability limit. If at this point a source of ignition is
present, the vapor cloud will rapidly combust.

Ignition sources are frequent, after catastrophic pressure vessel ruptures,
because of flying metal fragments and the heat generated by the rupture
process. As the ignited cloud combusts, it continues to expand further.

The combination of an expanding flame front; relatively clean, smoke-free,
combustion and rapid reaction creates a fire that travels a substantial distance
away from the release source and produces intense heat.

When the cloud reaches the latter stage of its combustion, the density of the
fireball drops because of the high temperature of the combustion products.
When this occurs, the cloud becomes buoyant and lifts off the ground.
This is the reason for the “mushroom cloud” that always accompanies a
fireball. The boiling liquid expanding vapor explosion (BLEVE) is a specific
type of fireball, but the two are not synonymous.

While BLEVES result in fireballs, not all fireballs are the result of BLEVES.
These occur when vessels which contain a liquid under pressure come in
direct contact with an external flame. This contact can result from the vessel
being engulfed in flame or from a jet fire impinging onto the vessel surface.
As the liquid inside the vessel absorbs heat of the external fire, the liquid
begins to boil, increasing the pressure inside the vessel to the set pressure of
the relief valve(s). The heat of the external fire, concentrates in the parts of the
vessel where the interior wall is not “wet” with the process liquid.

Since the process liquid is not present to carry heat away from the vessel wall,
the temperature in this region (usually near the interface of the boiling liquid)
will rise dramatically causing the vessel wall to overheat and become weak.
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A short time after this, the vessel will lose its structural integrity, and a
rupture will occur. After the vessel ruptures, the result will be a fireball, as
described previously, ignited by the external fire.

Figure 39, Example of fireball

4.2.5 Explosion effects

The consequences of an explosion hazard are connected with the effects
caused by the explosion’s blast wave.

On a fundamental level, the blast wave is simply a thin shell of compressed
gas that travels away from the source of the explosion as a three-dimensional
wave.

The magnitude of the blast wave is typically defined by its peak overpressure,
or the difference in pressure between the highest pressure point in the “shell”
and the ambient atmospheric pressure.

A blast wave also has other parameters that describe its effect, such as
duration and impulse, but the simple use of peak overpressure is the most
common method for describing and classifying explosion effects.
The correlation of explosion parameters, such as peak overpressure, to the
damage sustained by persons, equipments, and structures has been the subject
of a great amount of detailed studies. Reviews of accidental explosions and
explosion studies have shown that 5.0 PSI (0.35 ATM) overpressure can
cause substantial damage to most typical process equipments, and as a little as
0.5 PSI (0.035 ATM) overpressure can cause glass breakage.
Projectiles and collapsing buildings are the main contributors to an
explosion’s impact on people.

The method for estimating the vulnerability of humans and structures to
explosion effects can be found in American Petroleum Institute’s
Recommended Practice 752 "Management of hazards associated with
locations of process plant buildings, the effects of nuclear weapons”, and the
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CCPS’s "Guidelines for evaluating process plant buildings for external
explosions and fire".

4.2.5.1 Vapor cloud explosions

As already discussed, the ignition of a flammable fuel-air mixture cloud will
either cause a flash fire or a vapor cloud explosion.
While a flash fire results from a laminar flame front that is slower than the
speed of sound, a vapor cloud explosion results from a flame front that is
turbulent and exceeds sonic velocity.
The explosion potential of a flammable release depends on:

o properties of the released material,

o energy of the ignition source,

o confinement and obstacle density in the area of the release.

Flame turbulence is typically formed by the interaction of the flame front and
obstacles such as process structures or equipments. As the location of a vapor
cloud explosion becomes more congested and confined, the likelihood of an
explosion will increase.
Generally, four primary conditions are required for a vapor cloud explosion:
o The material must be released in the proper temperature and pressure
range.
o The ignition must be delayed enough to allow the fuel and oxidant
material (air) to mix.
o A sufficient fraction of the cloud must be in the flammable range, with
more homogeneous mixtures causing stronger explosions.
o There must be a mechanism for generating turbulence, which could
include the release itself, or external turbulence induced by objects in the
area.

These four elements are important both for estimating the consequences of a
vapor cloud explosion and for designing a method of protection against one.
Blast effects caused by a vapor cloud explosion vary greatly and depend
primarily on the resulting flame speed.

Highly reactive materials such as acetylene and ethylene oxide are much more
likely to lead to a vapor cloud explosion than low-reactivity materials such as
propane because they can produce higher flame speeds.

Many models have been proposed and used for analyzing the effects of
explosions. They range from the simplistic single-point TNT equivalency
model to three-dimensional computational fluid dynamics that consider the
attenuation and reflection of the blast wave due to obstacles in the blast path.
Explosion models most commonly used for the rough explosion magnitude
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estimate, required for selecting SIL levels, include TNT equivalency, TNO
multi-energy, and Baker-Strehlow-Tang.

Figure 40, Example of a vapor cloud explosion (BLEVE)

4.2.5.2 Physical explosions

Explosions can be caused either by ignition of flammable materials, as
discussed previously, or by the sudden catastrophic rupture of a high pressure
vessel.

The blast wave created by the high pressure vessel rupture is often called a
physical explosion. Even if the causes of these explosions are different, the
effects are essentially the same.

In a physical explosion, the blast wave happens when the potential energy that
is stored as high pressure in the vessel, is transferred to kinetic energy when
the material stored in the vessel is released.

A fireball may also occur if the released material is flammable and is
immediately ignited.

A treatment on how to handle the effects of a physical explosion can be found
in the “Guidelines for Chemical Process Quantitative Analysis” edited by
CCPS.

The most used model for physical explosions is the same as the TNT
equivalent model, except that it uses an alternate method to determine the
energy that contributes to the blast wave.

When performing a TNT equivalency analysis of a flammable material, the
heat of combustion of the material is used to determine the amount of energy
released. In case of physical explosion, the amount of work required to
compress the gas from ambient conditions to the conditions under which the
release occurs is assumed to be the energy contributing to the blast.
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4.3 Toxic hazard: Dispersion modeling

Although the release of toxic chemicals may produce little, if any, property
damage, it may result in a significant impact on the workforce and any
surrounding off-site population (see Bhopal page 15).

The effect of a toxic release will be caused by the biological reactivity of the
toxic chemical substance, and not by any primarily energetic reaction that
occurs. As such, we can identify the effects of a toxic chemical release by first
determining what concentration of the material will be present in areas
downwind of the release and then what biological toxic effects these
concentrations have. This analysis of the concentration of materials
downwind of releases is called dispersion modeling.

Toxic effect zones are determined by the followings parameters:
o Release quantity

Duration of release

Source geometry

Elevation/orientation of the release

Initial density of the release

Prevailing atmospheric conditions

Surrounding terrain

Limiting concentration (endpoint)

00000 O0D

The most critical parameters are briefly discussed in the following paragraphs,
with special emphasis on their influence on the process of estimating the
distance of downwind dispersion effects.
The release quantity refers to the quantity of a hazardous chemical material
that is released when an accident occurs. The release quantity is the single
most important factor in determining dispersion effect distances. If the
duration of the release is long, it may consider the release rate instead of the
released quantity.
In general, larger quantities lead to larger dispersion distances. However, the
dispersion distance does not increase linearly with quantity of release rate.
For gaseous and liquefied gas releases, the vapor release rate will be the same
as the discharge rate. However, for liquids, the vapor release rate is governed
by the evaporation rate of the liquid and will always be less than the total
liquid release rate.
The duration-of-release parameter depends on the situation that causes the
release as well as the physical characteristics of the release. Most dispersion
models use one of the following two extreme cases:

o The release is assumed to either occur continuously, in which case the

material is released at a constant rate for a long time, or
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a Instantaneously, in which case the entire quantity of material is released
at once. (e.g. pressurized storage tank rupture)

Under the instantaneous release assumption, the duration of the release should
be very short, and the total quantity of chemical released during the accident
contributes to the dispersion hazard.

Under the continuous release assumption, the release rate is the most
important parameter because the downwind concentration profile of the
released material will come to a steady state.

The continuous addition of more material will only maintain the concentration
profile at constant level, but will not extend it further downwind.

Among the atmospheric conditions which influence the release, there is
the wind speed and the stability of the atmosphere: a weak wind will slow
the dilution and therefore will enlarge the area of influence; moreover the
toxic cloud will move slower using more time to reach the final
concentration of balance.

Atmospheric conditions that impact the effect zone of a toxic release include
atmospheric stability and wind speed. A lower wind speed leads to slower
dilution and, hence, larger hazard areas. Lower wind speed also means that
the vapor cloud will travel more slowly and take longer to establish a steady-
state concentration profile. Atmospheric stability refers to the vertical mixing
of the air to disperse a released chemical. These are classified as Pasquill
Stability Classes, which range from A (highly instable), to F (highly stable) °.
Generally the late afternoon hours are typically categorized as A or B,
whereas the calm hours of the night or early morning are usually in the E or F
categories. The stability determines the velocity of dispersion, and therefore F
stability usually leads to very large dispersion distances because very little
vertical mixing is occurring.

With everything equal, the difference in the dispersion distance for F stability
and A stability can easily be an order of magnitude.

The prevailing wind direction at the time of any release will determine in
what direction a vapor cloud will move as well as the specific population and
property that may be impacted.

2 F. Pasquill and F.B. Smith, Atmospheric Diffusion, 3 ed., John Wiley & Sons,
Ltd., New York, 1983.
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The limiting concentration or endpoint is the cutoff point for the parameter of
interest, usually the point where effects such as injury or death are expected to
end. For instance, when modeling a release of Hydrogen Sulfide (H,S), an
analyst might wish to determine the size of the effect zone in which the value
Immediately Dangerous to Life and Health (IDLH) is exceeded.

In this case, the limiting concentration would be 100 ppm. As one would
expect, limiting concentration affects the dispersion distance inversely, with
lower limiting concentrations leading to large dispersion distances.

As with source release rates and dispersion distances, the effect is not linear.
The benchmarks used to determine the effect of toxic chemicals include
Emergency Response Planning Guidelines (ERPGs), which were established
by the American Industrial Hygiene Association (AIHA).

Another such set of benchmarks is the Immediately Dangerous to Life
and Health (IDLH) levels suggested by the U.S. National Institute of
Occupational Safety and Health (NIOSH).

It is important to distinguish between concentrations at which there will be
some observable effect and concentrations at which one can expect serious ill
effects and potential fatalities (Bhopal).

Typically, the concentration at which one can expect fatalities are
significantly higher (nearly 100 times in some chemicals) than the suggested
ERPGs or IDLHs.

Information on the toxic effects of various compounds can be found in many
different places. One basic starting point is the Material Safety Data Sheet
(MSDS) for a substance.

This information is required by law in The United States, and it can be readily
found in databases accessible through the World Wide Web at numerous
public sites, including http://siri.uvm.edu maintained by the University of
Vermont and the Vermont Safety Information Resources Inc.

Specific IDLH database information as well as other toxicity data can be

found through the U.S. National Institute of Occupational Safety and Health
Web site at http://mww.cdc.gov/niosh/database.html.

86



8BSafety Instrumented Systems (SIS)

Chapter 5 Safety Instrumented Systems (SIS)

51 Introduction

Safety Instrumented Systems (SIS) are frequently used to reduce process
hazards in production plants. For each potentially dangerous process a design
is done to detect the situation and automatically take action to prevent or
mitigate the hazardous event.

Each safety function is called Safety Instrumented Function (SIF).

For each SIF, the required Risk Reduction Factor (RRF) is determined.

A number of SIFs, associated with a particular process, are typically
implemented within a single SIS.

Programmable Electronic Controller

| Logic Solver ‘

| Inputs | Outputs |

Sensor
PT
Sensor
Process

— SR ] —

p Sy

Figure 41, Example of a small SIS

A simple SIS is shown in Figure 41 together with a logic solver in a safety
instrumented function.
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SIS have many implemented safety functions, one for each potentially
dangerous condition, in a single logic solver, which collects and analyzes data
information from sensors to determine if a dangerous condition occurs, and
consequently to start a shutdown sequence to bring the process to a safe state.
Typically these control systems are called “safety-related systems”.

A potentially dangerous condition is called “demand”.

The majority of SIS are based on the concept of de-energizing to trip,
meaning that, in normal working conditions, input and output are energized
and the programmed action to prevent or mitigate the dangerous event
consists in the opening of a connection by de-energizing an electric circuit.
This action is called “trip”.

A SIS is composed of process connections, sensors, logic solver, and final
elements. Sensors may be temperature/pressure measurement devices, flame
detectors, toxic gas detectors, emergency switches or many other devices.
Final elements range from simple solenoid valves to large control valves with
their associated actuators.

One type of logic solver is a programmable logic controller (PEC) which
consists of input circuitry, a logic solver and output circuitry.
The logic solver is implemented using a microprocessor and software.
Different types of input output circuitry exist to interface either analog and
discrete sensors or final elements.
Particular SIS are:

o ESD: Emergency Safety Shutdown system;

o BMS: Burner Management System;

o F&G: Fire and Gas system.

A SIS includes instrumentation and/or controls installed to prevent or mitigate
hazardous conditions, or to bring the process to a safe state, in presence of a
safety demand. This can happen if specific process conditions are violated,
e.g. pressure, level, temperature alarms. SIS are used for any kind of process
in which hazard and risk analysis require their use.

SIS availability depends on:

o Failure rate and failure mode of components or sub-systems
Component architectures (1001, 1002D, 2002, 2003, etc)
Voting circuits
Diagnostic coverage

a
a
a
o Periodic testing frequency
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Safety requirements

SIS functional safety requirements specify:

]
]
]

Q

logics and actions that a SIS has to comply with;

process actions a SIS has to perform;

process conditions to initiate such actions, including manual shutdown,
power supply failure, etc.;

requested SIL level and required performance to achieve it.

IEC 61511 standard specifies requirements that shall be sufficient to design
the SIS and shall include the following:

Q

]
]
]

[ Iy [m]

[m]

A description of all the necessary SIFs to achieve the required functional
safety.

Requirements to identify and take account of common cause failures.

A definition of the safe state of the process for each identified SIF.

A definition of any individually safe process state which, when occurring
concurrently, creates a separate hazard (e.g. overload of emergency
storage, multiple relief to flare system).

The assumed sources of demand and demand rate of each SIF.
Requirements for proof-test intervals.

Response time requirements for the SIF to bring the process to a safe
state.

The SIL and mode of operation (demand/continuous) for each SIF.

A description of process measurements and their trip point.

A description of process output actions and the criteria for successful
operation (e.g. requirements for tight shut-off valves).

The functional relationship between process input and output, including
logic, mathematical functions, and any required permissions.
Requirements for manual shutdown.

Requirements relating to energize or de-energize to trip.

Requirements for resetting the SIF after a shutdown.

Maximum allowable spurious trip rate.

Failure modes and desired response of the SIF.

Any specific requirements related to the procedures for starting up and
restarting the SIF.

All interfaces between the SIS and any other system, including BPCS and
operators.

A description of the modes of operation of the plant and identification of
the SIFs required for operating within each mode.

Application software safety requirements (listed below).

Requirements for overrides / inhibits / bypasses including how they will
be cleared.
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Sub

The specification of any action necessary to achieve or maintain a safe
state in the event of fault(s) being detected in the SIF.

The mean time to repair which is feasible for the SIF.

Identification of the dangerous combinations of output states of the SIS
that need to be avoided.

Identification of the extremes of all environmental conditions which are
likely to be encountered by the SIS.

Identification of normal and abnormal modes for both the plant as a
whole (e.g. plant startup) and individual plant operational procedures.
Definition of requirements for any safety instrumented function necessary
to survive a major accident event (e.g. the time required for a valve to
remain operational in the event of a fire).

clause 12.2 of the standard provides requirements for the specification of

the application software safety requirements.

It is

essential for the application software specifications to be consistent with

the safety requirements listed below:

a

a
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An application software safety requirements specification shall be
developed.
The input to the specification of the software safety requirements for each
SIS subsystem shall include:

o specified safety requirements of the SIF;

o requirements resulting from the SIS architecture;

o any requirements of safety planning.
The specification of the requirements for application software safety shall
be sufficiently detailed to allow the design and implementation to achieve
the required safety integrity and to allow an assessment of the functional
safety to be carried out.
The application software developer shall review the information in the
specification to ensure that the requirements are unambiguous, consistent
and understandable.
The specified requirements for software safety should be expressed and
structured in such a way that they are clear, verifiable, testable,
modifiable and traceable.
The application software safety requirements specification shall provide
information allowing proper equipment selection.
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5.3 Average Probability of Failure on Demand
(PFDavg), Safety Integrity Levels (SIL)

Assigning a SIL level to a SIF is a decision to be taken in consequence of
process hazard and risk analysis. It is based on the value of risk reduction, or
how the risk has to be reduced to reach an acceptable level.

SIS design requirements, from operability to maintenance, must be verified
and compared to the SIL level initially assigned.

Table 1, extracted from IEC 61508 and IEC 61511 standards, is used to
calculate the SIL level of SIF single components, and consequently the
SIL level of the entire safety function.

SIL PFDavg RRF PFDavg
Safety Integrity Average Risk reduction Average
Level probability of factor probability of
failure on demand failure on demand
per year per hour
(low demand) (high demand)
SIL 3 >10"to<10°® 10000 to 1000 >10%to< 107
SIL 2 >10°to<10? 1000 to 100 >107to< 10°
SIL 1 >10%to< 10™ 100to 10 >10°to<10°

Table 1, Safety Integrity Levels and Probability of Failure on Demand according
IEC 61508 and IEC 61511 standards

This chapter describes the calculation of PFDavg, and its concerns.

Table 2 lists the simplified equations, used to calculate the values of PFDavg
for different subsystems or component architectures, with different values of
TI (periodic test time interval).

Note that the following equations do not yet take common cause (B) and

diagnostic coverage factors (C) into account, since they will be treated later
on in the chapter.
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) PFDavg PFDavg PFDavg PFDavg
Architecture
TI =1year Tl =3years Tl =5years Tl =10 years
lool Aoy 3x Aoy 5x Aoy 10)(@
2 2 2 2
2 2 2 2
1002 Aoy gx oy’ o5x U’ 100x ou”
3 3
2002 Aoy 3% Apy 5%Apy 10x Apy
2003 Aoy’ 9% Apy? 25%hpy? 100% Ap,2
3 8] 3 8]
1003 Aoy” o7x DU 125x ou” 1000x *Du_
4 4 4 4
2004 Aoy’ 27xpy° 125xp5,° 1000% Ap,,°

Table 2, Simplified equations for PFDavg calculation

Figure 42 shows PFD (blue) PFDavg (red) at different periodic tests (TI).
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Figure 42, PFD and PFDavg at different T-proof intervals (1ool architecture)
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The following example highlights calculations for PFDavg and SIL level for
SIF components, and finally for the total SIF.

Example:
Calculate MTBF, MTBFs for spurious trips, PFDavg, RRF, and possible SIL

level of the following SIF, which includes a transmitter, a barrier, a safety

PLC, and a valve as final element, for one year T-proof test interval, and for a
1ool architecture.

The following values are assumed:

TX: MTBF =102 yrs; Apy =0,00080/yr; App=0,0010/yr; 2As=0,00800/yr
Barrier: MTBF =314 yrs; Apy =0,00019/yr; App=0,0014/yr; is=0,00159/yr
PLC: MTBF =685 yrs; Apy =0,00001/yr; App=0,0001/yr; Ag=0,00135/yr
Supply: MTBF =167 yrs; Apy =0,00070/yr; App=0,0000/yr; Ais=0,00530/yr
Valve: MTBF = 12yrs; Apy=0,02183/yr; App=0,0200/yr; As=0,04150/yr
Where:
a Al total failure rate = )\'SD + XSU + App + 7\4DU;
o MTBF: Mean time between failure;
o PFDavg: Average probability of failure on demand per year;
o RRF: Risk reduction factor;
a SFF: Safe Failure Fraction, see Section 6.4.3 at page 158.
Sub- |MTBF| 3 /yr = '\le/st hs | Ao | ou Plf)'gf‘ig %oftotal| RRF= | o | SIL
=12 =
system | (yr) |VUMTBF (vr) lyr lyr [yr houl2 PFDavg |1/PFDavg Level
Tx 102 | 0.00980 | 125 [0.00800| 0.0010 [0.00080| 0.000400 | 3.40% | 2500 |91.8% | SIL2
Barrier | 314 | 000318 | 629 |0.00159| 0.0014 |0.00019 | 0.000095 = 0.81% | 10526 |94.0% | SIL3
D1014S
PLC | 685 |0.00146 | 741 [0.00135| 0.0001 |0.00001| 0.000005 | 0.04% | 200000 [99.3% | SIL3
Valve* | 12 [0.08333| 24 |0.04150| 0.0200 |0.02183| 0.010915 | 92.87 % 92 |738%| SIL1
Power o % IL
Supply 167 | 0.00600 | 189 [0.00530| 0.0000 [0.00070| 0.000350 | 2.97% | 2857 |88.3%| SIL3
(Tsﬂ’t;“) 10 | 010377 | 17 |0.05774| 0.0225 |0.02353| 0.011765 | 100 % 85 - SIL 1

Table 3, 1001 system architecture and Tl of 1 year

* Because the Valve is not SIL rated, the standard allows to assume As = Ag = Aiwoi/2.
Therefore it is necessary to perform a Partial Stroking Test (PST) with a diagnostic
coverage of at least 52% (hqu/ As * 100) to bring the SIL Level to SIL 1.
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Consideration 1

Even if in the SIF there are SIL 2 and SIL 3 components, the allowed SIL
level for the SIF is SIL 1 only, because the RRF does not reach 100.

How is it possible to obtain a SIL 2 level for the SIF?

Two solutions:

o Using two redundant valves in 1002 architecture with 5% [ factor:
the valve’s PFDavg value changes from 0.0109 / yr to 0.000545 / yr.
But this solution may not be practically possible.

(see Section 5.4.2 at page 102 for details on [ factor)

o A more simple solution consists in connecting two identical valves in
series using suitable bypasses. In case of periodic testing, one valve
continues to serve the process while the other can be tested.
By doing so, the T-proof test interval could be lowered to 4 months
instead of one year, for one valve only, thus lowering PFDavg, and
improving RRF (as shown in Table 4).

This also leads the SIF to SIL 2 level with a higher RRF.
The result is obtained applying a Partial Stroking Test (PST) to the valve,
as shown in Table 3 (see Section 5.6.2 at page 130 for details).

Using the 2" solution, values in the table will be modified into the following:

A=
sub- (MTBF | peee MTBPSE g | don | 0w | o9 o oftotal| RRF= | o | SIL
systex (yr) S| Iy lyr /yr PFDavg |1/PFDavg Level
peryr | (yr) Apul2

TX 102 | 0.00980 | 125 0.00800 0.0010 |0.00080 | 0.000400 | 8.98 % 2500 |91.8% | SIL2

Barrier

D1014S 314 | 0.00318 | 629 |0.00159| 0.0014 |0.00019 | 0.000095 | 2.13 % 10526 | 940% | SIL3

PLC 685 | 0.00146 | 741 0.00135| 0.0001 | 0.00001 | 0.000005 | 0.11 % 200000 | 99.3% | SIL3

Valve* 36 | 0.02750 73 0.01370| 0.0066 | 0.00720 | 0.003602 | 80.91 % 278 73.8% | SIL2

glj’;‘fl'; 167 | 0.00600 | 189 |0.00530 | 0.0000 |0.00070 | 0.000350 | 7.86% | 2857 |88.3% | SIL3
(TSIOt;“) 21 | 004794 | 33 |0.02994|0.00910| 0.00890 0.004452 | 100% | 225 - | siL2

Table 4, 1001 system architecture and Tl of 1 year except for valve

* Performing the Valve’s T-proof test more frequently (every 4 months in this case)
increases the RRF value and consequently the SIL Level.
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Consideration 2

Each subsystem’s PFDavg has a percentage value in relation to the total.
Component manufacturers list in their functional safety manual, the value of
PFDavg obtained by authorized certification bodies like TUV, EXIDA, FM.
These bodies apply a conventional “weighing” of the PFDavg of the
component in consequence of its importance in the entire loop, as reported in
the following Table:

Subsystem PFDavg 1001 (%)
Transmitter 20 %
Barrier 10 %
PLC 25%
Valve 35%
Power Supply 10%
Total (SIF) 100 %

Table 5, PFDavg “weighing” for 1001 system architecture

These criteria are not mentioned in any safety-related standard, but are applied
by approval bodies basing on their experience.

In any case, project engineers can use different criteria, for a specific SIF
under investigation, when assigning PFDavg percentages to the components.
For example, IS barriers are supposed to use no more than 10 % of the total
PFDavg available for the SIF. This means that SIL 3 qualified barriers have to
have PFDavg values listed in Table 1 for SIL 4 level (multiplication factor
between SILs levels is 10).

When inspecting component safety manuals, it is important to verify that the
PFDavg value is “balanced” within the desired safety function.

Data reported in the previous examples refer to GM barrier model D1014.

The percentage used for SIL 3 level is 2.13 % of the total value requested to
the SIF.

These *“weighing” criteria are not mandatory and a design engineer may
decide to use 20% instead of 10% for a specific SIL level of a SIF.

Because the required safety integrity level of the SIF is SIL 2, the mentioned
barrier can be used on a SIL 2 level for 10 years T-proof time interval instead
of one year.

Indeed, multiplying by 10 the PFDavg of one year, the result is a value of
0.001, which is lower than 10% of the value indicated in the table 1 for a SIL
2 level (0.01).
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aTXx
0 M Barrier
92.87% 2.97% gPLC
OValve
3.40% HPS
0.81%
SIL 1 (Table 3) 0.04%

7.86%
80.91% ’

8.98%

SIL 2 (Table 4) 213%

0.11%

Figure 43, PFDavg distribution within the SIF

Consideration 3

The SIF has a safety integrity level SIL 2, a MTBF of 21 yrs, a MTBFs of 33
yrs, and a safety shutdown every 112 yrs (1 / Apy SIF) providing the periodic
tests are performed according the following table:

Subsystem T-proof test timeinterval
Transmitter 1yrs
Barrier 10 yrs
PLC 20 yrs
Valve 4 months

Table 6, 1001 system architecture and T-proof test interval optimization

All the above is valid only if the periodic manual tests are carried out
regularly, and with an effectiveness of 100% or very close to it.
This means that the tests have to be able to detect almost all the Apy of single
SIF components. Practically these percentages, which have to be clearly
identified in the component functional safety manual by the manufacturer, can
vary from 50 % to 99 % depending on the type of test.
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Without these percentage values, maintenance engineers could not calculate
the new value of PFDavg of the SIF. Equations which take into consideration
PFDavg corrections with percentage of tests effectiveness are presented in this
chapter at Section 5.4.3.1 for to be used by design and maintenance engineers.

Reliability data, detailed description with results of periodic testing and
percentage of tests effectiveness, must be included in the component
functional safety manual; otherwise they have to be requested to the supplier.

Consideration 4

What actions should be taken when reliability data, for the single components
of the SIF, are not available?

This may be the case of mechanical components like valves, actuators, or
other similar devices.

Standards do not help much in these cases. Usually MTBF data is available
from the component’s supplier, or can be found into plant maintenance
reports. Starting from MTBF it is possible to calculate the total failure rate,
A=1/MTBF.

A good conservative suggestion is to use the total failure rate as dangerous
undetected. However, a more practicable way is to follow suggestions
discussed at point 5.6.2 using, where possible, the valve’s “Partial Stroking
Test” which can reveal up to 80% of effectiveness bringing dangerous
undetected failures from 100% (L) to 20% (Apy).

By doing so, a higher SIL level can be more easily achieved.
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5.4  System architectures

5.4.1 Introduction

A set of widely known system / component architectures are now briefly

presented.
lool A
A
2002
B

i,

1loo2

2003

Q>S5 ——0<

C o

Figure 44, Schematic diagrams of some system architectures

Supposing a device in 100l architecture, with a probability of safe failure of
0.04 / yr, and a probability of dangerous failure of 0.02 / yr: in the following
is compared between different system

table the value of PFDavg

architectures.

Probability Free iy

: of safe MTTFs MTTFp

Ar chitecture failure Ve dangerous Vs
Y failure y
per year
per year

lool 0.0400 25 0.0200 50

1002 0.0800 125 0.0004 2500

2002 0.0016 625 0.0400 25

2003 0.0048 208 0.0012 833
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5.4.1.1 1001 Architecture (one-out-of-one)

Starting with a base case of a simplex (non redundant) system referred to as
1lool (one-out-of-one) an example of a safe failure consists of a relay contact
opening and de-energizing the system causing a nuisance trip.
Assuming a failure probability in this mode of 0.04 / yr, it means that in a
given time period (e.g. 1 year) the system has a 4 % probability of suffering a
nuisance trip. The system can be thought as 4 systems out of 100 causing a
nuisance trip within a year or 1 system in 25 causing a nuisance trip, or a
MTTFsof 25 years.
An example of a dangerous failure would be where the relay contacts are
welded shut and won’t operate when needed. An example of a dangerous
failure would be where the relay contacts are welded shut and won’t operate
when required.
Assuming a failure probability in this mode of 0.02 / yr it means that, in a
given time period (e.g. 1 yr):

o the system has a 2% probability / yr of not operating properly on demand

o or two systems out of 100 not responding in a year

o or one system out of 50 non responding in a year

o ora MTTFp (danger) of 50 years (1/0.02).

5.4.1.2 1002 Architecture (one-out-of-two)

Dual 1002 system architecture has the outputs wired in series, assuming
closed and energized contacts. One out of two means the system only needs
one channel to perform a shutdown.

If both channels can shut the system down, and there is twice as much
hardware, there are twice as many nuisance trips. Therefore, probability
moves from 0.04 to 0.08/ yr, that is 8 systems out of 100 causing nuisance
trips within a year, or MTTFs (safe) of 12,5 years.

In the dangerous mode, this system fails to function only if both channels fail
dangerously at the same time. If one is stuck, the other can still de-energize
and shutdown the system. What is the probability of two simultaneous
failures? 0.02 x 0.02 = 0.0004 / yrs. That is like 4 systems out of 10,000 not
responding in a year, or 1 in 2,500, or a system with 1 probability of failure in
2500 yrs, or MTTFp (danger) = 2,500 yrs.

In other words, a 1002 system architecture is very safe (the probability of a
dangerous system failure is very small), but the system suffers twice as many
nuisance trips as a 1ool system, which is not desirable from a loss of
production standpoint.
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5.4.1.3 2002 architecture (two-out-of-two)

Dual 2002 system architecture has the outputs wired in parallel.
Here, both channels must de-energize in order to perform a shutdown.

This system fails to function if a single channel has a dangerous failure.
Since the system has twice as much hardware as a simplex (1001) system, it
has twice as many dangerous failures. Therefore the 0.02 probability / year
doubles to 0.04 / yr, or 4 systems out of 100 not responding in a year, or one
in 25, or MTTFp =25 yrs.

For this system to have a nuisance trip, both channels have to suffer safe
failures at the same time. As before, the probability of two simultaneous
failures is 0.04 x 0.04 = 0.0016 / yr.

This is like 16 systems out of 10000 causing a nuisance trip within a year, or
1 system in 625 years, or MTTFs =1/0.0016 = 625 yrs.

So 2002 system architectures protects against nuisance trips (probability of
safe failure is very small), but the system is less safe than simplex lool,
which is not desirable from a safety standpoint. This is not to imply that 2002
systems are “bad” or should not be used. If the PFDavg, which is the number
we are concerned about from a safety standpoint, meets the overall safety
requirements, then the design is acceptable.

5.4.1.4 1003 (one-out-of-three) Triple modular architecture

(TMR) systems, was very common in the mid 80s, because early computer
based systems had limited diagnostic.

For instance, if there were only two signals and they disagreed, it wasn’t
always possible to determine which one was correct. Adding the third channel
solved the problem.

Triple Modular Redundancy is used where functional safety for a long period
(5-10 yr) is required without having to stop equipments for maintenance.

This is the case of large rotating machines like gas turbines, compressors, etc.
Another application for TMR is when it is required to obtain SIL 3 safety
level when only SIL 1 devices are available.
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5.4.1.5 2003 Architecture (two-out-of-three) and
1002D (one-out-of-two with diagnostics)

2003 system architecture is a majority voting system.

Whatever two or more channels say, that is what the system does.

What initially surprises people is that 2003 system has a higher nuisance trip
rate than a 2002 system, and greater probability of a fail to function failure
than a 1002 system.

However the system architectures 1002 and 2002 are not good for both safety
failure and nuisance trip, while 2003 system architecture is good for both
types of failures (safe and dangerous).

Thanks to the improvements made in hardware and software failures in the
dual redundant computer-based systems can now be diagnosed well enough to
tell which of two channels is correct if they disagree. The industry refers to
this newer dual design as 1002D.

These systems are certified by independent agencies (e.g. TUV and FM) to
the same performance levels as the TMR systems.

Unfortunately, safety certifications do not cover nuisance trip performance.
Therefore TMR vendors criticize 1002D systems on this issue.

However, it must be noticed that because of the continuous improvement of
safety PLC technology, some 1002D safety PLC systems have now good
nuisance trip performances too.

The advantages of 2003 or 1003 architectures are still great when dealing with
not intelligent devices like thermocouples, RTDs, contact, relays, pressure
switches, and other similar components.

Example

A very good thermocouple has MTBF = 500 years and PFDavg|.y, = 0.0005.
Total Failure rate A is 1/MTBF = 0.002. Apy can be assumed A/2 = 0.001.
Using 3 thermocouples in 2003:

A =0.006

MTBF = 166 yrs

PFDavg = 0.000001 / yr (see Table 2 at page 92)
PFDavg|g=100 = 0.00005 / yr (see Table 8 at page 102)

Finally, the advantages of each system architecture must be compared to its
costs for a correct and complete evaluation.
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5.4.2 Common cause factor (B) and PFDavg for redundant
architectures

Chapters 3.4.3 and 3.4.4 briefly introduce the concept of dependent,
or common cause, failures. The values of B factors are not simple to calculate
and usually the same value is used for a component or for the electric part of
the SIF. For example a value is used for Transmitter, Barrier and PLC while, a
different B value can be used for the final elements.

Guidelines for calculation can be found in IEC 61508 Part 6 Annex D.

f factor must be considered when a redundancy of components, or
subsystems, is required in order to lower the value of PFDavg.

Simplified equations, shown at Section 5.3, do not consider the contribution
of B factor. These equations corrected with 3 appear as the following:

Architecture S|mpl|_f|ed Simplified equation with p factor
equation
1002 %X(/?,DU XTI %x[(l—ﬁ)x(ﬂw XTI )]2 +%x(ﬂxﬂDU xTI')

1o02D %X(ZDU XTI )2 %x[(l—ﬂ)x(%u XTI )]2 +%x(ﬂx/lDU xTI)

2002 Aoy XTI [(1-B)% (Ao XTI )]+%x(ﬁx/1DU xT)
2003 (Apu xT1 ) [(1-8)%(Apu xT! )]2 +%><(,B></1DU xTI)
1003 %x(ﬂ@u <1y’ %[(1—ﬂ)x(ﬂ®u Sl +%x(ﬁ></1DU <TI)

Table 8, PFDavg formulae considering Beta Factor

Typical values of  range from 1% to 10%.

The second term of the equations is the PFDavg value contribution due to
[ factor, derived from the 1001 (simplex) architecture.

As it can be seen in the following example, the second term (3 dependent) has
a much higher value compared to the first one. Therefore in a redundant
system,  factor limits the reduction of PFDavg value to about 100 times for

B = 0.01 (1%) or 20 times for p = 0.05 (5%) the value for the lool
architecture.
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Example:

AMu = 0.01/yr;
Tl = 1lyr,

B = 0.05

For 1002 the equation is:
1 2 1
gx[(l—ﬁ)x(ﬂDU XTI )] +E><(,B></1DU xTl)=

= %X[O.%x 0.01)" +%><(0.05>< 0.01x1) =
= 0.00003+0.00025 = 0.00028 / yr

Comparisons

PFDavg RRF
1001 =0.005/yr lool =200
1002 = 0.00003/yr (nop factor) |loo2 = 33333 =200 x 166.6
1002 =0.00082/yr (1% p factor) |1002 = 12195 =200 x 61
1002 = 0.00028 / yr (5% B factor) |loo2 =3571=200x17.8
1002 =0.00053/yr (10% p factor) 1002 = 1897 = 200 x 9.48

Considerations

o Without B factor, PFDavg of 1002 architecture is 166.6 times better than
PFDavg value of 1001 architecture.

o With 1% B factor, PFDavg of 1002 architecture is 61 times better than
PFDavg value of 1001 architecture.

o With 5% p factor, PFDavg of 1002 architecture is 17.8 times better than
PFDavg value of 1001 architecture.

o With 10% B factor, PFDavg of 1002 architecture is 9.48 times better than
PFDavg value of 1001 architecture.
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5.4.3 1lool system architecture

+
PLC - Channel 1
Logic Output
IS Input Solver circuit
barrier circuit Common zl
circuits '
Final
element

Figure 45, 1001 system architecture

Figure 45 shows a 1ool minimum system architecture, which could be a
single safety SIF representing a safety loop, including a sensor / transmitter in
hazardous location, an intrinsic safety barrier interface, connected in series
with a safety PLC control loop, which drives an actuator or a final element

(e.g. valve).
The system can fail dangerously for detected or undetected failures App and
;\,Du.
TI
PFDavg = App XRT +4p x?
Where:

o RT: repair time in hrs, conventionally = 8 hrs.
a TI: “T-proof test interval” (time interval between two periodic manual
proof tests), usually 1, 3, 5 or 10 yr. (1 yr = 8760 hr).

For 1 yr T-proof :
PFDavg = App X8 +Ap, x4380

Very often the value of App X 8 is much less that Apy X 4380 and with
approximation:

PFDavg = Apy X%
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The calculation of PFDavg has to be carried out for all SIF components,
therefore total system PFDavg :

PFDavg system =
PFDavg sensor +
PFDavg barrier +
PFDavg PLC controller +
PFDavg actuator/valve

Example:
Let’s assume a failure rate, for dangerous undetected failures,
(Aou) of 250 FIT / hr = 0,0025 / yr

for TI=1yr: PFDavg = 0,0125/ yr
for TI=3yr: PFDavg = 0,0375/3 yr
for TI=5yr: PFDavg = 0,0626 / 5 yr

System MTTF (MTBF) calculation is obtained:
1
ZXTOT

Aot = Asensor T Aearrier T AconTROLLER T MvaLve

MTBF(system) =

Remembering that any single component failure rate has to be subdivided into
the four basic categories:
A= 2pp +Apy tAsp T Asy

Where:
App: dangerous detected failure rates;
Apu: dangerous undetected failure rates;
Asp: safe detected failure rates;
Asu: safe undetected failure rates;

For systems where the majority of safe failures are detected the MTBFs for
nuisance trips can be calculated:
1

MTBF, =
S TOT

Ator = Assensor T Asearrier +AsconTroLLER T AsvaLvE
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5.4.3.1 Effectiveness of manual periodic tests influence on
PFDavg calculation for 1001 system architecture

When the effectiveness of periodic a proof test, to reveal dangerous failures, is
100%, the simplified equation for PFDavg, is:

PFDavg = Ap,, x%

Otherwise, when the effectiveness is not 100%, the equation is:

PFDavg = (Etxipy xg) +[(1- Et)xApy X%}

where:
Et: periodic testing effectiveness to reveal dangerous failures (e.g. 90%)

SL.: system lifetime. The system lifetime may be the time the system is
completely tested, replaced, or the lifetime of the plant if the system is
never fully tested or replaced.

for TI = 1 yrand SL = 12 years, the PFDavg simplified equation is:

Ap
2

U)+[(1'Et)xxoux%}

I3FDan|TI=1,SL=12 = (Et x

Example 1:
Apu=0.01/yr
TI=1yr
Et=90%=0.9
SL=12yr

At first installation (brand new system):
PFDavg =0.01/2 =0.005/yr
RRF =1/PFDavg =1/0.005=200(SIL 2)

After one year:
PFDavg = (0.9 x 0.01/2)+ (0.1 x 0.01x6)=0.0105
RRF=1/PFDavg=1/0.0105=95(SIL 1)

After one year, as well as after each periodic proof test, the SIL level has
moved from SIL 2 to SIL 1.
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Example 2:
Aou=0.01/yr
TI=1yr
Et=99% =0.99
SL=12yr

After one year:
PFDavg = (0.99 x 0.01/2) + (0.01 x 0.01 x 6) = 0.0056
RRF =1/PFDavg=1/0.006 =178 (SIL 2)

After one year, as well as after each periodic test, SIL level is still SIL 2.

5.4.3.2 Influence on PFDavg calculation due to manual test
duration in 1001 system architecture

To test a safety system online (while the process is still running), a portion of
the safety system must be placed in bypass in order to prevent shutting
something down. The length of the manual proof test duration can have a
significant impact on the overall performance of a safety system.

During the test, a simplex 1001 system must be taken offline.

Its availability during the test is zero. Redundant systems, however, do not
have to be completely placed in bypass for testing. A leg, or slice, or a dual
redundant system can be placed in bypass one at a time.

In fact a dual system is reduced to simplex during a test, and a triplicate
system is reduced to dual.

As consequence the simplified equation:

PFDavg = Apy xg

shall be modified to:

TI TD
PFDaVQ = Ary(s X— +——
9= fou X5 T

where TI is the proof test interval and TD the test duration.
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Example 1:
Apu = 0.002/ yr
TI=1yr
TD=8hr

PFDavg = 0.001 + 0.0009 = 0.0019;
RRF =1/ 0.0019 = 526 (suitable for SIL 2 level)

Example 2:
Apu = 0.002/ yr
TI =1yr

TD =96 hr

PFDavg = 0.001 + 0.01 = 0.011;
RRF =1/0.011 = 90 (suitable for SIL 1 level)

The combination of both, effectiveness and test duration, brings to the
following PFDavg equation:

A
PFDavg = (EtX%) +%+[(1- Et) X Apy x%}l
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5.4.3.3 PFDavg interpretation

The IEC 61508 standard requires a probabilistic evaluation of each set of
equipment, or group of these, used for risk reduction purpose in safety-related
systems. Different orders of magnitude risk reduction levels are achieved on
the average probability of failure on demand (PFDavg), often called average
probability of dangerous failure.

A number of different methods have been used to calculate this probability.
Among the most popular are fault tree analyses, reliability block diagrams,
simplified equations, derived using a number of different ways, and Markov
models.

For those who use Markov models, different solution techniques are used.

The fundamental problem is that these different methods give results that vary
by 2X for same set of parameters.

Fortunately for 1001 (simplex) architectures the results are the same.

Part of the problem may be the different interpretation of the meaning of
PFDavg as unreliability indicator, or indicator of safety unavailability.

PFDavg as Unreliability indicator

For this consideration, the unreliability function is calculated as a function of
time interval, for a specified mission time usually equal to a “proof test”
interval, for industrial equipments.

Then the function is averaged over the entire mission time.

This model is used for safety-related systems with the assumption that the
system is periodically inspected and tested.

It is also assumed that the periodic proof test will detect all failed components
and the system will be renewed to perfect condition.

Therefore the unreliability function is perfect for the problem.

The system may fail right after the inspection, right before the inspection or at
any time between. Therefore the PFDavg is the average value of the
unreliability function plotted over the inspection period.

Figure 42 at page 92 shows this interpretation, and the simplified equation is:

PFDavg = Apy X%
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PFDavg as Safety unavailability indicator

PFDavg is interpreted as steady state unavailability of the safety system.
SIS unavailability is determined by the unavailability of all its components.
For a system architecture 1oo1:
Availability = —*—
pti
1 A

Unavailability =1- Availability =1-—— =
HEL ptd

because p >> A

Total unavailability = *
I

Safety Unavailability = Aoy
n
remembering that:
Safety Availability = 1- PFDavg

therefore
Safety Unavailability =1- (1- PFDavg) = PFDavg

Assuming that the failures are not detected during normal operation (typical
for type A components), it is argued that the average time to restore includes
detection time plus actual repair time. The average detection time equals one
half the inspection period, Tl (T-proof test period) assuming that failures are
equally likely at any time.

If the actual repair time is insignificant compared to the inspection period
(TI), the average “repair” time (“mean time to restoration” in IEC 61508) is:

MTTR=TI/2
and
u=2/TI

Substituting the above equation into the Safety Unavailability equation:

U=2Xdu/
we obtain

PFDavg =Adu Tl /2

the same results as per the unreliability approach.
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The identical approximations of the two equations lead many to conclude
that either method, unreliability averaged or unavailability, may be used to
calculate PFDavg for 1001 architecture.

However, the equations are different for systems with redundancy in the
safety function.

PFDavg calculation of redundant components, depends primarily on the
contribution of B factor (common cause factor, see chapter 5.4.2 at page 102).
This means that, independently from the used architecture, the PFDavg value
is B multiplied by PFDavg of a simplex (1ool) architecture, for which the
unreliability and unavailability approaches have the same results.

Finally, when a risk reduction factor (RRF) has been determined for a specific
SIF, and because its reverse is PFDavg, it is immediately possible to calculate
the maximum repair time allowed for that specific safety function.

Example:

RRF = 1000; PFDavg = 0.001/year

Simplifying one year = 10.000 Hrs

The maximum repair time allowed in one year is about 10 hours.

This for all components included in the SIF, typically:
transmitter + barrier + logic solver + final element + power supply.

This time, usually indicated MTR (mean time to restore), refers to the average
(unplanned) system downtime including delays for maintenance
and supply resources.

MTR is an appropriate measure when maintenance and supply resources are
included as requirement for the maintainability.

For SIL safety functions, the maintainability is a must.

As shown at 5.4.3.2 at page 107 the repair time can degrade the SIL level very
easily.

Typically, for a SIL 2 safety function this time is considered from 8 to 10 hrs
per year, while for a SIL 3 function it is about 1 hr per year.

! “What is a PFDavg?” Julia V. Bukowski, Jan Rouvroye and William M. Goble
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5.4.4 1002 architecture

+
Channel 1 PLC — Channel 1
Output
IS barrier Input Logic Solver circuit
L » circuit common
@ ch-1 circuits zl
?
Channel 2 PLC — Channel 2
Output
IS barrier Input Logic Solver circuit
Ch.2 (—» circuit common
' circuits )
T Final
element
Final
element

Figure 46, 1002 system architecture
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1002 system architecture uses two channels, each with sensor / transmitter,

IS barrier, and PLC control circuit in parallel, driving two final elements
connected in series.

The system can fail dangerously for detected or undetected failures
AbD and 7\4DU-

As already described, this system architecture is used to minimize the effects
of dangerous undetected failures Apy.

In the dangerous mode, this system would fail to function only if both
channels were to fail dangerously at the same time.

1002 system has a low probability of failure on demand for safety, but twice
as much probability of nuisance trips, compared to simplex system, because it
has twice as much hardware.

PFDavg equation is the following:

PFDavg =
Tl 2
= Apuc x?“‘ Appc XRT +(Appy XRT)" +
+ (Aoon XRT X Apyy xT')z + (*oun xT')Z
2 3

For systems with low common dangerous failure rates (Apuc and Appc) and
low repair time (RT) (conventionally RT is 8 hr, = 0,001 / yr), simplified
equation is, as already seen in Table 2:

2
T
pFDavg = Lou T

TI, “T-proof test” interval between two periodic manual proof tests, is usually
of 1, 3, 5, or 10 years.

For Tl of 1yr:

)\’ 2
PFDavg|TI:1 =200
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Example
Considering the same data used in the 100l architecture example at page 93
and introducing a 3 factor of 5% (0.05) on redundant sub-systems:

TX: MTBF =102 yrs; Apy =0,00080/yr; App=0,0010/yr; Ags=0,00800/yr
Barrier: MTBF =314 yrs; Apy =0,00019 /yr; App=0,0014/yr; is=0,00159/yr
PLC: MTBF =685 yrs; Apy =0,00001/yr; App=0,0001/yr; Ag=0,00135/yr
Supply: MTBF =167 yrs; Apy =0,00070/yr; App=0,0000/yr; As=0,00530/yr
Valve: MTBF = 12yrs; Apy=0,02183/yr; App=0,0200/yr; As=0,04150/yr

PFDavg RRF MTBFs PFDavg RRF MTBFs SIL
s lool lool lool 10022 1002 1002 SF | Lave
Tx* 0.000400 2500 125 0.00002019 | 49528 62.5 918% | SIL 3
Barrier 0.000095 | 10526 629 0.00000476 |210051 314.4 940% | SIL4
D1014D * ’ ’ ' ’
PLC 0.000005 |200000 741 0.00000500 |200000 741 99.3% | SIL3
Valve* 0.010915 92 24 0.00068768 | 1454 12 73.8% | SIL 3
—— 0.000350 2857 189 0.00001765 | 56670 94.3 88.3% | SIL3
Supply *
Total (SIF) 0.011765 85 17 0.00073528 | 1360 85 - SIL 3

Table 9, 1002 system architecture and Tl = 1 year

* Subsystems are in 1002 Architecture (obtained with two equal devices).
Note that only one barrier is needed since G.M. International D1014D offers
two completely independent channels with no common parts.

Note 1:

The Table highlights advantages of 1002 system architecture on 1ool.
Safety integrity level of the SIF has moved from SIL 1 to SIL 3 maintaining
the same T-proof test time interval of 1 year.

Note 2:

Using such system configuration, the risk reduction factor is highly increased.
If a SIL 2 level is required instead of SIL 3, it would be possible to extend the
T-proof test time interval (T1).

Table 10 shows how the 1002 SIF would change for Tl = 3, 5 and 10 years.

2 See simplified equation with B factor at Section 5.4.2, page 112
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PFDavg
System 1002 RRF Max SIL
level
1002}ri=1 0.00073528 1360 SIL3
1002]ri=3 0.00220582 453 SIL 2
1002}r=5 0.003676377 272 SIL 2
1002|ri-10 0.007352755 136 SIL 2

Table 10, 1002 SIF changes for Tl = 3, 5 and 10 years

Consideration:

In case SIL 2 level is tolerable, the periodic test time interval can be safely
extended to almost 10 yrs and some components may be used in a lool
architecture (Tx, Barrier, PLC), while the power supplies are to be preferably
redundant with N+1 modules.

A 1002 simple system architecture application is shown in Figure 47a where
two contact repeaters type D1032D and D1033D, SIL 2, are used to obtain a
SIL 3 level.

While in Figure 47b, two single isolator repeaters D1014D, rated SIL 3,
obtain either a SIL 3 for 10 years or a SIL 4 for 1 year.

Indeed the D1014D module is made of two single completely independent
channels, without any common components, including two independent
power supply circuits.

Therefore it can be considered, and used, as two single independent circuits
like two D1014S. This is why the unit D1014D can be used in SIL3 SIF with
10 years T-proof test interval or in SIL 4 SIF with 1 year T-proof.
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+
Sensor / D1032D: Contact / Proximity Repeater zf
contact 1-A
Relay output ?
or _|
D1033D: Contact / Proximity Repeater
Sensor / Transistor output zl 1-B
contact il
@ Final
Element
-
+
PLC control zl
D1014D: output 1 £
2 single
Supply
Repeater
PLC control
output 2 Z#_
Final
(b) Element

Figure 47, Components application in 1002 system architecture |
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5.4.4.1 1002 architecture for Final Element only

+
Channdl 1 PLC - Channel 1
Output
IS Input Logic Solver circuit
f circuit common
Barrier [— circuits
Ch. 1 P!
Final
element
Final
element
PFDavg | RRF | MTBFs PFDavg RRF | MTBFs SIL
SUbsystem lool lool lool 1002° 1002 1002 SFF | | evel
TX 0.000400 2500 125 0.000400 2500 125 91.8% | SIL2
Barrier 0.000095 | 10526 629 0.000095 10526 629 940% | SIL3
D1014D : : :

PLC 0.000005 [200000 741 0.000005 200000 741 99.3% | SIL3
Valve 0.010915 92 24 0.00068768 | 1454 12 73.8% | SIL3
e 0.000350 2857 189 0.00001765 | 56670 189 88.3% | SIL2
Supply

Total (SIF) 0.011765 85 17 0.00120533 829 10 - SIL 2

Table 11, 1002 system architecture for Valve only

The valve’s redundancy allows the SIF to reach SIL 2 level
with a more than satisfactory RRF value.

3 See simplified equation with p factor at Section 5.4.2, page 112
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5.45 2003 system architecture

+
Channel 1 PLC - Channel 1
zl 1A
S Input Logic Solver ?
ch.1 H» circuit common Output |
circuits circuitzl B
Il
Channel 2 PLC — Channel 2
. 2A
Barrier Input Logic Solver ?
ch2 —» circuit common Output
S circuits circuitzl -
2B
Il I
Channel 3 PLC - Channel 3
Input Logic Solver z# 3A
Barrier |y, circuit COmmon Output
Cch.3 circuits circuit
3B
Il
Final
+ Element

foali el

2

2A 1/# 3B 43A

o,

Final
Element

Final
Element

Figure 48, 2003 system architecture and voting circuit
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An architecture designed to tolerate both “safe” and “dangerous” failures is
2003 (two out-of-three).

It provides both safety and high availability with three controller units.
Two outputs from each controller unit are required for each output channel.
The two outputs from the three controllers are wired in a “voting circuit”,
which determines the actual output. This output will equal the “majority”.
When two sets of outputs conduct, the load is energized.

When two sets of outputs are off, the load is de-energized.

A close examination of the voting circuit shows that it will tolerate a failure of
either failure mode: dangerous (short circuit) or safe (open circuit).

When the unit fails creating an open circuit, the system effectively degrades to
1002 architecture. If one unit fails creating a short circuit, the system
effectively degrades to 2002.

In both cases the system remains in successful operation.

2003 PFDavg equation is:

PFDavg = Apyc x% +3xhppe XRT + 3x[(xDDN xRT)” +

2 2
(hoon *RT X houy XT1)*_ (houn XT1) H
2 3

For systems with low values of common failures (Apuc and Appc), and low
repair time* (RT) the equation can be simplified to:

PFDavg = Ao, xT17|

PFDavg|;,_, = Apy’ ’

It can be observed that 2003 PFDavg value is 3 times greater than 1002
PFDavg, therefore the value of risk reduction factor (RRF) will be lower
compared to 1002 architecture.

* Conventionally, Repair Time (RT) is 8 hours = 0,001 / yr
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Example
Considering the same data used in the 100l architecture example at page 93
and introducing a 3 factor of 5% (0.05) on redundant sub-systems:

TX: MTBF =102 yrs; Apy =0,00080/yr; App=0,0010/yr; Ags=0,00800/yr
Barrier: MTBF =314 yrs; Apy =0,00019 /yr; App=0,0014/yr; is=0,00159/yr
PLC: MTBF =685 yrs; Apy =0,00001/yr; App=0,0001/yr; Ag=0,00135/yr
Supply: MTBF =167 yrs; Apy =0,00070/yr; App=0,0000/yr; As=0,00530/yr
Valve: MTBF = 12yrs; Apy=0,02183/yr; App=0,0200/yr; As=0,04150/yr

PFDavg RRF MTBFs PFDavg RRF MTBFs SIL
s lool lool lool 2003° 2003 2003 SFF | Leve
Tx* 0.000400 2500 125 0.00002058 | 48597 | 2893518 |91.8% | SIL 3
Barrier 0.000095 | 10526 629 0.00000478 [209092| 73250735 [94.0% | SIL 4
D1014D * ’ ’ ’
PLC 0.000005 |200000 741 0.00000500 |200000 741 99.3% | SIL3
Valve* 0.010915 92 24 0.00097584 | 1025 107525 |738% | SIL 3
Power o
Supply * 0.000350 2857 189 0.00001794 | 55734 | 6592566 |88.3% | SIL3
Total (SIF) 0.011765 85 17 0.00102414 976 55546 - SIL 2

Table 12, 2003 system architecture and Tl of 1 year

* Subsystems are in 2003 Architecture (obtained with three equal devices).
Note that only two barriers are needed since G.M. International D1014D
offers two completely independent channels with no common parts.

Note 1:

Table 12 highlights advantages of 2003 system architecture on 1ool.
Safety integrity level of the SIF has in fact moved from SIL 1 to SIL 2
maintaining the same T-proof test time interval of 1 year.

The very high value of RRF shows how SIL 2 can be easily maintained even
with longer Tl intervals.

® See simplified equation with p factor at Section 5.4.2, page 112
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Note:

A simple application of 2003 system architecture is shown in Figure 49.
This has been shown to indicate the possibility to use relay output contacts
(GM International D1032 or D1033 units) in order to obtain the 2003 voting
circuit. The final element will be driven only if at least two contact repeater
units are operating correctly. SIF has a SIL 3 level.

D1032D or D1033D “#_ Al
Sensor / —
contact Output Al and A2 zl
utpu an
A2
?
zl B1
D1032D or D1033D ?
Sensor /
contact I
Output B1 and B2 zf 52
| I
D1032D or D1033D zf ¢l
Sensor / T__ _
contact
Output C1 and C2 ZJ‘ o
?
(@)
Final
| | | Element
zlAl zl A2 lez - |
! ! ?
zl B1 14 I C2 zl c1l
! i - ®)

Figure 49, Example of 2003 (a) architecture and voting circuit (b)
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5.4.6 Comparison between system architectures

Table 3 below shows the comparison between SIF values of system
architectures which have been previously analyzed.

1ool 17 0.011765 85 SIL1
1002 8.5 0.000735 1360 SIL 3
2003 55546 0.001024 976 SIL 2

Table 13, Comparison between system architectures

Observations:

o Redundant architectures increase SIL level.

o 2003 architecture is justified primarily because of the high value of
MTBFs, which means that production facilities will almost never be
interrupted for spurious (safe) trips.

o loo2 architecture is more simple, cost effective, and with a better risk
reduction factor.

Considerations:

o If the required level is SIL 1, system architecture 1001 allows a test time
interval (TI) of 10 yrs, while 2002 allows SIL 1 for 5 yrs only.

o If specified safety integrity level is SIL 2, system architecture 1ool
allows a test time interval (T1) of 1 yr, while 2002 cannot be used.

o If the required level is SIL 3, system architecture 1002 allows a test time
interval (TI) for 5 yrs, while 2003 allows SIL 3 for 3 yrs only.

o Architectures 1001 and 2002 cannot be used.

In order to confirm the SIL level for all components, calculation of SFF

values has to be carried out separately, and compared with the appropriate
Tables 2 and 3 of the IEC 61508-1.
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Following are comparison tables for PFDavg values, in different system
architectures, and different T-proof test intervals, assuming a constant value
for dangerous failure rate (Adu = 0.01/yr), and constant Mean Time To Repair
(MTTR =8 hrs = 0.0009 yrs):

Architecture Adulyr PFDavg RRF goﬁgl,z
lool 0.01 0.005900000 169 SIL2
loo2 0.01 0.000042350 23613 SIL 4
2002 0.01 0.010900000 92 SIL1
2003 0.01 0.000127049 7871 SIL 3

Table 14, TI =1 yr, TD = 0.0009 yr
Architecture Adulyr PFDavg RRF el
SIL level
lool 0.01 0.015300000 65 SIL1
loo2 0.01 0.000309005 3236 SIL 3
2002 0.01 0.030300000 33 SIL1
2003 0.01 0.000927016 1079 SIL 3
Table 15, TI = 3 yr, TD = 0.0009 yr
Architecture Adulyr PFDavg RRF el
SIL level
lool 0.01 0.025180 39 SIL1
loo2 0.01 0.000842 1187 SIL 3
2002 0.01 0.050180 20 SIL1
2003 0.01 0.002527 396 SIL 2
Table 16, TI =5 yr, TD = 0.0009 yr
Architecture Adulyr PFDavg RRF el
SIL level
lool 0.01 0.050090 20 SIL1
loo2 0.01 0.003342 299 SIL 2
2002 0.01 0.100090 10 SILO
2003 0.01 0.010027 99 SIL1

Table 17, TI = 10 yr, TD = 0.0009 yr
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5.5 Summary of simplified equations

MTTFs: Mean Time to Safe Failure

lool: MTTR =7¥i

S

loo2: MTTK S
2X g
_ 1
2002 MTTRg=—————
2xAs" xMTTR
) 1
2003: MTTRg=—————
6xAs” xMTTR

Note: These formulae are valid when MTBF >> MTTR or 1/MTTR >> .
MTBFs can be assimilated to MTTFs when repair time is negligible compared
to mission time.

MTTR: Mean Time To Repair, if not specified, is expressed in hours.

PFDavg
lool:

PFDavg = Ap X%

loo2:

TI?

TI?

PFDavg = Ap,” e (Aou, = *ou,)

124



8BSafety Instrumented Systems (SIS)

1003:

T3
(pu, # Aoy, # Apu,)

PFDavg = kDul xxDUZ xxDUB XT

T

PFDavg = Ap,* o (Ao, =*ou, = rou,)

2002:

_ TI
PFDavg = (Apy, + Aoy, )x; (Mpu, #Mou,)
PFDavg = Aoy XTI | (hou, = Aou,)
2003:

TI?
PFDavg = (7"Du1 XApu, Aoy, *Aou, trou, X Ao, )XT (pu, # Apu, # Apu,)

PFDavg = Apy, le2] (pu, =2pu, = Apu,)

2004:

PFDavg =

3
= [(7\Du1 X\pu, X hou, ) +(}"DU1 XApu, *Apu, ) +()"DU1 XApu, *Apu, )+(}"DU2 XApu, *Apu, )}xl

4
(Apu, # *pu, #Apu, #rpu,)

Note:
PFDavg formulae extracted from: “Easily Assess Complex Safety Loops”
Lawrence Beckman - Chemical Engineering Progress, March 2001
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5.5.1 Influence of time interval and duration of periodic
tests, on PFDavg, for redundant equal components

lool: PFDavg =Apy XEJ{EJ

2 Ui
T2 T MTTR
1002: PFDavgszusz+ 2xTD Xy X2 =
2002: PFDavg = Apy XTI +(%)
T MTTR
2003: PFDavg = Ap° xTI? +| 6XTDxApy X o

Where:
T1 = T-proof test interval in years;
TD = Test duration in years.

5.5.2 Application exercises using simplified equations

Example 1

With two ON-OFF shutdown valves in system configuration 1002,
assuming the following data, calculate PFDavg value for T1 of 1 yr.

All failures are considered dangerous undetected and time to replace the valve
negligible compared to operating time.

Valve 1:  MTTFp=30yr, Apur = 0.033 / yr;
Valve 2: MTTFp =50 yr, Apu2 = 0.020 / yr;
Solenoid: MTTFp =40 yr, Apuz = 0.025 / yr;

For each valve-solenoid the common failure rate () is:

Apuic= Apui + Apus = 0.058;
Apuac= Apuz + Apus = 0.045;
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PFDavg for 1002 architecture:
PFDavg = Aduye X hdu,e XTI _ (0.058x0.045x1)
3 3
Suitable for SIL 3 level applications.

=0.0009/yr

Example 2

Calculate PFDavg value for 2003 system architecture of three different
thermocouples, Tl of 1 yr. All failures are considered dangerous and time to
replace thermocouples negligible compared with operating time.

TC 1. MTTFp =500 yr, Apu1 = 0.002 / yr;
TC 2: MTTFp = 100 yr, Apuz = 0.010/ yr,
TC3: MTTFp = 50yr, Apuz = 0.020 / yr;

PFDavg =
_ TP _
= (Mpur *rpuz * Apur X Apus + Aouz XApus) XT =
=(0.002x0.01+0.002x0.02 +0.01x0.02) X% =
=0.000086/ yr

Suitable for SIL 3 level applications.

Example 3
Calculate PFDavg of a safety loop including valves of example 1, and

thermocouples of examples 2, in a safety loop and a PES with
PFDavg = 0.0005/ yr (suitable for SIL 3 level):

PFDavg = 0.0009 + 0.0002 + 0.0005 = 0.0016 / yr

Suitable for SIL 2 level applications

Note:

Examples 1,2 ,3 extracted from: “Easily Assess Complex Safety Loops”
Lawrence Beckman - Chemical Engineering Progress, March 2001

127



8BSafety Instrumented Systems (SIS)

5.6 Use of valves in Safety Instrumented Systems

5.6.1 Bypass examples and possibilities of on-line
periodic proof testing for SIS shutdown valves, or
other field devices used in 100l system architecture

77777777 SDLOGIC =
5 YC-100

Figure 50, P&l diagram with online bypass valve for periodic proof testing

Figure 50 shows an example of installation that would allow online testing.
In order to test the system, bypass valve HV-100 would be operated and the
signal to transmitter PT-100 changed to simulate a trip.

The main trip valve PV-100 should close at the specified set point of PT-100.

Some form of feedback (e.g. a limit switch) could be used to verify that the
valve PV-100 has in fact closed fully.
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One way to test a low pressure sensing device would be to close the process
isolation valve and vent the signal to the device (if environmentally feasible)
until it activate. One should have the means to detect that the system responds
at the value documented in the requirements specification.

If a valve opens for a shutdown, a normally chained opened block valve could
be installed upstream of the actuated valve. This block valve could then be
closed, and the shutdown valve could be opened for testing. After testing,
everything must be returned to their original positions.

The use of manual bypass switches, to disable shutdown valves from closing,
should be discouraged (as they may be measured) but used if it is not practical
to install a bypass around the valve.

In some cases it may not be possible to test or shutdown the final element

(e.g. a compressor, pump, or large valve).

In these cases, some form of bypass may need to be installed in order to
ensure that the final element will not activate when the sensing element and
logic are tested. For example, in the case of a compressor, the final shutdown
relay may be energized and the signal from the shutdown relay to the
compressor starter bypassed.

If manually-operated bypass switches are to be installed, only one switch
should be operated at a time. Active bypasses should be alarmed in some
manner. Some bypasses may be necessary in order to allow plant startup

(e.g. low level or low flow). These bypasses may need to be controlled by
timers that allow the shutdown functions to be re-established after a fixed
time. Procedures must be developed and followed on the use of bypasses.
Any defect identified during testing must be reported and repairs schedule
based on the criticality of the system. Redundant systems must also be tested
in order to assure that all components are fully functional.

During periodic testing, procedures listed in functional safety manuals, must
be performed carefully. These manuals must list the percentage of
effectiveness of each testing procedure, to reveal undetected failures which
are not detectable during normal operation (Apy).
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5.6.2 Partial Stroking Test (PST) for valves

In Chemical process Industry, and large Petroleum Refineries, it was usual to
pull and repair valves during maintenance turnaround, (when the plant is
stopped for maintenance).

Valves often represent the weakest link in a system. The traditional choice to
improve performance includes redundancy and/or more frequent manual
testing. With valves, both choices are often financially and operationally
unattractive. Redundant valves, especially large ones, can dramatically
increase overall costs. The space required for extra valves may also not be
present in an existing facility. Frequent full stroke testing of valves (e.g.
quarterly) is usually not possible in continuous processes that are intended to
run for years between maintenance turnarounds. One solution gaining in
popularity is partial stroke testing of valve. In fact, many vendors now offer
packaged solutions.

The probability of a valve failing to perform its designed function increases
with age and this probability can be treated as a linear function over time.
Now there are several ways to collect the data on SIS valves since BPCS
valve performance data is readily available on DCS.

DCS collects loop performance data, like transmitter or valve response, for a
short time, and the information is sent to their systems analysis group who
generate a performance signature for all the components in the loop.

At different load conditions signatures point the problem as process or tuning
valve behavior, guiding the engineer to likely problem area.

Valve responses typically indicate problem areas so the technician can focus
and seek on line solution. When valves are in open or closed position they are
saturated and treated as open loop.

The PST can be manual or automatic. It consists in exiting the valve with
small steps and verifying the movements and their delay time, during normal
operation (in line). This type of testing allow to test up to 80% of dangerous
failures reducing the value of PFDavg, and consequently increasing the SIL
level, without having to increase the frequency of periodic manual testing.
The frequency of such testing (PST) also plays an important role in monitor
the valve integrity, as between tests little information is obtained about the
valve’s condition, and only a theoretical prediction can be expressed of the
valve functioning correctly on demand. Therefore it follows that the higher
the testing frequency and the higher the diagnostic coverage factor of the test
(which express test effectiveness).

Usually, for valves which are not SIL qualified, all failures are considered
dangerous. For example assume valve MTBF =40 yr:

130



8BSafety Instrumented Systems (SIS)

1
_ 40 _ 0025 _
PFDavg|.,_, = =, =001
RRF=——— =80 (SIL1)
0.0125

PST introduce a diagnostic coverage factor which could range from
70% to 80%. A 100% diagnostic coverage factor is obtained only with a full
stroke test (FST) and leakage test.

PFDavg equation could be modified as follows:

PFDavg = (Cxxx%}[(l-c)xxxgﬂ

where:
C: Diagnostic coverage factor.
TI,: Partial stroke test interval
TI: Full stroke test interval with a diagnostic coverage factor of 99% or
100%

Assuming:
T 1yr
Tl: 1 month (1/12 yr = 0.083 yr)
C. 80%=0.8

A 1/40=10.025/yr

PFDavg = (0.8>< 0.025x0.0415) +(0.2x0.025%0.5) = 0.00333

1
0.00333

RRF = =300 (SIL 2)

Applying to the valve in the previous example, with RRF = 80 (SIL 1), a PST
once a month, during normal operation, it can achieve RRF = 300 (SIL 2).

5.6.2.1 Advantages and risk in the use of Partial Stroking Tests

The advantage of an automatic partial stroke test (either manual or automatic),
as already explained, is the capability to increase the diagnostic coverage,
which can achieve up to 80 %, while the process is still running, and without
interfering SIS availability.

That is possible only if software, with historic information on valve
performance, is available.
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Since a PST does not affect the production, it can provide an insight into the
performance of the valve, between two FST. In facts PST on a SIS valves
offers great help to manual full stroke test (FST), where the valve is fully
closed and opened.
To be able to fully evaluate the PST advantages it is important:
o To define which effectiveness, or diagnostic coverage factors, the test
will provide, in order to calculate the PFDavg.
o To be able to evaluate spurious trip probability introduced by the frequent
tests.

The main disadvantages are indeed the possible nuisance trips.

For this reason valve vendors recommend to test just the valve movement and
the delay. Testing other parameters inline may increase the probability of
spurious trips.

5.6.2.2 Technologies to help PST

Valve vendors have introduced smart positioners and new software for PST.
The new software offers every type of data on valve behavior providing much
information which normally were obtainable with a full stroke test only.

The usual technique is to bleed the air supply or pulse the solenoid valve until
the desired travel, in the specified time, is achieved.

Thus partial stroke is produced by controlled air signal, travel and timing
while collecting several samples of status of the valve.

The data is automatically analyzed and compared against the base line
performance, results, and any disparities, may indicate that the valve is unable
to complete its function to fully open or close.

The operator gets a failure alarm.

5.6.3 Full Stroke Test of valves (FST)

This test usually includes:
o Complete opening of the valve and response time recording;
o Complete closing of the valve and response time recording;
o Leak test when fully closed;

Test results are witnessed and recorded by maintenance operators, and used to
increase the diagnostic coverage factor, which can reach up to 95%.

The time interval between two FST enters in the PFDavg calculation.

The ideal time interval should be 5 or 10 years, but this depends from type of
process and application. SIL 3 valves are now available on the market. These
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valves are SIL 3 for one year FST time interval, therefore their use should be
encouraged in SIL 2 applications with 5, or more, years test time interval.
This also should be added to the criteria when selecting a proper valve for use
in a specific SIF of a SIS.

Final considerations

So far industry leaders are promoting the benefits of PST in SIS applications
and DCS vendors are thinking the benefits of advanced process control,
optimization and online loop performance leaving the end users to wonder
whether the two will take action to benefit the customer in ownership costs.
Valve vendors should always supply complete FMEDA information about
their products, with all failure rates data, to allow design and maintenance
engineers to reduce redundant components, bypasses costs, and increasing test
time intervals.

5.7 SIS Conceptual Design °

The conceptual design must comply with any relevant company standards.
A summary of the company guidelines relating to SIL and hardware is:

SIL Sensors L ogic Solver Final Elements
Redundant sensors required,
3 either 1002 or 2003 Redundant safety 1002 voting required

depending on spurious trip PLC required
requirements

Redundancy may or may not Redundancy may or may not
be required. Initial option is be required. Initial option is
2 not to have redundancy. Safety PLC not to have redundancy.
Select redundancy if required Select redundancy if
warranted by PFDavg warranted by PFDavg
calculations calculations
Non-redundant
1 |Single sensor PLC or relay Single device

logic

Table 18, SIS design guidelines based on SIL

® Contents of Sections 5.7, 5.8, and 5.9 are excerpted with permission from “Safety
Instrumented Systems: Design, Analysis, and Justification, 2nd Edition,", Copyright
2006 © by ISA
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Based on the criteria in Table 18, the proposed system is shown in Figure 51.

_____ a0,

- =AM - -

©

premmmece e e

L}
L]
4

Figure 51, Proposed safety instrumented functions (SIFs)

5.7.1 Conceptual Design Requirements

The conceptual design builds on and supplements the safety requirement
specification (SRS), which consists of functional specifications (what the
system does), and integrity specifications (how well it does it).

Key information required by the engineering contractor in order to complete
the detailed engineering package should be provided. The design should also
adhere to the company standards and procedures. There should be no
contradiction between the SRS and the conceptual design requirements.

Table 19 below summarizes the basic conceptual design requirements.
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The Logic Solver shall be a redundant, certified safety PLC. The
cabinet shall be located in the main control building. 1002
voting is required for pilot gas pressure transmitters, as well as
fuel and pilot gas shutdown valves. Verification is required that
this design meets the corresponding SIL level requirements.
Figure 51 is a sketch of the overall configuration.

System ar chitecture:

Wiring from the 1002 valves and transmitters to the SIS is to be

Minimize common segregated from BPCS wiring. Need of separate uninterruptible
causes: power supplies (UPS) to power the SIS.

All transmitters must have separate taps.

Area classification is Class 1, Group D, Div. 2 (Europe 11B,

Environmental Zone 2). Hydrogen sulfide gas is in the environment around the
conditions: furnace.

The ambient temperature can fall to -35°C during the winter.

110 V, 60 Hz power is available from two separate UPS systems

Power supplies located in the main control room.

Ensure that company grounding standards for instruments and

CrE T power systems are followed.
Bypass valves are required to be installed around the pair of trip
. valves for the pilot gas and fuel gas trip valves for on-line
Bypasses:

testing. An alarm in the BPCS is required to indicate that a
bypass valve has opened. No other bypasses are required.

Application software | Ladder logic to be used for all programs in the SIS.

The existing company security requirements for access to and

SEEUIR: modification of the SIS logic shall be followed.

Shutdown and diagnostic alarms are to be wired to an existing
Operatorsinterface | hardwired enunciator.
Bypass alarms are to be connected to the BPCS.

Table 19, Conceptual design summary

Pass flow A »| Pilot gas trip valves
Transmitter FT-22 XV-30A and XV-30B
Redundant > (Loo2 logic)
Pass flow B safety PLC
. based on
Transmitter FT-23 company
standards
S 28 R »| Fuel gastrip valves
Transmitter PT-7 & XV-3LA and XV-318
»| (1002 logic)

PT-24 (1002 logic)

Figure 52, Proposed conceptual SIS design
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5.8 Lifecycles cost analysis

Table 20 summarizes the lifecycle costs analysis.

Lifecycle costs (20 years) WIEETE |- (Leloer co;(?it{aém it
® ® ) ®
Initial Fixed Costs
Safety classification 1,000 1,000
SRS/Design specifications 3,000 3,000
Detailed design and engineering 20,000 20,000
Sensors 24,000 24,000
Final elements 6,000 6,000
Logic system 30,000 30,000
Misc. — Power, wiring, jb’s 4,000 4,000
Initial training 5,000 5,000
FAT (Factory Acceptance Test) -
Installation - PSAT 4,000 16,000 20,000
(Pre-Startup Acceptance Testing)
Startup and corrections 1,000 2,000 3,000
Fixed costs subtotal 116,000
Annual Costs
Ongoing training 1,000 1,000
Engineering charges 1,000 1,000 2,000
Service agreement 1,000 1,000
Fixed operation and maintenance costs 1,000 1,000
Spares 4,000 4,000
Onlinetesting 8,000 8,000
Repair costs 1,000 500 1,500
Hazard cost
Spurioustrips costs 8,000
Annual costs subtotal 26,500
Present value for annual costs (20 years, 5% interest rate) 330,249
Total Lifecycle Costs 446,249

Table 20, Lifecycle costs summary
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5.9 Conceptual Design and SIL Level

It is important to verify that each SIF meets the SIL level requirements.
In this case there are three functions (i.e. low pass flow A, low pass flow B,
and low pilot gas pressure). The low pilot gas pressure SIF requires SIL 3
level and the pass flow SIF requires SIL 2 level.

Only the SIL 3 SIF will be analyzed here.

The equations listed in section 5.5 are used for the calculations.

A block diagram of the conceptual pilot gas shutdown SIF is shown
in Figure 53.

Shutdown valves voting
1002 (XV-30A/B)

\ 4

Transmitters voting
1002

(PT-7 and PT-27)

Redundant
safety PLC

Shutdown valves voting
1002 (XV-31A/B)

\ 4

Figure 53, Block Diagram for Pilot Gas Shutdown SIF

Assuming:
o MTTR: 8 hr
o Average demand rate: 1 peryr
o Manual test interval (T1): 3 months
o Common cause j factor: 5%
a Transmitter diagnostics using comparison: 90%
ltem Dang(fe;_(illﬁ:?gteéected Safefailurerate
Ao bs
;;a“sm'“er PT-7, PT- 0.01 (1/100 yrs) 0.02 (1/50 yrs)
;@'}’;g@“; ?\I/e.nsﬁ/ss 0.02 (1/50 yrs) 0.1 (1/10 yrs)
Safety PLC See note 1 See note 1
Note 1: PFD,,q and MTTFsfor the redundant safety PL C are supplied by the
vendor

Table 21, Failure Rate Data (Failures per year)
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PFDavg Calculations for one year periodic test interval (TI):

PFDavg (sensors) =
_ Failure rate x10% Undetected failures x 5% Common cause x Test interval
2

_ 0.1x0.1x0.5x0.25 _

2
=0.00000625

PFDavg (Valve, solenoids) =
_ Q.tyxFailure Rate x 5% Common cause x Test interval
2

_ 2x0.02x0.05x0.25 _
2
= 0.00025

PFDavg (Safety redundant PLC) = 0.00005
PFDavg (Total) = 0.000306

The maximum allowed value for SIL 3 level is 0.001; therefore the
conceptual design satisfies the safety requirements. The risk reduction
factor (RRF=1/PFDavg) for the system is 3300, which is between the
range of 1000 and 10000 for SIL 3.

MTTFg Calculations:
All field devices are included in nuisance trip calculations.

MTTF; (Sensors) = =12.5yrs

1
x0.02

MTTF; (Valve, solenoids) = =25yrs

4x0.01
MTTF; (Safety redundant PLC) = ﬁ =100yrs

MTTF (Total) = 2yrs

A nuisance trip is expected to occur, on average, every two years.
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Chapter 6 IEC 61508: Fundamental concepts

6.1 Overall safety lifecycle

The standard is based on two fundamental concepts:
a safety lifecycles;
o safety integrity levels (SIL).

A safety lifecycle is defined as an engineering process that includes all the
necessary steps to achieve the required functional safety.

The basic philosophy behind the safety lifecycle is to develop and document a
safety plan, execute it and document its execution (showing that the plan has
been met) and continue to follow it through to decommissioning with
appropriate documentation throughout the life of the system.

Changes along the way must similarly follow the pattern of planning,
execution, validation, and documentation.

The safety lifecycle referred to in IEC 61508 is shown in Figure 54.

139



IEC 61508: Fundamental concepts

Overall Scope
Definition

“ANALYSIS"

(End User / Consultant) Hazard & Risk

Analysis

Overall Safety
Requirements

Safety Requirements
Allocations

Overall Planning Safety-related Safety-related External Risk
system: system: Reduction

Operation & [l Validation il Installation & E/E/PES | [10] other Tecnology | |11 Faciites
Maintenanceltll Planning £} Commissioning
Planning Planning Realisation Realisation Realisation

............. : “REALISATION"

[T

Overall Installation
& Commissioning

(Vendor / Contractor /
Overall Safety
Validation End User)
B ot L Botllen | «OPERATION”
(End User / Contractor)

Decommissioning

Figure 54, Overall safety lifecycle according to IEC 61508
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6.2  Safety Integrity Levels

A Safety Integrity Levels (SIL) is defined as a relative level of risk reduction
provided by a safety function. IEC 61508 defines four SIL levels.

SIL 1, has the lowest level of risk reduction while SIL 4, the highest.

Table 1 shows SIL levels for low and high demand modes of operation.

PFDavg = Tolerable accident frequency _ 1
Frequency of accidents without protections RRF

SIL PFDavg RRF PFDavg

Safety integrity Average Reduction factor Average
level probability of of therisk probability of

failure on demand failure on demand

per year per hour
(low demand) (high demand)
SIL 3 >10"to<10° 10000 to 1000 >10°to< 10"
SIL 2 >10°to<10? 1000 to 100 >10"to<10°
SIL 1 >10%to< 10" 100to 10 >10°to< 10°

Table 1, Safety Integrity Levels and Probability of Failure on Demand according
IEC 61508 and IEC 61511

Operating modes (defined in Part 4 of the standard) are:

o Low demand mode:
frequency of demands for operation made on a safety-related system is
not greater than one per year and not greater than twice the proof test
frequency.

o High demand mode or continuous mode:
frequency of demands for operation made on a safety-related system is
greater than one per year and greater than twice the proof test’s
frequency.

Note:

the frequency of proof tests refers to how often the safety-related system is
completely tested and insured to be fully operational.
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While continuous mode appears to be more stringent than demand mode, it
should be remembered that the units for the continuous mode are “per hour”.
Demand mode units assume a time interval of roughly one year per definition.
Considering the fact that there are about 10000 hours in a year (actually
8760), the two modes are approximately the same in terms of safety matrix.

Basically speaking, functional safety is achieved by properly designing a
Safety Instrumented System (SIS) to carry out a Safety Instrumented Function
(SIF) at a reliability indicated by the Safety Integrity Level (SIL).

The concepts of risk and safety integrity are further discussed in Part 5 of the
standard.

6.3 Part“1”: General requirements

6.3.1 Scope

IEC 61508 standard covers safety-related systems when one or more of such
systems incorporate electrical/electronic/programmable electronic devices.
These include relay-based systems, inherently safe solid-state logic based
systems, and, perhaps most importantly, programmable systems based on
microcomputer technology.

The standard specifically covers possible hazards created when failures of the
safety functions, performed by E/E/PE safety-related systems, occur.
Functional safety is the overall program to ensure that a safety-related E/E/PE
system brings about a safe state when it is called upon to do so and is different
from safety issues.

For example, IEC 61508 does not cover safety issues like electric shock, long-
term exposure to toxic substances, etc. that are covered by other standards.
IEC 61508 also does not cover low safety E/E/PE systems where a single
E/E/PE system is capable of providing the necessary risk reduction and the
required safety integrity of the E/E/PE system is less than safety integrity
level 1, (e.g. the E/E/PE system is only reliable 90 % of the time or less).

IEC 61508 is concerned with the E/E/PE safety-related systems whose
failures could affect the safety of persons and/or the environment.

However, it is recognized that the methods of IEC 61508 may apply to
business loss and asset’s protection as well.

Human beings may be considered as part of safety-related system, although
specific human factor requirements are not treated in detail in the standard.
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The standard also specifically avoids the concept of “fail safe” because of the
high level of complexity involved with the E/E/PE systems considered.

In regard to this, it is useful to mention an event occurred in Italy in 2002 in
an industrial plant highly protected with more than one safety-related systems,
(SIL 3 level): in August the plant was almost closed due to holydays, but
having received an urgent material request, a young plant manager, decided to
set some process control in manual position, in order to complete the
production order with the help of just a few workers.

A vessel devoted to the purification of 14 tons of raw organically peroxide
exploded, resulting in the top cover blown away up to 50 meters in the air.
Eye witnesses have seen the fireball reach over 100 meters in height.

The vessel cover fell on an energy distribution cabinet nearby without
consequences. The hazardous event was not as bad as it could have been.

But, was it possible to stop this inexperienced manager to do such a risky
work, forbidden by all user manuals?

Not all accidents caused by human factors are sudden and unpredictable: the
disaster in Chernobyl in 1986 for example.

Although IEC 61508 does not take in consideration human factors yet, the
personnel in charge of plant safety should take those factors into account,
even simply basing on their personal experience.

6.3.2 Compliance

IEC 61508 states that:

“To conform to this standard it shall be demonstrated that the requirements
have been satisfied to the required criteria specified (e.g. Safety Integrity
Level) and therefore, for each clause or sub-clause, all the objectives have
been met.”

In practice, a demonstration of compliance often involves the listing of all of
the requirements with an explanation of how each of them has been met.

This applies to both products developed to meet IEC 61508 and specific
application projects wishing to claim compliance.

Because this standard is technically only a standard and not a law, compliance
is not always legally required.

However, in many instances, compliance is identified as best practice and thus
can be cited in liability cases. Also, many countries are incorporating IEC
61508, or large parts of it, directly into their safety codes, so in those
instances it will indeed become law.

Finally, many industry and government contracts for safety equipments, or
systems, and services, specifically require compliance with IEC 61508.
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So, although IEC 61508 originated as a standard, its wide acceptance has lead
to legally required compliance in nearly all relevant cases.

The language of conformance in the standard is quite precise: if an item is
listed as “shall be...”, or “must...” it is required for compliance.

If an item is listed as “may be...” it is not specifically required for compliance,
but clear reasoning must be shown to justify its omission.

6.3.3 Documentation (Clause 5)

Documentation used in safety-related systems must specify the necessary
information such that safety lifecycle activities can be performed.

The documentation must also provide enough information so that the
management of the functional safety verification and assessment activities can
effectively be accomplished.

This translates into specific documentation requirements that must:

o have sufficient information to effectively perform each phase of the
safety lifecycle, as well as the associated verification activities;
have sufficient information to properly manage functional safety and
support functional safety assessment;
be accurate and precise;
be easy to understand,;
suit the purpose for which it was intended;
be accessible and maintainable;
have titles or names indicating the scope of the contents;
have a good table of contents and index;
have a good version control system, sufficient to identify different
versions of each document and indicate revisions, amendments, reviews,
and approvals.

O

0O0OD0D0O0O0Do
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6.3.4 Management of Functional Safety (Clause 6)

Managing functional safety includes taking on various activities and
responsibilities to insure that the functional safety objectives are achieved and
maintained. These activities must be documented, typically in a document
called the functional safety management (FSM) plan.

The FSM plan should consider:

]

000 Oo

o

Q

All

The overall strategy and methods for achieving functional safety,
together with evaluation methods and the way in which the process is
communicated within the organization.

The identification of the people, departments, and organizations that are
responsible for carrying out and reviewing the applicable overall,
E/E/PES, or software safety lifecycle phases (including, where relevant,
licensing authorities or safety regulatory bodies).

The safety lifecycles phases to be used.

The documentation structure.

The measures and techniques used to meet requirements.

The functional safety assessment activities to be performed and the safety
lifecycles phases where they will be performed.

The procedures for follow-up and resolution of recommendations arising
from hazard and risk analysis, functional safety assessment, verification
and validation activities, etc.

The procedures for ensuring that personnel are competent.

The procedures for ensuring that hazardous accidents (or near misses) are
analyzed, and that actions are taken to avoid repetition.

The procedures for analyzing operations and maintenance performance,
including periodic functional safety inspections and audit; the inspection
frequency and level of independence of personnel to perform the
inspection/audit should be documented.

The procedures for management of changes.

those responsible for managing functional safety activities must be

informed and aware of their responsibilities.

Suppliers providing products or services in support of any safety lifecycle
phase shall deliver products or services as specified by those responsible for
that phase and have an appropriate quality management system.
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6.3.5 Overall Safety Lifecycle Requirements (Clause 7)

The safety lifecycle can be viewed as a logical “identify-analyze-design-
verify” closed loop (Figure 55). The intended result is the optimum design
where risk reduction provided by safety-related systems matches the risk
reduction needed by the process.

Idéntify
Verify Analyze

Figure 55, Close loop view of the safety lifecycles

The safety life cycle concept derives from studies done by HSE (Health and
Safety Executive) in the United Kingdom. The HSE studied accidents
involving industrial control systems and classified accident causes as shown
in Figure 56 *.

Specification 44%

Changes after
Commissioning
21%

Design &
Implementation
15%

Operation & Installation &
Maintenance Commissioning
15% 6%

Figure 56, Results of system failure cause study: HSE “Out of Control”

! «Out of Control, Why control systems go wrong and how to prevent failure.”

HSE (HSG238) 2003.
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6.3.6 HSE Findings

The HSE examined 34 accidents that were the direct result of control and
safety system failures in a variety of different industries.

Their findings are summarized in Figure 56.

The majority of accidents (44%) were due to incorrect and incomplete
specifications. Specifications consist of both functional (e.g. what the system
should do) and integrity specification (e.g. how well it should do it).

There are many examples of functional specification errors.

Trevor Kletz has a documented a case where a computer controlled a
controller and an exothermic reactor.

When material was added to the reactor the flow of cooling water needed to
increase. However, the system was also programmed so that for any fault in
the plant - and many things were categorized as a fault- the output would
freeze at its last known value.

Fate would have it that these two conflicting conditions happened at the same
time. Material was added to the reactor and then the system detected a low
gear box oil level. The flow of cooling water did not increase so the reactor
overheated and discharged its contents.

The system did exactly what it was programmed to do.

This was not an hardware failure.

The author concludes: “accidents are not due to lack of knowledge, but failure
to use the knowledge we already have””.

The next largest portion of problems (21%) is due to changes after
commissioning. Operation and maintenance problems were found to be
responsible for 15% of accidents. Therefore the 36% of accidents are
responsibilities of the end user.

Design and implementation errors were accounted for 15% of problems.
This is about the only errors that are responsibility of the vendor or system
integrator.

There have been cases where specifications were correct, but the system
supplier did not meet at least one of the requirements and was not thoroughly
tested in order to reveal that fault.

2 “What Went Wrong?: Case Histories of Process Plant Disasters”,
Trevor A. Kletz, Gulf Publishing, 1998
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6.3.7 The concept of safety lifecycle in IEC 61508

Safety

P Management IEC61508
= —»|  Technical |:> safetv Life

L ) Requirements
Cycle
N
Competence
of Persons ‘

; Certification

Figure 57, Origin of the safety lifecycles

The first part of the safety lifecycle, also known as analysis portion, includes:

o Concept and scope of the system or equipment under control (EUC).
o Hazard and Risk Analysis to identify both hazard and the events that can
lead to them, including:
= QOperability (HAZOP) studies, (Computer HAZOP).

= LOPA (Layers of Protection Analysis)
= Criticality Analysis.

o Creation of overall safety requirements and identification of specific
safety functions to prevent the identified hazards.

o Allocation of safety requirements, e.g. assigning the safety function to an
E/E/PE safety-related system, an external risk reduction facility, or a
safety-related system of different technology. This also includes
assigning a safety integrity level (SIL), or risk reduction factor, to each
safety function (SIF).
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These first phases are shown in Figure 58.

Concept

'

Overall Scope
Definition

'

Hazard & Risk
Analysis

¢

Overall Safety
Requirements

!

Safety Requirements

Allocations

IEC 61508: Fundamental concepts

Figure 58, First portion of the overall safety lifecycles

The safety lifecycle continues in Figure 59. The safety system must be designed to
meet the target safety integrity level as defined in the risk analysis phase.

This requires that a probability calculation be done to verify that the design can meet
SIL level, either in demand, or continuous mode.

The system must also meet detailed hardware and software implementation
requirements given in Part 2 and Part 3. One of the most significant is SFF (Safe

Failure Fraction), see Part 2.

!

L3 ¥
Overall Planning Safety-related Safety-related External Risk
system: system: Reduction
Operation & [l Validation il Installation & E/E/PES 10| other Tecnology | [11|  Facilities
Maintenance gl Planning Commissioning
Planning Planning Realisation Realisation Realisation

l

12 Overall Installation |___________‘_ _________________1
& Commissioning

E Overall Safety

Validation

|

1

Figure 59, Realization activities in the overall safety lifecycles
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There are more detailed subsections of the overall safety lifecycle called E/E/PE
lifecycle, which explain the activities in box 9 above.

The E/E/PES lifecycle is shown in Figure 60.
These activities are detailed in Part 2 of the standard.

Box 9 in figure 2 i
of part 1 E/E/PES safety lifecycle
E/E/PES safety
requirements specification
Safety functions Safety integrity
requirements requirements
specification specification
¥
E/E/PES safety E/E/PES design
validation planning and development
including software
(588 IEC B1508-3)
! ¥
E/E/PES integration E/E/PES installation,
commissioning,
operation, and
- maintenance procedures|
One E/E/PES safety 3
lifecycle for each E/E/PES
E/E/PE safety validation
safetyrelated system To bak 14
in figure 2
To box 12 in figure 2 of part 1 of part 1
Mote: see also IEC 615088, A2 [b)

Figure 60, E/E/PES safety lifecycle in realization phase (Part 2)

The final operation phases of overall safety lifecycle are shown in Figure 61.

Overall Operation

"k & Maintenance

Overall Modification
& Retrofit

E

!

E Decommissioning

Figure 61, Operation and Maintenance phases of the overall safety lifecycle

In summary, the safety lifecycle

generally lays out the different activities

required to achieve functional safety and compliance with the standard.
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6.3.8 Functional Safety Assessment (Clause 8)

Part 1 also describes required functional safety assessment activities, which
have the objective to investigate and arrive at a conclusion regarding the level
of safety achieved by safety-related system.

The process requires that one or more competent persons are appointed to
carry out a functional safety assessment. These individuals must be suitably
independent of those responsible for the functional safety being assessed,
depending on the SIL level and consequences involved, as shown in Table 22
and Table 23. Note: (HR = Highly recommended; NR = Not recommended)

Consequence | Consegquence | Consequence | Consequence
A B C D
Minor injury; Serious Death to Many people
Minimum level of independence (eg. permanent |several people|  killed
temporary loss injury to one
of function) or more
persons; death
to one person
Independent person HR HR NR NR
Independent department - HR HR NR
Independent organization - - HR HR

Table 22, Assessment independence level, as a function of consequences

Minimum level of independence SIL 1 SIL 2 SIL 3 SIL 4
Independent person HR HR NR NR
Independent department - HR HR NR
Independent organization - - HR HR

Table 23, Assessment independence level for E/E/PE and software lifecycle activities

The functional safety assessment shall include all phases of the safety
lifecycle and consider the lifecycle activities carried out and the outputs
obtained. The assessment may be done in parts after each activity or group of
activities. The main requirement is that the assessment be done before the
safety-related system is needed to protect against a hazard.

The functional safety assessment must consider:
o All work done since the previous functional safety assessment.
o The plans for implementing further functional safety assessments.
o The recommendations of the previous assessment including a check to
verify that the changes have been made.
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Functional safety assessment activities shall be consistent and planned.
The plan must specify the personnel who will perform the assessment, their
level of independence, and the competency required.

The assessment plan must also state the scope of the assessment, outputs of
the assessment, any safety bodies involved, and the resources required. At the
conclusion of the functional safety assessment, recommendations shall
indicate acceptance, qualified acceptance, or rejection.

6.3.9 Example documentation structure (Annex A)

The documentation has to contain enough information to effectively perform
each phase of the safety lifecycle (Clause 7), manage functional safety
(Clause 6), and allow functional safety assessments (Clause 8).

However, IEC61508 does not specify a particular documentation structure.
Users have flexibility in choosing their own documentation structure as long
as it meets the criteria described earlier.

An example set of documents for a safety lifecycle project is shown below:

Safety lifecycle phase

Infor mation

Safety requirements

Safety Requirements Specification
(safety functions and safety integrity)

E/E/PES validation planning

Validation Plan

E/E/PES Design and development
E/E/PES Architecture

Hardware architecture
Hardware modules design
Component construction and/or
procurements

Architecture Design Description
(hardware and software)

Specifications (integration tests)

Hardware Architecture Design Description
Detail Design Specification(s)

Hardware modules

Report (hardware modules test)

Programmable electronics integration

Integration Report

E/E/PES operation and maintenance
procedures
E/E/PES safety validation

Operation and Maintenance Instructions

Validation Report

E/E/PES modification

E/E/PES modification procedures
Modification Request
Modification Report
Modification Log

Concerning all phases

Safety Plan
Verification Plan and Report
Functional Safety Assessment Plan and Report

Table 24, Documentation examples
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6.3.10 Competence of persons (Annex B)

IEC 61508 specifically states: “All persons involved in any overall, E/E/PES
or software safety lifecycle activity, including management activities, should
have the appropriate training, technical knowledge, experience and
qualifications relevant to the specific duties they have to perform”.

It is suggested that a number of things are taken into consideration in the
evaluation of personnel, such as:

a Engineering knowledge in the application.

a Engineering knowledge appropriate to the technology.

o Safety engineering knowledge appropriate to the technology.

o Knowledge of the legal and safety regulatory framework.

a The consequences of safety-related system failure.

a The assigned safety integrity level of safety functions in a project.
a The experience and its relevance to the job.

The training, experience, and qualifications of all persons should be
documented.

For example, the TUV Certified Functional Safety Expert (CFSE) program
was designed to help companies show personnel competency in several
different safety specialties: details can be found at http://www.cfse.org/.
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6.4 Part“2": Hardware Requirements

IEC 61508 Part 2 covers specific requirements for safety-related hardware.
As in other parts of the standard, a safety lifecycle is to be used as the basic of
requirement compliance. Figure 54 (here repeated) shows the general safety
lifecycle model.

1 Concept

Overall Scope

“ANALYSIS” B “EEe

Hazard & Risk

(End User / Consultant) 3 Analysis

4 Overall Safety
Requirements

e
Allocations

f

system: system: Reduction

Maintenance,

Operation & idatis ion &
Planning :J Commissioning
Planning Planning

E/E/PES | (10| other Tecnology | (11|  Facilities

Overall Planning H Safety-related Safety-related External Risk

S S “REALISATION”
(Vendor / Contractor /

Overall Safe
B Cm | End User)

Overall Operation Overall Modification
& Mai & Retrofit

“OPERATION”
(End User / Contractor)

Figure 54, Overall safety lifecycle according to IEC 61508

The hardware safety lifecycle is an expanded plan of Phase 9 of the overall
safety lifecycle from Part 1 that is focused on the design of the control
hardware for safety-related systems.

As for the overall safety lifecycle, there are requirements for a functional
safety management plan and safety requirements specifications including all
variation and assessment activities. (see Figure 54).
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Safety requirements specifications (described in Clause 7.2) shall include
details on both the safety functions and the safety integrity level of the
function. Some of these safety function details are:

o How safe state is achieved

a Operator interface

o Required E/E/PES behavior or modes

o Response time

o Operating modes of equipment under control

o Start-up requirements

Box 9 in figure 2 s
of part 1 E/E/PES safety lifecycle
E/E/PES safety
requirements specification
Realisation Safety FunuﬁonsM Safety integrity
reguirements requirements
specification specification

including software
[see IEC 61508-3)

EJ’EHPES safet E.’E}PES design
validation p{annmg and development

operation, and
maintenance procedures

Iil E/E/PES integration H E/E,IPES mstallaunn,
commissioning,

One E/E/PES safety
lifecycle for each E;‘E/FES
E/E/PE safety validation
safetyrelated system To box 14
in figure 2
Tobox 12 in figure 2 of part 1 of part 1

Note: see also [EC 615086, A.2 [b]

Figure 60, E/E/PES safety lifecycle in realization phase (Part 2)

Some of the safety integrity level details are:
o SIL level for each function
o Environmental extremes
o High or low demand class for each function
o Electromagnetic immunity limits

One particular aspect of the hardware design and development requirements
(Clause 7.4) is the limit on the safety integrity level achievable by any
particular level of fault tolerant safety redundancy.

These are shown in Table 25 and Table 26 for various fractions of failure.
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Hardware Hardware Hardware
fault fault fault
SFF
tolerance tolerance tolerance
0 1 2
< 60% SIL1 SIL 2 SIL3
60% - < 90% SIL 2 SIL 3 SIL 4
90% - < 99% SIL 3 SIL 4 SIL4
> 99% SIL 3 SIL 4 SIL 4

Table 25, SFF (Safe Failure Fraction) for A type components

Note:
A hardware fault tolerance of N means that N + 1 faults could cause a loss of
the safety function.

Type A components are described as simple devices with well-known failure
modes and a solid history of operation.

Type B devices are complex components with potentially unknown failure
modes, e.g. microprocessors, ASICs, etc.

Table 25 and Table 26 represent the limits on the use of single or multiple
architectures in higher SIL levels. This is appropriate based on the level of
uncertainty present in the failure data as well as in the SIL calculations

themselves.
Hardware Hardware Hardware
fault fault fault
SFF
tolerance tolerance tolerance
0 1 2
< 60% Not allowed SIL1 SIL2
60% - < 90% SIL 1 SIL 2 SIL 3
90% - < 99% SIL 2 SIL 3 SIL4
> 99% SIL 3 SIL 4 SIL 4
Table 26, SFF (Safe Failure Fraction) for B type components
Note:

the separate phase especially devoted to integrating the software and hardware
before validating the safety of the combined system (described in Clause 7.5).
Operation and maintenance procedures and documentation are described in
Clause 7.6, while validation, modification, and verification phase details, are
provided in the remaining parts of Clause 7.
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The relations and fields of application between Parts 2 and 3 of IEC 61508 are
highlighted in Figure 62. Hardware and software are often part of the same
safety-related system.

Scope of
E/E/PES safety .| E/E/PES part 2
requirements architecture
specification
3
F Hardware safety requirements
Scope of Soﬁ:iware Programmable Non-programmahle
part 3 s_a ety electronics hardware hardware
requirements l l
g ¥
Software 1:cl;ngrqmn;abl_e Z D?uign, ;
. electronics design, evelopmen
design and development and
development and procurement procurement

Y r

Programmabile
i . E/E/PES
electronics integration integration

[hardware and software)

Figure 62, Relation between Parts 2 and 3 of IEC 61508

6.4.1 Control of Failure during Operation (Annex A)

This annex limits the claims that can be made for self diagnostic capabilities
and also recommends methods of failure control. Numerous types of failures
are addressed including random, systematic, environmental, and operational
failures. It should be noted that following these methods is not enough for a
given system to meet a specific SIL level.

6.4.2 Avoidance of Systematic Failures during different
phases of the Lifecycle (Annex B)

Here, numerous tables present recommended techniques for different lifecycle
phases to achieve different SILs levels. Again, simply using these techniques
does not guarantee a system will achieve a specific SIL level.
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6.4.3 Diagnostic Coverage and Safe Failure Fraction
(Annex C)

Here, a basic procedure is described for calculating the fraction of failures that
can be self diagnosed and the fraction that results in a safe state.

Note: SFF is calculated for each device, component, or subsystem used in the
SIF. Each device is made of n components, each of them has a failure rate A.

Ap =App tApy
As = Agp tAgy
Mot = pp tApy tAgsp tAgy

The FMEDA analysis (Failure Mode, Effects and Diagnostic Analysis) allows
the classifying of failure rates.

z)"DD +Z}"SD "'stu _
ZXDD +z7‘DU +z7‘SD "'szu

L D oy
Z}“DD +27‘DU "'Z%D "'zxsu

SFF =

Where:
App: dangerous detected failure rates;
Apu: dangerous undetected failure rates;
Asp: safe detected failure rates;
Asu: safe undetected failure rates;
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6.5 Part “3”: Software requirements

IEC 61508 Part 3 covers specific requirements for safety-related software.

As in other parts of the standard, a safety lifecycle is to be used as the basis of
requirements compliance. Figure 54 shows the general safety lifecycle model.
Figure 63 shows the software safety lifecycle which is an expanded plan for
Phase 9 of the overall safety lifecycle from Part 1 and is closely linked with
the hardware lifecycle.

As for the overall safety lifecycle, there are requirements for a functional
safety management plan and safety requirements specification, including all
verification and assessment activities.

Here the functional safety is addressed in the context of a software quality
management system (QMS) in Clause 6.

A detailed functional safety plan is presented as part of the QMS.

As in other parts of the standard, the same key features of change
management, demonstration, and documentation are presented.

6.5.1 Software Functional Safety Plan (Clause 6)

A software functional safety plan (either as a part of other documentation or
as a separate document) shall define the strategy of the software procurement,
development, integration, verification, validation, and modifications required
for the SIL level of the safety-related system.
The plan must specify a configuration management system which must:
o Establish baseline software and document the (partial) integration testing
that justifies the baseline.
o Guarantee that all necessary activities have been carried out to
demonstrate that the required software safety integrity has been achieved.
o Accurately maintain all documentation and source codes including:
= Safety analysis

= Requirements

= Software specifications and design documents
= Software source code modules

= Test plans and results

=  Commercial off the shelf (COTS)

= Pre-existing software components which are to be incorporated into
the E/E/PES safety-related system

= All tools and development environments which are used to create or
test, or carry out any action, on the software of E/E/PES safety-
related system.
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Prevent unauthorized modifications.

Document modification/change requests.

Analyze the proposed modification.

Approve or reject the modification request.

Manage software changes to ensure that the specified requirements for
software safety are satisfied.

o Formally document the release of safety-related software.

000D D

Master copies of the software and all documentation should be maintained
throughout the operational lifetime of the released software.
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6.5.2 Software Safety Lifecycles (Clause 7)

IEC 61508 has a considerable but appropriate number of requirements for
safety critical software put forth in the details of the software safety lifecycle
framework.

The major phases of the software safety lifecycle are shown in Figure 63.

Software safety lifecycle

E/E/PES safety requirements
specification
Safety functions Safety integrity
requirements requirements
E/E/PES - apoaification

specification
safety

lifecycle - l |_i_|

E/E/PES safety Saftware design
validation planning and development

I
H E/E/PES integration E/E/PES installation,
commissioning,
operation, and
L aintenance procedures|

'
E/E/PES 1
safety validation
To box 14
in figure 2

of part 1

To bax 12 in figure 2 of part 1

Figure 63, Safety lifecycle of software in realization phase

Part 3 requires that a process (such as the safety lifecycle) for the
development of software shall be selected and specified during safety
planning.

Note that the exact process is not specified and it may be customized
according to company preference.

Appropriate quality and safety assurance procedures must be included. Each
step of the software safety life cycle must be divided into elementary activities
with the functions, inputs and outputs specified for each phase. The standard
has complete details of example software safety lifecycle. During each step of
process, appropriate “techniques and measures” must be used.

Part 3, Annexes A and B, give recommendations from a list of software
techniques. The standard says: “If at any stage of the software safety lifecycle,
a change is required pertaining to an earlier lifecycle phase, then that earlier
safety lifecycle phase, and the following phases shall be repeated”.
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E/E/PES safety Software sa Validation B g o

requirements Q‘ rerements | (s oo Velntion

specification specification software
v

I}

E/E/PES
architecture
i g :-..... CODING '

Figure 64, Software safety integrity and the development lifecycle (V-Model)
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Figure 65, Iterative V- Model for software development: EXIDA
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6.5.3 Software Safety Requirements Specification
(Clause 7.2)

Functional safety requirements for software must be specified.

This can be done in a separate document or as part of another document.

The specification of the requirements for software safety shall be derived
from the specified safety requirements of the safety-related system and any
requirements of safety planning.

The requirements for software safety shall be sufficiently detailed to allow
design and implementation and to allow a functional safety assessment.
Software developers should review the document to verify that it contains
sufficient details. It should be noted that this is often another iterative process.
The requirements must be clear, precise, verifiable, testable, maintainable, and
feasible. The requirements must also be appropriate for the safety integrity
level and traceable back to the specification of the safety requirements of the
safety-related system.

Terminology must be clear and understandable by those using the document.
All modes of operation for the safety-related system must be listed.

The requirements must detail any relevant constraints between the hardware
and the software. Since the software is often called upon to perform much of
the online diagnostics, the requirements must detail all self-monitoring
software, any diagnostic tests performed on the hardware, periodic testing of
critical functions and means of online testing of safety functions.

If the software also performs non-safety functions, means to insure that the
software safety is not compromised (non-interfering) must also be specified.

6.5.4 Software safety validation planning (Clause 7.3)

A plan must be set up to demonstrate that the software satisfies the safety
requirements set out in the specification. A combination of analysis and
testing techniques is allowed and the chosen techniques must be specified in
the plan which must consider:

o Required equipment.

o When the validation will be carried out.

o Who will be in charge of the validation.

o The modes of operation to be validated including:

= startup

= teach

= automatic

= manual

* semi-automatic

= steady state of operation
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= reset
= shut down
= maintenance.

o Reasonably foreseeable abnormal conditions.

o ldentification of the safety-related software that needs to be validated.
o Specific reference to the specified requirements for software safety.

o Expected results and pass/fail criteria.

The plan must show how the assessment will be done, who will review the
plan, and the assessor’s level of independence.

6.5.5 Software design and development (Clause 7.4)

Design methods shall be chosen such as to support abstraction, modularity,
information hiding, and other good software engineering practices.

The design method shall allow clear and un-ambiguous expressions of
functionality, data flow, sequencing, and time-dependent data, timing
constraints, concurrency, data structures, design assumptions, and their
dependencies. During design, the overall complexity of the design, its
testability, and the ability to make safe modifications shall be considered.

The entire design is considered safety-related even if non-safety functions are
included unless sufficient independence between safety and non-safety can be
demonstrated.

If different safety integrity levels are part of the design, the overall design is
only valid for the least stringent SIL of the component parts.

The design must include software functions to execute proof tests and all
online diagnostic tests as specified in the requirements.

Software diagnostics shall include monitoring of control flow and data flow.
The architectural design defines the major components and sub-systems of the
software.

The architectural design description must include:

o Description of the function(s) assigned to each component

o Interconnections of these components.

o The “techniques and measures” necessary during the software safety
lifecycle phases to satisfy requirements for software safety at the required
safety integrity level including software design strategies for fault
tolerance and/or fault avoidance (redundancy/diversity).

o The software safety integrity level of the subsystem/component;

All software/hardware interactions and their significance;
o The design features for maintaining the safety integrity of all data;

]
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o Software architecture integration tests to ensure that the software
architecture satisfies the requirements for software.

It is assumed and permitted that iteration occurs between the design and the
requirements phases.
Any resulting changes in requirements must be documented and approved.
Support tools and programming languages must meet the safety integrity
needs of the software.
A set of integrated tools, including languages, compilers, configuration
management tools, and, when applicable, automatic testing tools, shall be
selected for the required safety integrity level.
Detailed design and coding shall follow the software safety life cycle.
Coding standards shall be employed and must specify good programming
practice, prohibit unsafe language features, and specify procedures for source
code documentation including:

a Legal entity.

a Description.

a Inputs and outputs.

a Configuration management history.

The software code must be:
o Readable, understandable and testable.
a Able to satisfy the specified requirements.
o Reviewed.
o Tested as specified during software design.

6.5.6 Integration and testing (Clause 7.5)

Tests of the integration between the hardware and software are created during
the design and development phases and specify the following:

o Test cases and test data in manageable integration sets.

a Test environment, tools, and configuration.

o Test criteria.

o Procedures for corrective action on failure of test.

The integration testing results shall state each test and the pass/fail results.

6.5.7 Software safety validation (Clause 7.7)

Software validation is done as an overall check to insure that the software
design meets the software safety requirements and must include the
appropriate documentation. The validation may be done as part of overall
system validation or it may be done separately for the software.
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Testing must be the primary method of validation with analysis used only to
supplement. All tools used in the validation must be calibrated and an
approved, quality system must be in place.
If validation is done separately for the software, the validation must follow the
software safety validation plan.
For each safety function, the validation effort shall document:

o A record of the validation activities.

o The version of the software safety validation plan.

o The safety function being validated with reference to planned test.

o Test environment (tools and equipment).

o The results of the validation activity with discrepancies, if any.

If discrepancies occur, a change request must be created and an analysis must
be done to determine if the validation may continue.

6.5.8 Operation and modification (Clause 7.6 and 7.8)

Software modification requires authorization under the procedures specified
during safety planning and must insure that the required safety integrity level
is maintained. The authorization must address:

o The hazard that may be affected.

o The proposed change.

o The reason for changing.

The modification process starts with an analysis on the impact of the proposed
software modification on functional safety.

The analysis will determine how much of the safety lifecycle must be
repeated.

6.5.8.1 How to document future software modifications
in a sub-system according IEC 61508 and IEC 61511

Software modifications require impact analyses to be carried out according
IEC 61508.

Types of interferences and tests to be considered are:
o Input interference: will the input still be valid to the safety related
module?
o Temporal interference: does the change affect the routine in a way that
could interfere with safety? (loops, recursion).
o Data interference: can the change alter or corrupt safety critical data?
(shared memory, pointers).
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Code interference: can the change corrupt executable code in memory?
Resource interference: can the change prevent or delay access to a
required resource (memory, semaphore, etc.)?

Violation of Criticality assumptions: does the change affect the
justification of independence used in the criticality analysis? Tests shall
be done in accordance with the SIL level requirements of IEC 61508-3
(Table A.5 requires for SIL 2).

Dynamic analysis and testing.

Functional and black box testing.

Boundary value analysis.

Equivalence classes and input partition testing.

6.5.9 Software verification (Clause 7.9)

The software verification process tests and evaluates the results of the
software safety life cycle phases to insure they are correct and consistent with
the input information to those phases.

Verification of the steps used in the software safety life cycle must be
performed according to the plan and must be done concurrently with design
and development. The verification plan must indicate the activities performed
and the items to be verified (documents, reviews, etc.).

A verification report must include an explanation of all activities and results.
Verification must be performed on:

]

o

Software safety requirements.

Software architecture design.

Software system design.

Software module design.

Software source code.

Data.

Software module testing.

Software integration testing.

Hardware integration testing.

Software safety requirements testing (software validation).

6.5.10 Software Functional Safety Assessment (Clause 8)

The software assessment process is similar to the other assessment processes
in the standard. Techniques and measures relevant to this assessment are listed
in Annexes A and B as well as in Part 1 of the standard.
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6.5.11 Guide to the selection of techniques and measures

(Annexes “A” and “B”)

Annex A provides ten tables of different techniques relevant to the:

]
]
]

0o

000D DD

Software safety requirements specification

Software design and development: Software architecture design

Software design and development: Support tools and programming
languages

Software design and development: Detailed design

Software design and development: Software module testing and
integration

Programmable electronic integration

Software Safety validation

Modification

Software verification

Functional safety assessment

All the different techniques are “recommended” or “highly recommended”
according to the SIL levels required. Some techniques may be used alone or
in combination with other techniques to prove the compliance with the
standard.

Annex “B” provides nine tables with detailed techniques for:

Q

i R

Design and coding standards
Dynamic analysis and testing
Functional and “black box” testing
Failure analysis

Modeling

Performance testing

Semi-formal methods

Statistic analysis

Modular approach

These tables are also referenced in the tables from Annex A.
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6.6 Part “4”: Definitions and abbreviations

Part 4 of the IEC 61508 contains the abbreviations and definitions used
throughout the entire document. This part is extremely useful, both to who is
reading the standard for the first time and to who has already a good
knowledge of it.

6.7 Part “5": Safety Integrity Level determination

Part “5” is primarily composed of Annexes A, B, C, D, E which describe key
concepts as well as various methods of SIL level selection and verifications.

6.7.1 Risk Reduction — General concepts

When considering an industrial process, it is recognized that there is an
inherent risk of operation. Things do go wrong.

Safety is defined in the IEC 61508 as “freedom from unacceptable risk of
harm”. The standard goes on defining the level of safety as “a level of how far
safety is to be pursued in a given context, assessed by reference to an
acceptable risk, based on current values of society”.

When evaluating safety, the frequency of an accident and the consequences
(the costs) of an accident are both taken into consideration.

Risk is defined as the probable rate of occurrence of a hazard causing harm
and the degree of severity of the harm. Thus, risk evaluation includes a
combination of frequency and cost.

For example, if the consequences of an accident are estimated ten million
dollars and the frequency of the accident is estimated to be once per ten years
(probability of an accident is 0.1 for a time interval of one year).

Then the inherent risk is stated to be one million dollars per year.

Frequently it is judged that risk inherent in operating an industrial process is
unacceptable high, corporate rules, government regulations, laws, insurance
company rules, or public opinion may require a lower level risk.

This leads to the concept of “tolerable risk”.

When inherent risk, perceived or actual, is high than “tolerable risk”, then risk
reduction is required.
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Figure 66, Basic concept of risk reduction

A proactive study called “process hazard analysis” (PHA) is requested in the
United States by the OSHA Process Safety Management and EPA Risk
Management Plan legislation.

But also the “Seveso Directive” | — Il — 11l (96/82/EC) deals in detail with
similar requirements on process operators in the European Community.

A wide variety of PHA methods are used in process plants.

The type used depends on the complexity of the process under study, the
amount of experience that an organization has with the process, and whether
the plant is new or undergoing a review.

However, the best known process of hazard analysis is HAZOP (HAZard and
OPerability study). HAZOP was used for the first time by ICI in the 70s).

A HAZOP study uses guide word combinations to help a team of experts
identify failure scenarios that can cause process accidents and operability
problems.

First, the team breaks the entire process into smaller, more manageable
sections called “nodes”. Nodes are typically chosen by looking at the natural
process equipment and function brakes present in the overall system.
Similarly, a set of guide words such as “too much pressure”, “too little flow”,
etc., is chosen to support the review.

The team then systematically applies the guide word combinations to each
part of each node to identify which hazards are present, whether there are
existing safeguards, and if any additional safeguards are needed. HAZOP
studies are most effective when the process is complex and unique.
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A “checklist study” is a type of PHA in which a team of process experts asks
a list of questions (see Chapter 10) that may identify process hazards.

This type of analysis is very effective when the process under study is small
or when there are many identical or very similar processes. For example,
checklists PHA studies are often used for LPG distribution facilities and
chlorine injection process in municipal water treatment plants.

Another PHA method is the FMEA or the FMEDA (Failure Mode Effects
and Diagnostic Analysis) which has the scope to analyze causes of
malfunctioning and the effect of these on the entire system in exam.

6.7.1.1 Risk Reduction Factor (RRF)

While the risks inherent to the plant activity and the tolerable risk are always
difficult to estimate, the risk reduction factor is relatively easy to determine:

Frequency of accidents without protection
Frequency of tolerable accidents

RRF =

Risk reduction factor can be expressed as a more than unitary number.

Example:

Considering a risk estimate, without protections, of 1 million dollars per year
and a company’s dedicated budget of 10.000 $ per year, a risk reduction
factor of 100 (equivalent to SIL 2 level) is required.

SIL PFDavg (1-PFDavg) RRF PFDavg
Safety Average Safety availability Risk Reduction Average
Integrity | probability of Factor probability of
Level failureon failureon
demand per year demand per
(low demand) hour
(high demand)
SIL3 | >10*to<10° 99.9t099.99 % 10000 to 1000 >10%to< 107
SIL2 | >10%to<10? 9910 99.9 % 1000 to 100 >107to< 10°
SIL1 | >10%to<10? 90t0 99 % 100to 10 >10°to< 10°

Table 27, Risk reduction factor, as function of SIL levels and Availability
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6.7.1.2 HAZOP report example

Debutanizer Column Node: Reboiler Section

Dev ‘ Cause ‘ Consequence Safeguards Recommendations
10 More pressure
Column steam Column overpressure | Pressure relief Install SIF to stop
reboiler pressure |and potential valve, operator reboiler steam flow
11 control fails, mechanical failure of | intervention to upon high column
' causing excessive | the vessel and release | high-pressure pressure
heat input of its contents alarms, mechanical
design of vessel
Steam reboiler Column overpressure | Pressure relief See item 1.1
tube leak causes |and potential valve, operator
1.2 |high-pressure mechanical failure of | intervention to
steam to enter the vessel and release | high-pressure
vessel of its contents alarms
20 Lessflow
Low flow through | Pump seal fails and Low outlet flow Existing safeguards
bottoms pump releases flammable Pump Shutdown adequate
causes pump material SIS
21 .
failure and
subsequent seal
failure

Table 28, Example of typical HAZOP report

Note that “Dev” stands for “deviation” which refers to the guide word in
question as it is applied to the specific section of the node under

consideration.

Note:

Required safety functions (SIF) are usually indicated in the P&ID (piping
and instrumentation diagrams) or in the PFD (process flow diagram).

SIF identifications, based on the project documents, require the knowledge
of the control process engineering, and risk analysis.

However, although the SIF can be included in the basic package (basic
engineering design package), they are often not different from the basic
control functions, and this may complicate their identification.
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6.7.2 Risk and safety integrity: general concepts
(Annex A)

This Annex describes the required safety actions to bridge the gap between
the current level of risk in the system and the level that can be tolerated in the
given situation. This necessary risk reduction is noted to include contributions
from E/E/PE safety-related systems, other safety-related systems, and external
risk reduction methods.

Elements of safety integrity relating to both the hardware and the overall
systematic safety integrity are sometimes difficult to assess.

This is part of the basis for SIL only referring to the order of magnitude of
risk reduction for a safety-related system.

One of the process plant design’s goal is to have a facility inherently safe.

The introduction of the concept of inherent safety” is credited to Trevor Kletz
which has stated: “What you don’t have, can’t leak”*.

Hopefully the design of a process can eliminate many hazards, such as
unnecessary intermediate products storage, using safer catalysts, etc.

Risk assessment consists of ranking the risk of hazardous events that has been
identified in the hazard analysis.

Residual Tolerable EUC
Risk Risk Risk
INCREASING RISK >

Necessary risk reduction

A

Actual risk reduction

A

Partial risk covered by Partial risk covered by Partial risk covered by
other technology E/E/PE safety-related external risk reduction

safety-related systems | : system facilities

Risk reduction obtained by all safety-related systems and external risk reduction systems

Figure 67, General concepts of risk reduction, according to IEC 61508

3 “Cheaper, safer plants’ T. Kletz (1984) IChemE
* “Chemistry & Industry” T. Kletz (1978) page 278
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The terms “tolerable risk” and “acceptable risk” are both frequently used.
It is also said that if accidents can be tolerated, they are never accepted.

6.7.3 ALARP and tolerable risk concepts (Annex “B”)

Annex B describes the concept of a finite level of tolerable risk based on the
benefits derived from undertaking that risk in the context of the norms of
society. It further describes the reduction of existing risk to a level “As Low
As Reasonably Practicable” or ALARP (see Figure 68).

This level again takes into account the benefits derived from the risk as well
as the costs to reduce the risk even further.

Accidents are usually a combination of rare events that people initially
assumed independent and that would not happen at the same time.

Each person or organization takes risky decisions every day.

Risks are taken or avoided depending on possible gain, pleasure or simply for
spirit of adventure. Risks that aren’t immediately refused aren’t necessarily
accepted. They could become so in case of higher revenue.

A man who is waiting to cross the street could wait until the risk, represented
by traffic, diminishes. At the same manner during the design phase of a
production plant with hazardous processes, the risk could be accepted by
using E/E/PES safety-related systems.

Moreover an acceptable risk for a person could be unacceptable for another
one. For example, risks taken in financial investments.

This also means that the acceptance of a risk involves ethical and moral
values which go beyond the mere risk assessment.

Laws in various states require that the reduction of risks is practiced as far as
reasonably possible.

“As Low As Reasonably Practicable” or ALARP does not mean as much as
possible, but that the costs of risk reduction must be taken into consideration.
This system was used the first time in a nuclear tolerable risk evaluation in
England in 1988 by HSE®, to be then extended from nuclear to every
industrial field.

The ALARP principle states that there is a level of risk that is intolerable.
Above this level risks cannot be justified on any grounds. Below this level
instead is the ALARP region where risks can be undertaken only if a suitable
benefit can be achieved.

> “The Tolerability of Risk from Nuclear Power Sations” (HSE 1988) Revised 1992
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In the ALARP region, risks are only tolerable if risk reduction is
impracticable or if the cost of risk reduction is greatly outweighed by the
benefit of the risk reduction that is gained.

Below the ALARP region is the broadly acceptable region where the risks are
so low that no consideration of them is warranted, and detailed work is
needed to demonstrate ALARP because the risk is negligible, or so low, that
no risk reduction is likely to be cost-effective. A cost-benefits analysis of risk
reduction in this region is not meaningful.

This ALARP principle can be used with a range of different numeric risk
levels defining the boundaries of the ALARP region.

Intolerable Region Risk cannot be justified except in
(Red Zone) extraordinary circumstances

Tolerable only if further risk reduction

is impracticable or if its cost are

The ALARP or grossly disproportional to the gained
improvement.

tolerability Region o
As the risk is reduced, the less

(Blue Zone) proportionately, it is necessary to spend

to reduce it further, to satisfy ALARP.
Risk is undertaken only if The concept of diminishing proportion
a benefit is desired is shown by the triangle.
Broadly Acceptable Region It is necessary to maintain assurance
(Green Zone) that risk remains at this level

No need for detailed working
to demonstrate ALARP

NEGLIGIBLE RISK

Figure 68, Risk and ALARP zone

To summarize this diagram, it can be said that if a risk is in the intolerable
region (red), the plant, the process or its operations cannot be installed or
performed. The risk must be reduced at least to the ALARP region (blue).
In the broadly acceptable region (green) risk is considered low but it does not
mean that it can be accepted or refused without considering costs, compared
to benefits. In other words, potential benefits must be proven, evaluated and
found appropriate to the scope.

The down shaped triangle means that costs for the risk reduction generally
increase with the risk. High risks correspond to high reduction costs.
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Risk reduction is not always expensive. For example, the installation of a
traffic light, close to a school, is not a big cost compared to its benefit.

6.7.4 Tolerable Risk decisions based on
financial considerations

Performing an explicit analysis of costs and benefits of a risk reduction
project, is essential to determine the amount of risk reduction that an
organization can justify.

The ALARP principle states that there is a zone in which process risk should
be reduced if reasonably possible. In practice, “reasonable” means cost-
effective. The best way to determine if a risk reduction project is cost-
effective is to calculate the ratio of benefits to costs of a project on a financial
basis: if the ratio is greater than one, then the project is cost-effective.
Although this process may seem simple, its application presents pitfalls, the
largest of which is determining the benefits of risk reduction which are
generally the sum of the decrease in the probability of the following harmful
outcomes:

Property damage

o Business interruption

o Environmental contamination

Q

Q

O

Injuries, or severe illnesses, to workers and neighbors
Fatalities to workers and neighbors.

Calculating a financial benefit for the first two items is not too difficult.
However, calculating the benefit of decreases in fatalities, injuries, illnesses,
and environmental damage, in financial terms, requires difficult and subtle
trade-offs to be made.

Many organizations simply refuse to perform this type of analysis.

Evaluation criteria of human life are not always easy to perform, but are
regularly done by insurance companies.

A calculation method frequently used for the evaluation of total costs is the
one which adds all the possible hazardous events, calculated by multiplying
the frequency of the events for the cost and the consequences.

E = Fino
TOT ~ Py L@
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Where:

o Fror : Tolerable frequency of a specific event.

o Finp : Tolerable frequency of fatality of an individual (individual risk).

o PLL :Probable Loss of Life for a specific event.

o a . Risk reversion factor used to weight high-consequence events
more heavily.

Example 1:

A process plant has an individual risk criterion of 4x10 per year.

A SIS is being considered to prevent an explosion of the process vessel at the
plant. Calculations have shown that the probable loss of life due to the
explosion would be 2 persons. Based on the probable loss of life and
individual risk criterion, what is the tolerance frequency of the explosion
event?

Assuming a = 1, the tolerable frequency of the event is calculated by dividing
the individual risk criterion by the expected number of fatalities, or probable
loss of life (PLL).

4x10™
Fror =

=2x10™* =0.0002/ yr

Once it has been established that the frequency of the unwanted event is
below the tolerable level, (ALARP blue zone), the benefits and costs of
potential risk reduction projects are calculated using the following equation.

Benefits _ Fyosis XEVnosis — Fsis XEVgis

Costs COSTg g +COSTyt
Where:
o B-Cratio : The ratio of benefits to costs
o Fnosis : Frequency of the unwanted event without a SIS.
o EVyosis : Total expected value of loss of the event without a SIS.
o Fss : Frequency of the unwanted event with a SIS.
o EVgs : Total expected value of loss of the event with a SIS.
o COSTss  : Total lifecycle cost of the SIS (annualized).
o COSTyr : Cost incurred due to nuisance trip (annualized)

If the benefit-to-cost ratio is greater than one, the project should be
implemented: this corresponds to the middle ALARP region where the risk is
reduced based on its practicability.
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Example 2:

A SIS is being installed to prevent a fire that will cost the company
$1,000,000. The frequency prior to application of SIS has been calculated in
one every 10 years.

After SIS installation the expected frequency is one every 1000 years, and its
annualized cost is approximately $66.000.

Cost for nuisance trip is negligible, being F&G normally de-energized.

What is the benefit-to-cost ratio for the F&G project?

The Benefits/Costs relation will be:
Benefits = (iXIOOOOOO) - (LMOOOOOO) =99000
10 1000

Costs = (66000 + 0) = 66000
Benefits _ 99000 _
Costs 66000

A benefit-to-cost ratio of 1.5 means that for every $1 of investment the plant
owner can expect $1.5 in return.

Note that margin of error in such calculations is typically greater than 10%.

The ALARP principle requires the cost-benefit analysis to be used to
determine if risk reduction projects should be funded when they fall into the
ALARP region. By the HSE, risk levels were set so that most process risks
fall into this intermediate region. As such, most risk reduction decisions will
require a cost-benefit analysis. Since this is true, cost-benefit analysis should
be built into the SIL level selection process.

Several companies have found that, for the most part, the tolerable risk
guidelines they have set on a moral-legal basis are almost never used because
the financial aspect of the risk reduction project always justifies a greater
amount of risk reduction.

Risk caused by third-party liability of personnel injury is insignificant in
comparison to other losses such as property damage, business interruption,
and company reputation. For refineries, property damage losses always
dominate, and for upstream refining operations business interruption losses
always rule.

Studies have found that making risk reduction engineering decisions based on
personal risk level alone is inadequate because it ignores the major risk to the
corporations, which is financial.

Unfortunately human life cost is primarily determined by insurance
companies.
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If a worker dies, insurance pays a certain amount of money, if a manager dies
they pay more, but for their families the compensation will never be enough.

6.7.5 Quantitative method for SIL determination
(Annex “C”")

This quantitative method is based on calculating a frequency of a hazard and
the magnitude of its consequences to determine the difference between the
existing and tolerable risk.

First the frequency of the initiating event is determined based on either local
operating experience, failure rate database references for similar equipment in
similar environments, or detailed analytical estimation. Then the probabilities
that the initiating event will actually lead to the hazard are evaluated and
combined with the initiating event to determine a hazard frequency.
In parallel, the consequence of the hazard is calculated.

Finally, the frequency and consequence of the hazard are assessed relatively
to the tolerable risk and a SIL level is selected to bridge any gap.

Tolerable risk frequency is in numerical form: for example a specific
consequence should not be greater than 1 every 10000 years.

SIL levels instead are determined from 1 to 4 as in Table 27 at page 171.

An example of calculation is shown in Figure 69 below.

Safety integrity of non-SIS
prevention/mitigation protection layers,
other protection layers, and SIS matched

to the necessary risk reduction

Process and process
control system

1T

Necessary Risk Reduction

Consequence
of Hazardous
Event

Non-SIS
prevention /
mitigation
protection
layers

Other
protection
layers

Process
Risk

Frequency
of Hazardous
Event

Tolerable
Risk Target

Figure 69, Example of safety integrity level calculation
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It has already been stated that:

and that:

where:

o PFDavg: Average probability of failure on demand to the safety-related
system, which is also the measure of safety integrity for low

Qa
a

RRF =

Frequency of accidents without protections

Frequency of tolerable accidents

PFDavg < F—T

NP

demand mode safety-related systems.

Fr: Tolerable frequency of hazardous event.
Fnp: Demand frequency to the safety-related system without
installation of protective devices.
Frequency Catastrophic Critical Marginal Unimportant
conseguences conseguences | conseguences | consequences
Frequent | | | 1
Probable I I I i
Occasional [ Il I m
Remote T T I v
Improbable 1 1l \Y} \Y
Incredible \Y) I\ 1\ \Y
Table 29, Hazardous events classification
Class of risk Interpretation

Intolerable risk

Undesired risk, tolerable only if the risk reduction is not possible or
if the costs are excessively high compared to the benefit obtained

Tolerable risk if the cost of its reduction exceeds the benefit
obtained

Unimportant risk
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It can be immediately noticed that the determination of the Fyp value for the
EUC is important, because of its relation with the PFDavg and consequently
with the SIL level of the safety-related system.

Steps to calculate the SIL level (when the consequences C say steady) are
indicated below, referring to Figure 69:

o Determine risk frequency elements in the EUC without protection (Fyp).

a Determine the consequences C without adding any protection.

o Determine, with Table 29, if a tolerable risk is reached for the Fyp
frequency and the consequence C. If with Table 29 a class I risk is
reached, a further risk reduction is necessary. Class IV and I11 risks are to
be considered tolerable. Class Il risks require a further examination.

a Determine the probability of the failed intervention for the safety-related
system protection (PFDavg) to obtain the necessary risk reduction. In the
specific case with C steady, PDFavg = (Fr / Fnp) = necessary risk
reduction.

The SIL level can be obtained from Table 27 at page 171.

If, for example, the PFDavg is between 10 and 107,
the level of risk reduction is SIL 2.
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6.7.6 Qualitative method: Risk graph
(Annex “D")

This method assigns a category both to the frequency and to the severity of an
hazard to assess the relative risk to a tolerable level.

W; W, W,
Ca X1
a - -
X2
>
Starting point for Pa 1 a -
risk reduction C P
estimation B Fa B:|A>
PR Fe Pa 2011 ]a
e e X,
Fe Pa 3|21
CD FA PB X5
Fe Pa 411312
Generalized setting = X
(in the practical implementation, LB 76y,
the setting is specific for the
application shown in the risk b 4 3
graph)
Consequence of the risk - No safety requirement
Engsl_Jr.e and frequ-ency of the risk a No special safety requirement
Possibility of avoiding an hazardous
risk b Only one E/E/PES is not sufficient
w Probability of an unwanted event
1,234 Safety Integrity Level (SIL)

Figure 70, Risk graph: general scheme
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W; W, W,
C a,b,cdefh
1 » a - - represent the necessary
) _ P minimum risk
Starting point E — b a - reduction.
for r|§k L P, The connection
rec_iuctlpn C, ——> c b a between this and the
estimation P, safety integrity level is
F, —> d c b shown in the table
O— P, below.
= e d c
F
Cs — f d
F
C
4 > h g f
Consequence risk parameter Minimum necessary Safety integrity level
Exposure and frequency of the risk risk reduction
Possibility of avoiding an hazardous - No safety requirements
event
W Probability of an unwanted event a No special safety requirements
a..h Evaluation of the risk reduction b ¢ 1
required for the SRS '
d 2
e, f 3
g 4
h An E/E/PE SRS is not sufficient

Figure 71, Risk graph: example (illustrates general principles only)
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Parameter of the risk

Classification

Comments

Conseguences C1 | Minor injuries The system has been designed to deal with cases of
C C2 | Permanent and severe injuries and deaths of people. Other classification
injuries to several sche_zmes should be designed for damages to things and
persons; death of one | environment.
person For the interpretation of C1, C2, C3, C4, it must be
C3 | Death of several persons taken into consideration the accidents and the average
recovery process.
C4 | Death of many persons
Freguency and F1 | From rare to frequent The system has been designed to deal cases of injuries
exposuretimetothe exposure to a dangerous | and deaths of people. Other classification schemes
dangerous zone zone should be designed for damages to things and
F F2 | From frequent to environment.
continuous exposure to
a dangerous zone
Possibility toavoid the | P1 | Possible in some These parameters must be taken into consideration:
hazar dous event conditions - functioning of the process ( supervised by non
P skilled or skilled staff or not supervised).

- Way of development of the hazardous event
(suddenly, quickly or slowly).

- ease in identifying the hazard (immediately, detected
by technical measurements or without technical

P2 | Almost impossible measurements).

- protection from the hazardous event (possible or not
possible escape routes, or only possible in certain
conditions).

- effective safety experience (experience which might
exist in another EUC, in EUC similar or which might
not exist.).

Possibility of an W1 | A quite low probability | The scope of W factor is to estimate the frequency that
unwanted event that the unwanted event | the unwanted event may happen without any safety-
W could happen and only | related system, but including any external protection

very few of them could | system.

happen

W2 | Alow probability that | £ fey or any experience is available on the EUC, or

the unwanted event on the EUC control system, or on similar EUC

could happen and only | gyqtems, the estimate of the W factor may be

some of them could calculated. In this case, the worst condition must be

happen

expected.

W3 | A relatively high

probability for the
unwanted event to
happen and a frequent
probability of the
unwanted event to
happen
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6.7.7 Determination of the SIL level: qualitative method,
Hazardous event severity matrix (Annex “E”)

The quantitative method described in Annex “C” of the IEC 61508, useful in
the calculation of the SIL level, is not applicable where the risk cannot be
quantified.

This Annex describes the qualitative method of the severity matrixes of the
hazardous event. This method allows the determination of a SIL integrity
level of a E/E/PE system, once the risk factors of the EUC and of its control
system are known. Figure 71 and Figure 70 describe a model of risk
particularly suitable to be analyzed with such a method.

Note that risk matrixes are not treated in this manual.

Part 6 provides more detailed explanations and examples on how to comply
with Parts 2 and 3. This part is made up of almost only annexes.

6.7.8 Layer of Protection Analysis (LOPA)

Layer of protection analysis (LOPA) is a special form of event tree analysis,
which is optimized for the purpose of determining the frequency of an
unwanted event, which can be prevented by one or more protection layers.

By comparing the resulting frequency to the tolerable risk frequency it is
possible to finally select the proper safety integrity level.

6.7.8.1 Example using LOPA

A vessel is used to store Hexane, a combustible material (see Figure 72).

The level in the vessel is controlled by a level controller (LC) which operates
the level valve (LV): if the vessel is overfilled, hexane is released through a
liquid vent (PSV) and be contained within a dike.

A hazard analysis was performed and determined that the level controller may
fail, liquid may be released outside of the dike, an ignition source may ignite
the hexane and there may be a possible fatality (see Figure 73).

The company wants to determine if the existing facility will meet their
corporate risk criteria, or how extensive the changes will need to be in case
any changes are required (such as adding a standalone safety system).

The company established a yearly tolerable risk limit for a fire of 1 x 10 and
1 x 107 for a fatality. The initiating event for this scenario will be a failure of
the control system, which was estimated in 1 x 10", The only existing safety
layer would be the dike, which had an estimated PFD of 1 x 1072,

Alarms and operator action were not accounted for because, in this instance,
the control system was the initiating event, therefore no alarms would be
generated. The organization took a conservative view that if material was
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released outside of the dike, the likelihood of it finding an ignition source
would be 100%. However, the area was not always manned.
The probability of someone in the area actually being killed by a fire, as
opposed to merely injured, was estimated at 50%.

Figure 73 shows an event tree for this scenario.

The probability of a fire is represented by the combination of probabilities of
the bottom three rows, which amounts to 1 x 10 (0.1x0.01x1.0).

The probability of a fatality is represented by the bottom row, which amounts
t0 2.5 x 10 (0.1x0.01x1.0x0.5x0.5).

Knowing that the corporate risk target for a fire is 1 x 10, it can be seen that
the risk target is not being met by a factor of 10 (1 x 10 /1 x 10%).

Knowing that the corporate risk target for a fatality is 1 x 107, it can be seen
that the risk target is not being met by a factor of 25 (2.5 x 10/ 1 x 107).

Therefore, the existing design does not meet either corporate risk targets and
a change is warranted.

One possible solution would be to install a separate high level shutdown
function. Such a function would need to reduce the risk by at least a factor of
25 in order to meet the overall criteria.

A risk reduction factor (RRF) of 25 falls within the SIL 1 range (10-100).
However, obviously not any SIL 1 system will be appropriate.

Table 32 shows a sample worksheet for documenting this scenario.
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o

\ 4

<

Hexane
Storage
Tank

\

Dike

J

Figure 72, Sample Process for LOPA Example

Next process

BPCS loop
failure

Dike

Probability of
ignition

Probability of
personnel in area

Probability of
fatality

P=0.1

No significan
event

!

Success
P=0.99

Failure P=0.01

No significan
event

!

No P=0

Fire

:

I No P=0.5

Fire, no
fatality

YesP=0.5

No P=0.5

Firewith
fatality

|

YesP=0.5

Figure 73, Event tree for LOPA example
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L OPA WORKSHEET

Scenario Number

Equipment Number

Scenario Title: Hexane Surge Tank Overflow.
Spill not contained by the dike

Date Description Probability Frequency (per year)
Conseguence Release of hexane outside the
Description/Category dike due to tank overflow and
failure of dike with potential
for ignition and fatality
Risk tolerance Criteria Maximum tolerable risk of <1x10*
(Category or Frequency) serious fire
Maximum tolerable risk of <1x10°®
fatal injury
Initiating Event BPCS loop failure 1x10?
(typically a frequency)
Enabling Event or Condition N/A
Conditional M odifiers (if applicable)
Probability of ignition 1
Probability of personnel in 0.5
area
Probability of fatal injury 0.5
Other N/A
Freguency of unmitigated consequence 25x107
Independent Protection Layers
‘ Dike (existing) 1x10?
Safeguards (non-1PLs)
Human action not an IPL as it
depends upon BPCS
generated alarm.
(BPCS failure considered as
initiating event)
Total PFD for all IPLs 1x10?
Frequency of Mitigated Consequence 25x10*

Risk Tolerance CriteriaMet? (Yes/No): No. SIF required

Action reguired: Add SIF with PFD of at least 4 x 10 (Risk Reduction Factor > 25)
Responsible Group / Person: Engineering / J.Q. Public, by July 2005 Maintain
dike as an IPL (inspection, maintenance, etc)

Notes: Add action items to action tracking database
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6.8 Part “6”: Guidelines in the application of
Parts 2 and 3

6.8.1 Application of Parts 2 and 3 (Annex “A”)

Annex “A” is informative.
It shows flow charts of the expected implementation of both parts and
provides on overall view of the requirements.

6.8.2 Example technique for evaluating probabilities of
hardware failure (Annex “B”)

Annex “B” shows an example for evaluating probabilities of failure with
many tables showing results for particular architectures for selected values of
diagnostic coverage and common cause beta factors.

Methods used for these calculations are approximation formulas based on
reliability blocks diagrams. These methods consider the hardware as a chain
made up of sensors, logic boxes such as barriers and PLC and final control
elements, and indicate several configuration architectures.

For further details see Chapter 3.

6.8.3 Diagnostic Coverage calculation and Safe Failure
Fraction: Worked example (Annex “C")

Annex “C” is informative.
It deals with the FMEDA technique (Failure Modes, Effect, and Diagnostics
Analysis) for calculating the diagnostic coverage factor.

6.8.3.1 FMEDA (Failure Mode Effect and Diagnostic Analysis):
Calculation Method

FMEDA is a systematic method to:
o identify and evaluate the effect of different failure modes,
o determine action that eliminate or reduce the possibility of failure,
o prove the system in exam.
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FMEDA is an extension of FMEA (Failure Modes, Effect Analysis).

It combines the FMEA analysis technique, expanding it to identify any
possible online diagnostic technique and the relevant failure modes for the
designing of the safety-related systems.

It is a recommended technique to generate each category of rates of failure in
the system model (safe detectable, safe not detectable, hazardous detectable,
hazardous not detectable, high failure mode, low failure mode).
The FMEDA format is an extension of the FMEA standard format, obtained
by the law MIL STD 1629°.

To this issue, more attention will be dedicated, for the importance of this
analysis technique, almost unique, to set the SIL level and the PFDavg in the
electric-electronic devices used in the safety-related system.

Let’s assume to analyze a module which performs its function by interfacing
devices with an officer in the control room.

For all the components of the electric circuit in exam, an analysis is being
performed as shown in Table 33. The table, for brevity reasons shows the
analysis of only some components.

The premises for the analysis are the following:
o Output value lower than downscale: safe detected failure (SD)
o Output value within 4% of the range: safe undetected failure (SU)
o Output value higher than 4% of the range, but within the range:
dangerous undetected (DU)
o Output value higher than upscale: dangerous detected failure (DD)

® "Procedures for Performing a Failure Mode, Effects and Criticality Analysis"
MIL-STD-1629, 1998
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S -
ID | Component type | , g]: Sm;ljlat E(f)LetCtu(:n Ao | Asy | oo | Aoy
P YPeI (FIT) | failure | failure o r'?al (FIT) | (FIT) | (FIT) | (FIT)
rate type 9
Cond. MC 31.8 80 Open SD 254 | 6.36
10 nF 50V 20 Short suU
G 10% x 7R
0805 SMD
Cond. MC 31.8 80 Open DU 15.4
10 nF 50V 20 Short SuU 6.36
(2 10% x 7R
0805 SMD
Cond. MC 28.6 80 Open DD 22.8
10 nF 50V 20 Short suU 5.72
G 10% x 7R
0805 SMD
Res. TF392KR 9.6 20 Open SU 1.94
1/8 W 1% 40 Short SD 3.88
R 100 ppm 15 05xR SD 1.46
0805 SMD 25 2xR SD 2.43
Res. TF 1 KR 9.6 50 Open DU 1.94
1/8 W 1% 50 Short DD 3.88
RE2A 100 ppm SuU 1.46
0805 SMD SU 2.43
Tras. EF16 50 Open SD 8.9
1p/1s 45/95s 50 Short DD 8.9
T1A Vds 90 V
Ids 300 mA
2.8/12.6 mH
Trans. 2N7002 25 50 Open SD 125
TR5A Nmos Vds 60V 50 Short SU 125
1ds 300 mA
Rds 0,5R SOT23 SMD
Trans. 2N7002 25 50 Open DU 7.5
TR7A | Nmos Vds 60V 50 Short DD 12.5
1ds 300 mA
Rds 0,5R SOT23 SMD
Integ. TLC272 2.7 40 Open SD 1.08 154
IC3A | Ampl. Operat. 40 Short SuU 1.08
S08 SMD 20 Unstable DU 0.054
Integ. TLC272 2.7 40 Open SU 1.08
IC4A | Ampl. Operat. 40 Short SD 1.08
S08 SMD 20 Unstable DU 0.054
Total Failure Rates | 55.65 | 40.01 | 48.16 | 24.95

Table 33, Example of FMEDA analysis
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As already seen, Table 33 for brevity reasons will account the analysis of only
some components, while the real table would be longer, including the analysis
of each single component. The premises for the analysis could be:
o The first column shows the identification of the components as shown in
the electric diagram.
o The second column shows the type of component.

The third column shows the failure rate of the component.

o The fourth column shows the percentage of the failure rates for each
failure mode shown in the fifth column.

o The fifth column shows the failure modes of the component.

o The sixth column shows the effect of the failure as a function of the
variation of the output signal, as stated above. The output status is
therefore verified, by simulating the failure and consequently it is
possible to classify the type of failure (SD, SU, DD, DU).

o Columns seven, eight, nine, and ten indicate the values of the failure rates
related to the effects of the simulated fault.

[m]

The last row of the table shows total values in regard to the module in exam.

To verify how useful the FMEDA analysis is, the SFF value has to be
calculated, by using all the given data.

It will be seen how this can be increased during the designing phase.
Assuming:

Adu _,. 3995

SFF=1- =
Add+du+Asd +Asu 183,77

= 78% (SIL2)

The total rate of dangerous undetected failures (Apy) must be decreased.

Two hardware changes can be performed to accomplish this task:

o Capacitor C2A (10 nF) has a relevant contribution to the “du” failure
rates when it fails due to the opening of a circuit. By using two capacitors
in parallel, each of 5 nF, when one of the two opens the other will be
available. It has been proved that in this case the failure is not classified
as “du” but as “su”.

o The same reasoning is applicable to the resistor R52 (1KQ) which
generates the hazardous failure at the opening of the circuit.
Two resistors 2KQ can be connected in parallel. Although the amount on
the total value is low, because the resistors used are metallic and with a
few probabilities to open, it’s worth doing it.

Once these changes are performed, for a Apy = 12,61 FIT, the SFF value
increases to 93% (suitable for SIL 3)
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The same consideration can be made for the PFDavg = (8760 X Apy)/2, and
calculating the PFDavg value in the two examples, which means for
Adu = 39,95 FIT and, in the second case, Apy = 12,61 FIT.

1) PFDavg=1,7510*
2) PFDavg = 0,55 10 (three times better and suitable for SIL 3)

6.8.4 Methodology to quantify the effect of the common
failures of the hardware in the E/E/PE multichannel
systems (Enclosure “D”)

Enclosure “D” is informative.

It illustrates the common mode in the redundant systems. A diagram is
provided together with the estimate methods of the beta factor to be used in
the derived calculation.

6.8.5 Applicative example of the integrity software table of
Part 3 (Enclosure “E”)

Enclosure “E” is informative.

It provides an example for the use of the table for the SIL of the software in
Part 3. Twenty tables are illustrated with detailed examples for the SIL 2 and
SIL 3.
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6.9 Part 7: Overview of techniques and measures

Part “7” provides descriptions and an explanation of the many engineering
techniques presented earlier in the standard.

6.9.1 Overview of techniques and measures for E/E/PES:
control of random hardware failures (Annex “A”)

Annex “A” is informative. It addresses random hardware failures and contains
methods and techniques useful to prevent or maintain safety in the presence of
component failures. The explanations hereby presented support many of the
techniques in the hardware tables of Part 2.

6.9.2 Overview of techniques and measures for E/E/PES:
avoidance of systematic failures (Annex “B”)

Annex “B” is informative. It deals the method of annulment of the systematic
failures both in the hardware and software systems and it refers to Parts 2 and
3. It is structured in accordance with the safety lifecycle and deals with many
important issues for the key phases.

6.9.3 Overview of techniques and measures for achieving
software safety integrity (Annex “C")

Annex “C” is informative. It gives a comprehensive view on the techniques to
reach an high safety integrity of the software. Many of these techniques
include detailed project phases of the lifecycles. The architecture of the
project is also discussed, as well as the design instruments and the
programming languages. The Annex examines the verifications, modifications
and assessment of functional safety of the lifecycle phases.

6.9.4 A probabilistic approach to determining software
safety integrity for pre-developed software
(Annex “D")

Annex “D” is informative. It designs a probabilistic approach to determine the
SIL level in a already designed software. This Enclosure is addressed to the
many systems which try to use software already written and tested.
It lists several tests to set the SIL level of software based on statistic analysis.
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Chapter 7 IEC 61511 Safety Instrumented
Systems for process industry

IEC 61511 has been developed as a process sector implementation of
IEC 61508 and is based on two concepts, which are fundamental to its
application: the safety lifecycle and safety integrity levels.

The safety lifecycle forms the central framework which links together most of
the concepts in this international standard.

It is a good engineering procedure for the designing of safety-instrumented
systems (SIS).

In the safety lifecycle, process risks are evaluated and SIS performance
requirements are established (availability and risk reduction).

Programmable Electronic Controller

Logic Solver

‘ _Inpul:s < ] | Outputs

Sensor
PT

Process % ‘

. i

Figure 74, Safety Instrumented System (SIS)
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Layers of protection are designed and analyzed. Finally, a SIS, if needed, is
optimally designed to meet the particular process risk.

Safety integrity levels are order of magnitude levels of risk reduction.
There are four SILs defined in the standard, just as in IEC 61508.
SIL 1 has the lowest level of risk reduction, while SIL 4 the highest.

The standard suggests that applications which require the use of a single
safety instrumented function of SIL 4 are rare in the process industry and that
they shall be avoided where reasonably practicable.

IEC 61511 is primarily concerned with safety-instrumented systems for the
process industry sector (sensors, logic solvers and final elements are included
as part of the SIS). It also deals with the interface between safety-
instrumented systems and other safety systems in requiring that a process
hazard and risk assessment are carried out.

7.1  Part 1: Framework, definitions, system,
hardware and software requirements

Part 1 specifies requirements for system architecture and hardware
configuration, application software, and system integration.
This includes sections on:
o management of functional safety,
safety lifecycle requirements,
verification,
process hazard and risk analysis,
safety functions allocation to protection layers.

000D

These last two sections only contain general and not detailed requirements.

Furthermore, there are sections on:
o SIS safety requirements specification,
o SIS design and engineering,
o Requirements for application software,
o Selection criteria for utility software containing a detailed safety lifecycle
overview for application software.

Finally there are sections on:

Factory acceptance testing,

SIS installation and commissioning,
SIS operation and maintenance,
SIS decommissioning,

Information requirements.

]

]
]
]
]
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Parts 1, 2, 3 and 4 of IEC 61508 have thus been combined into Part 1 of
IEC 61511. IEC61511-1 has sections on:

a Scope,

o References,

o Abbreviations,

a Definitions (process sector specific),

a Conformance.

The relationship between IEC 61508 and IEC 61511 is also defined in Part 1,
as shown in Figure 75. The key differences between the two standards are
discussed in Annex A.

Process Sector
System
Standard

Process Sector Hardware Process Sector Software

Developing uUsing new Developing g Developing |a| Developing
new Hardware embedded application || application
hardware Hardware developed (system) software software
devices devices | and validated Software using full | |using limited
according to variability variability
IEC 61508 languages languages
or fixed
programs
Follow Follow Follow Eollow Eollow
|EC61508 IEC61511 IEC61511 IEC61508-3| | 1EC61508

Figure 75, Relationship between IEC 61508 and IEC 61511
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7.2 Part 2: Guidelines in the application of
IEC 61511

Part “ 2" contains (as for Part 1) six informative annexes and sections on:
o scope
o definitions
o abbreviations

Part 2 contains general information and guidelines on IEC 61511-1.

Annex A sets out the functional steps in the application of the IEC 61511-1
requirements of:

o Clause 5 (functional safety management)

o Clause 6 (safety lifecycle requirements)

o Clause 7 (software requirements)

In this way, this part of IEC 61511 corresponds to Part 6 of IEC 61508.

Annex B refers to example techniques for calculating the probabilities of
failure on demand, either from IEC 61508, Part 6 Annex B or ISA TR84.0.02.

Annex C provides an example of the application of IEC 61511, Part 1 in a
chemical company, i.e. a typical SIS architecture development.

Annex D provides three examples of the application of IEC 61511, Part 1,
related to various aspects of application programming. It gives information on
attributes of a programming language for SIS, an example of the development
of application code for a process sector programmable electronic SIS, and an
example that illustrates how a major SIS logic solver manufacturer/integrator
develops safety application software for customers.

Annex E provides an example of a safety PLC manufacturer’s approach in
developing a programmable logic solver certified to IEC 61508 for the
process sector.

Annex F contains an overview of relevant safety techniques and measures
relevant to Part 1, 2, and 3 of this standard, shortly stating, aim, description
and references of the specific technique. It only gives an overview of
additional process sector references. For other techniques it refers to
IEC 61508, Part 7.
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7.3 Part 3: Guidelines in the application of
hazard and risk analysis

This part of IEC 61511 contains guidelines in the area of determining safety
integrity level (SIL) in hazard and risk analysis, and for this reason
corresponds to Part 5 of IEC 61508.

The information is intended to provide a broad overview of the wide range of
global methods used to do hazards and risk analyses. It provides information
on the underlying concepts of risk and the relationship of risk to safety
integrity and a number of methods that should enable the safety integrity
levels for the Safety Instrumented Functions to be determined.

IEC 61511, Part 3 consists of a clause on the underlying concepts of risk and
the relationship of risk to safety integrity (general guidance); see Figure 69 at
page 179.
Furthermore there are several informative annexes, of which:
o Annex A covers the ALARP principle and tolerable risk concepts.
o Annexes B, C, D, E, and F covers quantitative and qualitative methods
(Safety Matrix Method):
0 Calibrated risk graph (semi qualitative)
o risk graph (qualitative)
0 Layer Of Protection Analysis (semi-quantitative) are described.

All methods have been simplified in order to illustrate the underlying
principles. The information provided is not of sufficient detail to implement
any of these approaches.

Overall, IEC 61511 is considered a standard for users (as shown in Figure 75).
It is expected that engineering companies and instrumentation users will find
the most value from this document.
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Chapter 8 Proven-in-use assessment

8.1 Defining the term “proven-in-use” according
IEC 61508-7

Proving-in-use means using field experience from different applications to
prove that the safety-related system will work according to its specification.

This is accomplished by the use of components or sub-systems, which have
been shown by experience to have no, or only unimportant, faults when used,
essentially unchanged, over a sufficient period of time in numerous different
applications.

For proven by use to apply, the following requirements must have been
fulfilled:

o Unchanged specification.

o 10 systems in different applications.

o 100.000 operating hours and a test of at least 1 year of service history.

Proof is given through documentation of a vendor and/or operating company.
This documentation must at least contain:
o Exact designation of the system and its components, including version
control for hardware and software.
a User and time of operation.
a Operating hours.
a Procedures for the selection of the system and application procedure to
the proof.
a Procedures for fault detection and fault registration as well as fault
removal.
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8.2 “Proven-in-use” requirements according to
IEC 61511-1

According to IEC 61511-1 First Edition 2003-01 section 11.4.4, for all
sub-systems (e.g. sensor, final elements and non-PE logic solver) except
PE logic solvers, the minimum fault tolerance specified in Table 6 of this
standard may be reduced by one of the devices under consideration complying
with all of the following:

o Device’s hardware is selected on the basis of prior use;

o the device allows adjustment of process-related parameters only, e.g.,
measuring range etc.;

o the adjustment of process-related parameters of the device is protected,
e.g., jumper, password;

o the function has a SIL requirement lower than 4.

MHFT* MHFT*
Does not meet 11.4.4 Meets11.4.4
reguirements reguirements
SIL 1 0 0
SIL 2 1 0
SIL 3 2 1
Special requirements Special requirements
SIL 4 apply. apply.
See |IEC 61508 See IEC 61508

Table 34, Extracted from IEC 61511-1 Edition 2003-01: Minimum tolerance
to hardware failure of final element sensors and logic solvers non-PE

* MHFT: Minimum Hardware Fault Tolerance.

This means that if the requirements of section 11.4.4 of IEC 61511-1 First
Edition 2003-01 are fulfilled, a hardware fault tolerance of 0 is sufficient for
SIL 2 (sub-) systems with a SFF of 60% to < 90%.

Note:

Some certification bodies (e.g. EXIDA) do not take in exam subsystems
which have a SFF lower than 80%.
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Required information for a proven-in-use proof
of a sub-system

It frequently happens that the manufacturer of a device, apparatus, or sub
system has to certify (or prove) that its product was already sold and installed
for years in accordance to IEC 61508 and IEC 61511.

The following information is therefore required:

Q
Q

Current hardware and software version of the considered devices.
Number of sold devices with current version of the hardware and
software.

Number of failures of the sold devices with current version of the
hardware and software.

Indication of the operating hours (counted six months after the months
the devices were sold) of the considered devices with current version of
the hardware and software.

Indication of all currently available versions of hardware and software on
the market.

List of at least 10 different applications of the devices with current
version of hardware and software.

Quality system certification.

Description (procedure) of how the field feedback tracking is done.
Description (procedure) about the used version and configuration
management system according the requirements of IEC 61508.
Description (procedure) about the modification process according the
requirements of IEC 61508.

Description of the adjustment possibilities of process-related parameters
of the considered devices and related protection mechanisms.
Features/configurations of the considered devices, which cannot be used
by the user for safety applications

Description of why this features/configurations do not interfere with the
considered safety function (FMEDA).

Fault scenarios of the used sensor elements.
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Chapter 9 Functional safety manual

A safety manual must be provided for each device, sensor, controller or final
element that is part of a safety-related system and for which it is necessary to
prove the compatibility with IEC 61508 and IEC 61511.

The purpose of this short chapter is to provide a “checklist” of requirements
for such safety manual.

A safety manual is a document provided to the users of a product that
specifies their responsibilities for installation and operation in order to
maintain the designed safety level.

The manufacturer of a product is required to provide such manual by the
mentioned standards. Moreover, many users consider the document to be a
pre-sales document as they want to see if there are serious limitations in the
use of a product before purchasing it.

9.1 Requirements

| EC 61508 requires that manufacturers:

o Advice procedures required for a test to detect known *“dangerous
failures” as identified by the FMEDA of the product. The procedures
must include a statement that results of such testing be recorded.

Any tools required must be identified. The expected skill level of those in
charge of accomplishing the task must be specified.
Diagnostic coverage factor for the specified test must be stated.

a Advice procedures to repair or replace the product. This must include a
statement that all failures must be reported to the manufacturer.
Any tools required must be identified. The expected skill level of those
doing the work must also be specified.

o Advice any necessary installation and site acceptance test procedures
required in order to achieve safety.

a If firmware upgrade is possible in the product, procedures must be given
with any needed tools identified. The expected skill level of those doing
the work must be specified.

o The safety manual must contain estimated failure rates (or a reference to
the FMEDA report) and an estimate of the beta factor for use when
redundant devices are designed into the safety instrumented function.
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a
a

a

Note: Although not required, this would be a good place to include a
discussion of impulse line clogging and common cause implications of
that. The achievable SIL must be stated (or a reference to the FMEDA
report).

If there are any unknown product lifetime limits, these must be stated.
Otherwise a statement that there are no known wear-out mechanisms.
Note: Although not required, it may be advisable to make some
statements about product lifetime even if there are no known wear-out
mechanisms.

All required parameter setting assumed for safety must be stated.

Any application limitations and environmental limits must be stated
(or a reference pointing to another document).

Worst case diagnostic test time must be stated for the claimed diagnostic
test coverage.

IEC 61508-2, in section 7.4.7.3, specifies the following information which
shall be available for each safety-related subsystem:

m}

m}

| A iy ]

A functional specification of those functions and interfaces of the
sub-system which can be used by the safety functions.

The estimated rates of failure (due to random hardware failures), in any
modes which could cause a dangerous failure of the E/E/PE
safety-related system, which are detected by the diagnostic tests.

Any limits on the subsystem environment which could be observed in
order to maintain the validity of the estimated rates of failure due to
random hardware failures.

Any limit on the lifetime of the subsystem which should not be exceeded
in order to maintain the validity of the estimated rates of failure due to
random hardware failure.

Any periodic proof test / or maintenance required.

Diagnostic coverage.

Diagnostic test interval.

Any additional information (for instance repair time) which is necessary
to allow the derivation of the mean time to restoration (MTTR) following
detection of a fault by the diagnostics.

All information which is necessary to enable the derivation of the safe
failure fraction (SFF) of the subsystem as applied in the E/E/PE
safety-related system.

The hardware fault tolerance of the subsystem.

Any limits on the application of the subsystem which should be observed
in order to avoid systematic failures.

The highest safety integrity level (SIL) that can be claimed for a safety
function which uses these subsystem on the base of:
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= Measure and techniques used to prevent systematic failures being
introduced during the design and implementation of the hardware
and software of the subsystem,

= the design features which make the subsystem tolerant against
systematic failures.
Note: this is not required in the case of those subsystems which are
considered to have been proven in use.

a Any information which is required to identify the hardware and software
configuration of the subsystem in order to enable the configuration
management hardware and software of the secondary system, to allow the
management of the E/E/PE safety-related system in accordance with
IEC 61508-1, 6.2.1.

o Documentary evidence that the subsystem has been validated.

I[EC 61511-1, in section 1.2.4.4.7, defines the following requirements which
the safety manual shall address:

o Use of diagnostics to perform safety functions.

a List of certified / verified safety libraries.

o Mandatory test and system shutdown logics.

o Use of watchdogs.

a Requirements for, and limitation of, tools and programming languages.

o Safety integrity level for which the device or system is suitable.

9.2 Example

As an example, it is possible to download G.M. International’s 1ISM0071
Functional Safety Manual for its intrinsically safe isolated barriers D1000
Series suitable for SIL 2 and SIL 3 applications at the address:
http://www.gminter national srl.com/get.php?w=ism&id=1SM0071

Information presented in it is useful for proper use of the products, for design
and maintenance engineers, system integrators and panel shops, as well as
final users.

The functional safety manual does not substitute installation and maintenance
manual, but is a complement to them, for those verification procedures that
are actuated during proof tests.

It is also useful in the design phase for choosing the suitable interface for the
specified SIL level.
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Chapter 10 SIS design checklists

The use of checklists will not, in and of itself, lead to safer systems, just as
performing an HAZOP (Hazard and Operability study) and not following the
deriving recommendation will not lead to safer facilities.

Following the procedures outlined in the checklist, which are based on
industry standards and cumulated knowledge (much of which was learned the
hard way), should result in safer systems.

Checklist are an attempt to list as many procedures and common practices as
possible in the hope that by following a systematic review of the overall
design process, nothing will fall through the cracks of an organization and be
forgotten.

The checklist is composed of various sections, each corresponding to different
portions of the safety lifecycle as described in various standards.

Different sections of the checklist are intended for different groups involved
with the overall system design, ranging from the user, contractor, vendor, and
system integrator.

The checklist, therefore, does not dictate who has what responsibilities; it only
summarizes items in the various lifecycle steps.

These checklists should not be considered final or complete; they leave ample
space for additions and suggestions.
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10.1 Management Requirements?

Item
#

Iltem Yes No N/A | Comments

Have persons or departments responsible for
1.1 | carrying out the phases of the lifecycles been
identified?

Have persons or departments responsible for
1.2 |carrying out the phases of the lifecycles been
informed of their responsibilities?

Avre persons competent to perform he tasks assigned

= to them?

Is personnel competency documented in terms of

1 knowledge, experience, and training?

1.5 | Has a hazard-risk assessment been performed?

Is a safety plan in place that defines the required

o activities?
Avre procedures in place to ensure prompt and
17 - - -
satisfactory resolution of recommendations?
18 Are procedures in place to audit compliance with

requirements?

! Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,", Copyright 2006 © by ISA
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10.2 Safety Requirements Specification?

Item
#

Item Yes No N/A | Comments

Do the safety requirements originate from a
2.1 |systematic hazard assessment?
If not, what are the requirements based on?

Is there a clear and concise description of each safety
related function to be implemented in the SIS?

22

Have the safety state of the process been defined for
2.3 | each operating state of the plant?
(Startup, normal operation, maintenance, etc.)?

Are safety functions defined for each operating state

e of the plant?

o5 Avre performance requirements (e.g. speed, accuracy,
"~ | etc.) defined for each safety function?

26 Has the required safety integrity level (SIL) been
" | determined for each safety function?

27 Avre sensor inputs defined with regard to range,
’ accuracy, noise limits, bandwidth etc.?

8 Avre output defined with regard to range, accuracy,

update frequency, etc.?

In the event of system failure, are sufficient
2.9 |information and means available for the operators to
assume safe control?

Is the operator interface defined in terms of data
display, alarms, etc. ?

Have local or application specific regulatory
requirements been considered?

Has the operation and implementation of resets been
defined for each input and output?

Have the operation of bypasses / overrides been
defined for each input and output?

2.10

211

212

213

Have process common cause considerations (e.g.

b corrosion, plugging, coating, etc) been considered?

2 Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,”, Copyright 2006 © by ISA
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10.3 Conceptual SIS Design®

Item
#

Item

Yes

No

N/A

Comments

31

Avre safety functions being handled by a completely
separate system from the process control?
If not, what is the justification?

3.2

If multiple functions are being performed within the
same logic solver, do the shared components meet
the highest SIL requirements?

33

Has the technology and level of redundancy been
selected for each safety function? If so, what is it?

34

Have manual test intervals been determined and
justified for each safety functions?

35

Has the performance of each safety function been
analyzed and documented in a quantitative manner
in order to see if it meets the safety integrity level
(SIL)? If not, what is the justification for the system
configuration?

3.6

Avre proven-in-use criteria established for
non-certified equipments?

¥ Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,

and Justification, 2nd Edition,", Copyright 2006 © by ISA
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10.4 Detailed SIS Design*

Item
#

Item Yes No N/A | Comments

Are design documents under control of a formal
revision and release program?

Has the SIL of the final system been analyzed and
4.2 | documented in a quantitative manner? If not, what is
the justification for the system configuration?

4.1

Are suitable interfaces between field devices and the
logic solver defined?

Are suitable communication interfaces defined in
terms of protocols and information to be exchanged?

4.3

4.4

4.5 | Are there provisions for future expansion?

Avre there provisions for incorporating changes as the
design proceeds?

4.6

4.7 |Is the system “fail safe” in terms of:
1| Loss of power?

2| Loss of instruments air?
3| Field cable faults?

Can the action of a non-safety function interrupt or
compromise any safety functions?

4.9 | Is the safe state of each system component defined?

4.8

Has the impact of failure of each component in the
4.10 |system been considered, and the required action to
be taken, defined?

4.11 |Is field 1/0 power separate from other circuits?

4.12 | Are 1/O bypasses incorporated?

When an input bypass is enabled, can the state of the
sensor still be determined?

4.13

Are there means for alarming a bypass after a
pre-determine time interval?

Does the system incorporate manual resetting to
restart production? If not, what is the justification?

414

4.15

* Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,”, Copyright 2006 © by ISA
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10.5 Power & Grounding®

Item

" Iltem Yes No | N/A | Comments
= Avre the power supplies direct current (DC)?

' If not, what is the justification?
52 Is a redundant main power source available? If not,

what is the justification?

5.3 |Has the impact of power failure been considered?

5.4 | Have the following power concerns been addressed?

Voltage and current range, including in-rush current?

Frequency range?

Harmonics?

Non linear loads?

AC transfer time?

Overload and short circuit protection?

N O g AW DN

Lightning protection?

Protection against transient spikes, surges,
brownouts, and noise?

Under and over voltage?

10| Over voltage protections are redundant?

Have the following grounding concerns been

25 addressed?

Corrosion protection?

Cathodic protection?

Shield grounding?

1
2
3| Electrostatic protection?
4
5

Test ground?

Intrinsic Safety Zener barrier ground is separated
from structural ground? Its value is less then 1Q?

Appropriate isolated communications techniques
7| (e.g. communication transformers, fiber optics)
between ground planes?

® Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,", Copyright 2006 © by ISA
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10.6 Field Devices®

Item
4 Item Yes No N/A | Comments
6.1 Are there valid failure rate, failure mode, and

diagnostic coverage information for all devices?

Have vendor provided a recommended functional
6.2 |safety manual with T-proof test interval and related

procedures?
6.3 Will means be available to periodically check the
"~ | devices for dangerous undetected failures?
Are circuits normally energized? If not, is the line
6.4 o -
monitoring circuit been incorporated?
o= Does each device have its own dedicated wiring?
| If not, what is the justification?
If smart sensors are being used, are they write-
6.6
protected?
6.7 Have minimum, as well as maximum, electrical
"~ | loads been considered for field 1/O circuits?
Is feedback available to tell if the final element have
6.8 .
moved to its commanded state?
6.9 Have material (seals, etc.) been properly selected for
"~ | the particular application?
6.10 Does the user have good field experience with the

devices in other applications?

Avre solenoid valves protected from plugging, dirt,
6.11 |insects, freezing, etc? What measures have been
applied?

Have the following areas been considered for final
elements:?

6.12

Operating and closing speeds?
Shutoff differential pressure?
Leakage?

AW N

Fire resistant of body, actuator, and impulse line?

Avre safety critical field devices identified in some

o unique manner (e.g. color coding, labeling)?

® Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,”, Copyright 2006 © by ISA
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10.7 Operator Interface’

access protection?

Item
4 Item Yes | No | N/A | Comments
7.1 | Has failure (loss) of the interface been considered?
79 Avre alternate means available to bring the process to
"~ | asafe state?
73 Avre the following information shown on the
' interface:
1| Where the process is in sequence?
2| Indication that a SIF action has occurred?
3| Indication that a SIF function is bypassed?
4 Indication that a SIF component or subsystem has
failed or is in a degraded state?
5| Status of field devices?
74 Is the update time appropriate for the application
“" | under emergency conditions?
Have the operators been checked for color
7.5 -
blindness?
76 Is it possible to change SIS program logic from the
"~ | operator interface?
77 Do parameters that can be changed have security

" Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,

and Justification, 2nd Edition,", Copyright 2006 © by ISA

216




SIS design checklists

10.8 Maintenance/Engineering Interface®

Item
#
8.1 | Can failure of this interface adversely affect the SIS?
Is there adequate access security? What methods are

Item Yes No N/A | Comments

82 | tilized?

83 Is the maintenance/engineering interface used as the
"~ | operator interface?

8.4 Is the maintenance/engineering interface

disconnected during normal system operation?

10.9 Communications®

Item
# Item Yes No | N/A | Comments
Can communication failures have an adverse affect
9.1
on the SIS?
9.2 Are communication signals isolated from other

energy sources?

Has write protection been implemented so that
9.3 | external systems cannot corrupt SIS memory?

If not, why?

Are interfaces robust enough to withstand EMI/RFI
And power disturbances?

9.4

8 Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,”, Copyright 2006 © by ISA

217



SIS design checklists

10.10 Hardware Specifications®
Item
" Item Yes | No | N/A | Comments

Has the physical operating environment been
10.1 |defined? and have suitable specifications been set
for:

Temperature range?

Humidity?

Vibration and shocks?

Ingress of dust and/or water?

Contaminating gases?

Hazardous atmospheres?

Power supply voltage tolerance?

Power supply interruptions?

OO N O 0| | W N

Electrical interferences?

=
o

lonizing radiations?

10.2 | Are failure modes known for all components?

Has the vendor supplied quantitative safe and
10.3 |dangerous failure rates, including assumptions and
component data used?

Has the vendor provided diagnostic coverage values

A0 for their system or components?

Avre logic system components (I/O modules, CPU,
10.5 | communication modules, etc.) all from the same
vendor?

Has the resulting action of restoring power to the

ADE system been considered?

10.7 | Are I/O modules protected from voltage spikes?

If redundant devices or systems are being
considered, have measures been taken to minimize
potential common cause problems?

If so, what are they?

10.8

® Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,", Copyright 2006 © by ISA
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10.11 Hardware Manufacture®

Item
Item Yes No N/A | Comments

Can the vendor provide evidence of an independent
safety assessment of the hardware?

Does the vendor maintain a formal revision of
release control program?

111

11.2

Are there visible indications of version number on
the hardware?

Does the vendor have specifications and procedures
11.4 |for the quality of materials, workmanship, and
inspections?

11.3

Are adequate precautions taken to prevent damage

e due to static discharge?
Does the vendor have proof for the SIL level
116 certification of component, or subsystem? What is
"~ | the T-proof time interval specified in the report for
the approved SIL level?
1|1yr?
2/3yr?
3/5yr?
4110yr?
5| Other?
Does the vendor supply the component functional
safety manual, with indication of all types of failure
117 rates, safe detected, safe undetected, dangerous

detected, dangerous undetected, SFF value, and
PFDavg necessary to calculate the total SIF
PFDavg?

Does the vendor supply test procedures for the

11.8 | T-proof periodic testing of the component? If so,
" | what is the effectiveness (diagnostic coverage factor)
of each test?

19 Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,”, Copyright 2006 © by ISA
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10.12 SIF Components

Pos. Item Yes| No | N/A Sz
/ Values

1 Are the component identification data complete?
(Type, manufacturer, etc.)

2 Do SIF functional and operative specifications
correspond to requirements?

3 | Does manufacturer provide the safety manual?
Is the subsystem certified or approved by an independent

4 |body according IEC 61508 and IEC 61511
requirements?

5 Is the component A or B type according tables 2 and 3 of
IEC 61508-2?
Has the value of PFDavg been defined?

6 .
If yes what is the value expressed per year?

7 Is the defined PFDavg value suitable for the risk
reduction factor required for the SIF?

8 Is the Tl interval for which the PFDavg has been
calculated, of 1, 3, 5 or 10 years?

a State the PFDavg value for TI=1 year

b State the PFDavg value for TI=5 years

c State the PFDavg value for T1=10 years

d TI = other

9 | Is the defined fault tolerance value adequate?

a What is the fault tolerance of the component,
(0, 1, 2 or unknown)?
Is the calculated PFDavg value in compliance with the

10 .
one set by the design?

11 |Is the % value of the SFF known? If yes, what is it?

12 | Is the MTBF value known? If yes, what is it?
Is the sum of the safe detected failures (Asd) known?

13 L
If yes, what is it (per year)?
Is the sum of the safe undetected failures (Asu) known?

14 L
If yes, what is it (per year)?

15 Is the sum of the dangerous detected failures (Add)
known? If yes, what is it (per year)?

16 Is the sum of the dangerous undetected failures (Adu)
known? If yes, what is it(per year)?

17 |Is the SIL level for the component defined and adequate?
What is the fault tolerance on demand (PFDavg)

18 | obtained for the SIL level value established for the
component?
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Has the safe failure status been established in the SIF?
19 L
If yes, what is it?
Does the safety manual specify the procedures and the
different tests to be performed in accordance with the Tl
20 |interval set for the SIF? If yes, which is the periodic
testing effectiveness assigned by the tester for each test?
(See Section 5.4.3.1 at page 106)
a Test 1
b Test 2
c Test 3
d Test 4
e Test 5
f Test 6
g Test 7
h Test 8
What is the new PFDavg value corrected by the periodic
21 - - S
testing effectiveness as seen in line 20?
Does the new PFDavg value corrected by the periodic
22 |testing effectiveness percentage, seen in line 20, confirm
the SIL level assigned after the periodic proof test?
23 Is the component used in an architecture different from
1001? If yes, which one?
For this new architecture, has the PFDavg value been
24 | calculated in accordance with the T1 interval chosen for
the SIF? If yes, which one?
25 | Are the installation specifications defined and coherent?
2% Is it possible to perform any change to the hardware and
[or software?
If yes, does any procedure exist in which the impact
a |analysis is required, with the relative authorization,
before installation?
b Has the impact analysis been approved by a competent
person or body?
27 Does any procedure or precaution for the
decommissioning exist?
Note:

Functional Safety Manual is required in order to fill-in this checklist.
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10.13 Application Logic Requirements™!

Item
#

Iltem Yes No N/A | Comments

Do all parties have a formal revision and release

21 control program for application logic?

Is the logic written in a clear and unambiguous

2z manner that is understandable to all parties?

12.3 | Does the program include comments?

Within the logic specification, is there a clear and

L concise statement of:

1| Each safety-related function (SIF)?

2| Information to be given to the operators?

The required action of each operator command,
including illegal or unexpected commands?

The communication requirements between the SIS
and other equipments?

The initial states for all internal variables and
external interfaces?

6| The required action for out-of-range variables?

1 Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,", Copyright 2006 © by ISA
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10.14 Embedded (Vendor) Software **

Item
#

Item Yes No N/A | Comments

Can the vendor provide evidence of an independent
safety assessment of all embedded software?

Has the software been used in similar applications
for a significant period of time?

13.1

13.2

Is the vendor software documented sufficiently for
13.3 | the user to understand its operation and how to
implement the desired functionality?

Are the results of abnormal math operation fully
documented?

134

Avre there procedures for the control of software
versions in use and the update of all similar systems?

For spare which contain firmware, is there a
procedure to insure all modules are compatible?

135

13.6

13.7 | Can software versions in use easily be checked?

If errors are found in embedded software, are they
reported to and corrected by the vendor, and
incorporated into the SIS only after checking and
testing the corrected code?

13.8

Has the vendor made an impact analysis for software
corrections or changes?

Does the manufacturer provide competent technical
support?

13.9

13.10

12 Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,”, Copyright 2006 © by ISA
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10.15 Software Coding™

Item
" Item Yes | No | N/A | Comments
141 Avre there standards or procedures for software

coding?

Avre there procedures for documenting and correcting
14.2 |any deficiencies in the specification or design
revealed during the coding phase?

Avre departure from or enhancements to the

HIE requirements of the design documented?

Is a formal language or some other means taken to
14.4 | assure the program is both precise and
unambiguous?

Is there a procedure for generating and maintaining

L adequate documentation?

Does the programming language encourage the use

e of small and manageable modules?

14.7 | Does the code include adequate comments?

Avre design reviews carried out during program
14.8 | development involving users, designers, and
programmers?

Does the software contain adequate error detection
14.9 |facilities associated with error containment,
recovery, or safe shutdown?

14.10 | Are all functions testable?

Is the final code checked against the requirements by

e persons other than those producing the code?

14.12 | Is a well-established compiler/assembler used?

Is the compiler/assembler certified to recognized

L standards?

13 Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,", Copyright 2006 © by ISA
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10.16 Factory Test™

Item
#
15.1 | Are there procedures for testing the finished system?

15.2 | Are records maintained of test results?

Avre there procedures for documenting and correcting
15.3 | any deficiencies in the specification, design or
programming revealed during testing?

Item Yes No N/A | Comments

Is testing carried out by persons other than those

= producing the code?

Is software tested in the target system rather than
simulated?

15.6 | Is each control flow or logic path tested?

Have arithmetic functions been tested with minimum
15.7 | and maximum values to ensure that no overflow
conditions are reached?

155

Avre there tests to simulate exceptions as well as

=8 normal conditions?

15.9 | Have all of the following items been tested?
Dependence on other systems/interfaces?

Logic solver configuration?
Operation of bypasses?
Operation of resets?

All functional logic?

gl bl W NP

4 Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,”, Copyright 2006 © by ISA
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10.17 Installation & Commissioning™

Item
#

Iltem Yes No N/A | Comments

16.1 | Have personnel received appropriate training?

Is there sufficient independence between those

ez carrying out the work and those inspecting it?

Was the material stocked with cure before

S5 installation?

Avre installation procedures for all devices sufficient
16.4 |in detail so has not to leave important interpretations
or decisions to installation personnel?

Has the SIS been inspected in order to reveal any

158 damage caused during installation?

Are items such as cabinets, junction boxes, and

L cables protected from:

Steam leaks?

Water leaks?

Oil leaks?

Heat sources?

g | W N| -

Mechanical damages?

Corrosion (e.g. process fluid flowing from damaged
6 | sensors to junction boxes, the logic cabinet, or the
control room?

7| Combustible atmospheres?

Avre safety-related systems clearly identified to

= prevent inadvertent tampering?

Has the proper operation of the following items been

S5 confirmed?

Proper installation of equipments and wiring?

Energy sources are operational?

All field devices have been calibrated?

All field devices are operational?

Logic solver is operational?

Communication with other systems?

Operation and indication of bypasses?

Operation of resets?

OO N O O | W N

Operation of manual shutdowns?

1> Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,", Copyright 2006 © by ISA
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16.9

Is the documentation consistent with the actual
installation?

16.10

Is there documentation showing the allowing:

Identification of the system been commissioned?

Confirmation that commissioning has been
successfully completed?

The date the system was commissioned?

Authorized signatures indicating the system was
successfully commissioned?
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10.18 Operations & Maintenance'®

Item
#

Item Yes | No | N/A | Comments

Have employees been adequately trained on the
17.1 |operating and maintenance procedures for the
system?

17.2 | Are operating procedures adequately documented?

Is there a user/operator/maintenance manual for the

LD system?

17.4 | Does the manual describe:

Limits of safe operation, and the implications of
exceeding them?

2| How the system takes the process to a safe state?

The risk associated with system failures and the
actions required for different failures?

Are there means to limit access only to authorized

L2 personnel?
Can all operational settings be readily inspected to
17.6 .
ensure they are correct at all times?
177 Avre there means to limit the range of input trip
© | settings?
Have adequate means been established for bypassing
17.8 -
safety functions?
179 When functions are bypassed, are they clearly
"~ |indicated?
17.10 Have documented procedures been established to

control the application and removal of bypasses?

Have documented procedures been established to
17.11 | ensure the safety of the plant during SIS
maintenance?

Are maintenance procedures sufficient in detail so as
17.12 | not to leave important interpretations or decisions to
maintenance personnel?

Are maintenance activities and schedules defined for

/2 all portions of the system?

17.14 | Are procedures periodically reviewed?

Are procedures in place to prevent unauthorized

L tampering?

16 Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,", Copyright 2006 © by ISA
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Avre there means to verify that repair carried out in a
17.16 | time consistent with that assumed in the safety
assessment?

Are maintenance and operational procedure in place
17.17 | to minimize the introduction of potential common
cause problems?

Is the documentation consistent with the actual

e maintenance and operating procedures?
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10.19 Testing®’

Item
. Item Yes | No | N/A | Comments
Are documented provisions and procedures in place
18.1 |to allow proof testing of all safety functions,
including field devices?
Avre test procedures sufficient in detail so as not to
18.2 | leave important interpretations or decisions to
maintenance personnel?
18.3 Has the basics for the periodic test interval been
" | documented?
18.4 | Are the following items been tested?
1| Impulse lines?
2| Sensing devices?
3| Logics, computations, and/or sequences?
4| Trip points?
5| Alarm functions?
6 | Speed of response?
7| Final elements?
8| Manual trips?
9| Diagnostics?
18.5 | Is there a fault reporting system?
Avre procedures in place to compare actual
18.6 | performance against the predicted or required
performance?
Avre there documented procedures for correcting any
18.7 L
deficiencies found?
18.8 |Is calibration of test equipments verified?
18.9 | Are test records maintained?
18.10 | Do test records show:
1| Date of inspection/test?
2| Name of person conducting inspection/test?
3| Identification of device being inspected/tested?
4| Results of inspection/test?
Avre testing procedures in place to minimize the
18.11 | . ;
introduction of potential common cause problems?

" Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,

and Justification, 2nd Edition,", Copyright 2006 © by ISA
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10.20 Management of Changes™®

Item

4 Item Yes No N/A | Comments

Avre there approval procedures which consider the
safety implications of all modifications, such as:

Technical basis for the changes?

19.1

Impact on safety and health?
Impact on operating/maintenance procedures?

Time required?

gl | W NP

Effect on response time?

Avre there procedures that define the level of
19.2 | review/approval required depending upon the nature
of the change?

Has the proposed change initiated a return to the

9 appropriate phase of the lifecycle?

Has the project documentation (e.g. operating, test,
19.4 | maintenance procedures, etc.) been altered to reflect
the change?

Has he complete system been tested after changes

195 have been introduced, and the results documented?

Avre there documented procedures to verify that
changes have been satisfactorily completed?

Have all affected departments been apprised of the
changes?

19.6

19.7

Is access to the hardware and software limited to
authorized and competent personnel?

Is access to the project documentation limited to
authorized and competent personnel?

19.8

19.9

Avre project documents subject to appropriate

19.10 L
revision control?

Have the consequences of incorporating new version

Cek of software been considered?

'8 Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,”, Copyright 2006 © by ISA
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10.21 Decommissioning®®

Item
#

Iltem Yes No N/A | Comments

Have management of change procedures been

e followed for decommissioning activities?

Has the impact on adjacent operating units and

22 facilities been evaluated?

Avre there procedures to maintain the safety of the

e process during decommissioning?

Avre there procedures that define the level of

e authorization required for decommissioning?

19 Excerpted with permission from “ Safety Instrumented Systems: Design, Analysis,
and Justification, 2nd Edition,", Copyright 2006 © by ISA
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Information presented in this publication is for the general education of the
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information by the readers, the authors disclaim any and all liability of any
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The reader is expected to exercise sound professional judgment in using any
of the information presented in a particular application.

Additionally, the authors have investigated or considered the effect of any
patents on the ability of the reader to use any of the information in a particular
application. The reader is responsible for reviewing any possible patents that
may affect any particular use of the information presented.
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only. Any referenced trademarks or tradenames, belong to the respective
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Examples are provided as simple illustrations of the topics discussed and, as
such, are not intended as a guide to manage plant safety. The readers should
use and apply only the guidance provided in the standards pertaining to their
applications.
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Headquarter offices in Villasanta (Milan) ITALY

GLISENTE LANDRINI

is the President and Managing Director of
G.M. International and of its worldwide subsidiaries.

The company was founded in 1993, but the core
Management experience remarkably exceeds over 30
years of qualified activity in Intrinsic Safety and
industrial electronics.

In 1970 Mr. Landrini founded Elcon Instruments, which
has been acknowledged as an international leader in the
design and manufacturing of Intrinsic Safety interface
products and systems.

Mr. Landrini started G.M. International to provide state
of the art SIL rated products and services to support
Intrinsically Safe applications in Oil & Gas, Petrochemi-
cals and Pharmaceutical Industries.

G.M. International’s products have been successfully
installed in plants all over the world, including Europe,
Russia, North America, Middle and Far East and China.
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COMPANY PROFILE

RESEARCH AND DEVELOPMENT

All products are designed, developed and manufactured internally.

G.M. International gives great value to R&D activities and strives to
keep its production updated with the latest safety and quality
standards. 20% of total employees are devoted to research and
development of our products.

Tight relationships with customers worldwide combined with
personal experience in the most various fields of

application are key points for delivering products that meet
requirements and needs of the market.

Continuous training and improvement of our staff’s skills and
capacities are important for enhancing the company’s
standard of efficiency.

COMPANY GOAL AND VALUES

Our goals are:

® To design and manufacturer Intrinsically Safe Instruments
suitable to operate at Safety Integrity Level 3 (SIL 3) with
Digital Control, Emergency Shutdowns and Fire & Gas Systems,

® To understand, manage and reduce risk,

® To prevent accidents,

® To stop unsafe operations,

® To minimize impact on environment and climate,

® To create a safe and healthy working environment,
® To improve HSE results,

® To succeed over time in a competitive environment.

For the achievement of such goals our values are:

o To identify opportunities and challenges,

® To be imaginative and stimulate new ideas,
e To be truthful and act with integrity,

® To work together and share experience,

e To strive for simplification and clarity, and focus
on value-adding activities,

e To demonstrate social responsibility and contribute
to sustainable development,

o To help others to succeed and contribute to a
positive working environment.

technology for safety
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%zs&mma& COMPANY PROFILE
MANUFACTURING FACILITIES

Quality in service is very important to achieve market
penetration.

G.M. International considers service an integral part of
Customer’s requirements and satisfaction.

G.M. International’s products satisfy customers’ expectations
and meet the specifications of international standards.

Safety, Performance, reliability and product documentation are
the basic principles of product Quality.

G.M. International SMD products are manufactured internally,
in our production facilities.
This allows high quality management and handling of relatively small batches, resulting in better delivery times.

Large quantity batches can also be handled for a production of up to 500 modules per day.

Microprocessor Programming Burn-In test

Conformal Coating Testing Final testing
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APPRQVALS AND
CERTIFICATIONS

Intrinsically Safe products

P DEKRA G.M. International’s products have been granted IS certificates from the most credited
Notified bodies in the world. Certificates are available for ATEX (Europe), IECEX (International),

Russian and Ukrainian standards, USA and Canada.

Certificates have been integrally scanned and are available for download from our website.

e @ B

SIL Certifications according IEC 61508 and IEC 61511

G.M. International offers a wide range of products that have been proved to comply with the
most severe quality and safety requirements.

IEC 61508 and IEC 61511 standards represent a milestone in the progress of industry in the
achievement of supreme levels of safety through the entire instrumented system lifecycle.
The majority of our products are SIL certified; reports and analyses from TUV and EXIDA are
available for download from our website.

‘exia’a.com'
Marine Type Approval
G.M. International offers Type Approval Certificates for its line of Intrinsically Safe Isolators
D1000 Series and Power Supplies for use in Marine and Offshore applications.
m Certificates have been released both by Korean Register of Shipping and Det Norske Veritas.
~d

KOREAN EEGISTER

Company Quality System

& ;;:JL;;;‘»O G.M. International’s Production Quality System is certified by Det Norske Veritas (Norway)
S¥ = to be compliant with ATEX 94/9/EC Directive and 1SO 9001/2000.
g% This means our production facilities are periodically re-assessed throughout the whole
%, swiceRt [S0000 manufacturing process, to ensure that the highest quality standards are met.

All certificates are freely downloadable from www.gmintsrl.com
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D1000 - SELECTION TABLE

Field SIL
device Model Hazardous Area Safe Area Supply level
@ D1010S 4-20 mA
0-20 mA
(source or sink)
4-20 mA or
@ D1010D 0-20 mA 1-5V 20-30
2/3-Wires Tx 0-5V Vdc
Smart compatible
D1010D Two duplicated outputs
@ D1010S-046 4-20 mA 4-20 mA
O] 0-20 mA 0-20 mA
9 = 2/3-Wires Tx (source or sink) 20-30
<ZE = Smart compatible or Vdc
< Certified with lower 1-5V
D1010D-046 safety parameters 0-5V }
4-20 mA 4-20 mA 20-30
D1012Q 2-Wires Tx (source) Vdc )
4-20 mA
4-20 mA (source or sink) 10-30
2-Wires Tx or Vde
Hart compatible 1-5V
D1014D
N
D1020S 4-20 mA SIL 2
4-20 mA 0-20 mA y
0-20 mA Bus powered -
8 - signal from DCS, PLC or )
E:I ) % D1020D Analog Signal to I/P other control devices. \%io SIL 2
= O Converters, Electrovalves,
< Actuators and Displays —
Smart compatible
plus line and load
D1021S fault detection SIL. 2
~—
2 o “ L D1022S 1 to 40 mA B
(©) E Fire/Smoke Detector 1 to 40 mA
3 O or to DCS, PLC or po';,f,’gfed
W Loop powered other control devices
[a'e .
o ol [I {l L D1022D AI/AQ isolator B}
DTS0346-0 www.gmintsrl.com




D1000 - SELECTION TABLE %E&mﬂ[}ﬁm

Field Channels SIL
device Model Hazardous Area Safe Area per unit Supply level
r 1 SPDT (relay contact)

L IEIZ D1030S + 1 SPDT (alarm or duplicator) 1 -
Voltage free Contact, * LED (fault status) 20-30
Proximity Switch vde
Line fault detection
il D1030D 2 SPDT (relay contact) ) )
L + LED (fault status)
wnl 1 SPDT (relay contact)
L Iil: D1130S +1 SPDT (alarm or duplicator) 1 85-264 -
Voltage free Contact, +LED (fauift status) vac
Proximity Switch
—nl Line fault detection 2 SPDT (rel tact) 100‘-1350
relay contac vdc )
L IEI: D1130D + LED (fault status) 2
il 2 Open Collectors
L Iil: D1031D +2 OC (alarm or duplicator) 2 -
Voltage free Contact, +LED (fault status) 10-30
Proximity Switch Vdc
— Line fault detection 40 Collect
pen Collectors )
L IEI: D1031Q + LED (fault status) 4
—
|<_f 'l 2 SPST (relay contact)
T = L IEIZ D1032D +2 SPST (alarm or duplicator) 2 SIL 2
= Voltage free Contact, +LED (fault status)
Proximity Switch 20-30
Line fault detection Vdc
[ IEI: Isolated inputs 4 SPST (relay contact)
L D1032Q + LED (fault status) 4 slk2
~—
— 2 Open Collectors
L IEIZ D1033D Voltage free Contact +2 OC (alarm or duplicator) 2 SIL 2
' +LED (fault status
Proximity Switch ( ) 20-30 -t
Line fault detection vde
[ III: Isolated inputs 4 Open Collectors
L D1033Q + LED (fault status) 4 L
I
E IEIZ D1034S 1
Voltage:' fr_ee Co_ntact, Transparent repeater of
Proximity Switch inout status 10-30
Line fault detection P Vdc
. 0 to 8 mA range
imlgl Isolated inputs
1 IEI: D1034D 2

o 0-50 KHz Voltage free 10-30
H g: D1035S Magnetic Pickup SPST optocoupled 1 vde -
or Proximity Switch OC transistor

technology for safety DTS0346-0 n
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D1000 - SELECTION TABLE

Field Channels SIL
device Model Hazardous Area Safe Area per unit Supply level
Electrovalve, Audible
D1040Q Alarm or other devices 4
SIL 2
Bus
powered
v { D1041Q LED Voltage free Contact, 4
Logic Level, ) y
Loop powered 24 Vdc 21\'/3(:30
Elect ve. Audibl from DCS, PLC or
D1042Q ectrova've, Audibie other control devices 4
Alarm or other devices
Electrovalve, Audible
@ D1043Q Alarm or other devices 4
Logic Level,
from DCS, PLC or 28('13;0
other control devices
1 S D1044D 2 SPDT (relay contact) Bus powered 2 SIL 2
Z:l
= '5 D1045Y Electrovalve, Audible 2 )
© O Alarm or other devices ~ Voltage free Colntact, alternate
) Logic Level, .
Loop powered 24 Vdc 21\'/3(:30
) from DCS, PLC or
D1046Y . -
Alarm or other devices alternate
NE solenoid valve, Loop Powered control 20-30
D1048S other control devices. signal from safety 1 vde
Line/Load fault detection. PLC, DCS
. Voltage free Contact,
NE solenoid valve, Logic Level, from DCS, 20-30
D1049S other control devices. PLC or other control 1 vde
Line/Load fault detection. devices. Bus powered
N
7 DTS0346-0 www.gmintsrl.com



D1000 - SELECTION

TABLE

wTERNATIONAL
TECHNOLOGY FOR SAFETY

Field Channels SIL
device Model Hazardous Area Safe Area per unit Supply level
mA V
(72)]
% D1052S 4-20 mA, 0-20 mA 4-20 mA, 0-20 mA 1 -
1 1-5V,0-5V,
< = (source)
= % 2-10Vv, 0-10V or 10-30
(ORSS Vdc
? Z | By from 3/4-Wires 15V, 05V,
- powered - )
8 é CE D1052D Tx or other instrument 2-10V, 0-10V 2 B
—
e Y a 4-20 mA, 0-20 mA 20-30
é (E D1053S 1-5V,0-5V, 1 vde SIL 2
2-10Vv, 0-10V 4-20 mA, 0-20 mA
o (source)
L 62 } ) or
E i a 4-20 mAz 0-20 mA 1-5V, 05V, 10-30
o D1054S 2/3-Wires Tx, 1 SIL 2
= Smart compatible 2-10 v, 0-10v Ve
Za 2 Independent —_—
8 <§E set points via
1 a Universal TC, 2 SPST Relays 20-30
I C [E D1073S 3/4-Wires RTD, 1 vae  Slt2
O ': Potentiometer, mV
(9p]
a 0-50 KHz
P mA (source) or V Out, 10-30 )
D10605 Magnetic P'Ckl.Jp or Pulse repeater Output ! Vdc
- Proximity Switch
2k RS-485 RS-485,
% ; s D1061S RS-485, RS—422 RS-422. 1 20-30 )
B up to 1.5 Mbit/s RS-232 Vdc
—
w
§ E Vibration Transducers, Transparent 20-30
S D1062S Accelerometers, inout rg ecater 1 vde SIL 2
= 2/3-Wires sensors P P
. D1063S _ Transparent 1 )
My g input repeater.
a8 Up to 4, 350 Q, 20-30
o< g 6-Wires Load Cells Vde
§ 2 § a in parallel. mA (source or sink) and
@ D1064S V Output and 1 -
MODBUS RTU
| 20-30
D1080D 2 vde -
2
z § I 3-Wires sensors, 2 SPDT (relay contact) 05264
Iu Electro-optic, Vac
54 D1180D photo-cells 2 100-350 -
ag and other devices vdc
2 Voltage free
IEIE D1081D SPST optocoupled 2 13(;3('30
OC transistors
N

technology for safety
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D1000 - SELECTION TABLE

Line/Load monitoring

(5} configurable via PPC1090 or PPC1092 via Software SWC1090

DTS0346-0

www.gmintsrl.com

Field Channels SIL
device Model Hazardous Area Safe Area per unit Supply level
C [:]: D10725 4-20 mA, 0-20 mA 1 SIL 2 I
(source)
) or - -
Unlve_rsal TC, 1-5V, 0-5V,
C [E D1072D 3/4-Wires RTD, 2-10V, 0-10 V 2 10-30
L Potentiometer, Vdc
L mV
|_
7 =)
= C IE D1072D Two duplicated outputs 2 -
(@)
(&)
L
D:): mVv
= L@ ororosone ooy 1
o pie. 4-20 mA
o (source)
=
L mV
— -5 to +35 mV Fast response time 20-30
C CE D10105-056 Thermocouple. for temperature 1 Vdc
measurements
y in critical applications
m H . H
(i.e: gas turbines)
-5 to +10 mV
C CE D10105-057 Thermocouple. !
(——
10 to 50 mV or
A
x |ER viosn  SgErmey povercd 0 t0 50 mV o0 s
= O ’ D2010M, D2011M
Z -
29
& 0to 20 mv
020 mV or
Y%
o (E D1094Q Sepgfgt\? 'yof’fc‘)"’\‘jred 0 to 40 mV to 4 -
’ D2010M, D2011M
~——
33 1 SPST for NE Load
D10925 1 SPST for ND Load 1
& 2 SPST for NE Load
Py L or oa
E (i ‘ g 010920 2 SPST for ND Load 2
8 Loop Powered control -
> T 1 SPST NO Contact signal from safety
3 L“_'_ D10925-069 plus PLC, DCS to drive 1
o 1 SPST NC Contact Ex ‘d” valves or
- other devices
|_
- 2 SPST NO Contacts
L 231
3’3 ‘ ‘ ‘ r D1092D-069 plus 2
2 SPST NC Contacts
1 SPST for NE Load 20-30
D1093S 1 SPST for ND Load 1 vde
N



D1000 - SELECTION TABLE

wTERNATIONAL
TECHNOLOGY FOR SAFETY

Field Channels SIL
device Model Hazardous Area Safe Area per unit Supply level
& D1097S 2/3-Wires devices 1 - -
w o
2 30V, 10 KA
8 lﬁl:J surge arrestor
o Two 2/3-Wires devices or
< \ D1097D One 4-Wires device 2 ) )
[
95-264
Installation in Safe Area 24 V, 500 mA Vac
PSD1000 . to power 1
or Zone 2 / Div. 2 . 115-350
D1000 Series Modules vde
15V, 20 mA SIL 2
PSD1001 3-Wires Tx 24 Vdc 4 Bus
or other devices powered
21.5-30 or
Vdc
13.5V, 100 mA
PSD1001C 3-Wires Tx 24 Vdc 1
i or other devices
_
o
5
n PSU1003 PCB Mounting 1 -
o
Ll .
via
% 5V, 160 mA PDICDIC
o
PSD1004 DIN-Rail mounting 1 -
?A PSD1206 24V, 6 A 1 95-264 SIL 2
Installation Vac
in Safe Area or or
Zone 2 / Div. 2 115-350
PSD1210 24V, 10 A 1 vde
[
PPC1090 Pocket Portable Configurator for D1000 Series Configurable Units.
> Supplied directly by the isolator, can be used in the field.
O w
= W
é % Serial adapter for connecting D1000 Series units to PC.
8 - PPC1092 Includes RS-232 Null-Modem cable and USB to Serial Adapter.
o 'dj Requires SWC1090 software to be installed on computer.
Z 0O
o<
o Configuration Software available for free on www.gmintsrl.com website.
SWC1090 Modify module’s parameters in an easy user-interface.
Save to file, print report sheets and do live input variable monitoring.

technology for safety
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SERIES D1000 INTRINSICALLY SAFE ISOLATORS

Intrinsically Safe Galvanic Isolators SERIES D1000,

for DIN Rail Mounting, provides the most simple and cost
effective means of implementing Intrinsic Safety into
Hazardous Area applications.

e I[nput and Output short circuit proof.

e High Performance and Reliability.

e Field Programmability.

e Three port isolation: Input/Output/Supply.

e High density (1, 2, 4 channels per unit).

® Operating Temperature limits: -20 to +60 Celsius.

D1000 SERIES

o CE - EMC: according to 94/9/EC Atex Directive and to
89/336/CEE EMC Directive.

® EMC compatibility to EN61000-6-2 and EN61000-6-4.
e Worldwide Approvals and Certifications.

e Modules can be used with Custom Boards with suitable
adapter cables for connection to DCS.

PLUG-IN TYPE TERMINAL BLOCKS

Standard on all models;
Gray color towards Safe Area and
Blue towards Hazardous Area.

\

i

PACKAGING DETAILS

Each module has Aeration slots; Laser engraving on both sides detailing schematic
diagram, connections, tables and instructions; LEDs for status and fault indication.

SIL 3 REPEATER POWER SUPPLY (Al)

ell (1) G [Ex ia] liC, Il (1) D [Ex iaD],
| (M2) [Ex ia] I, Il 3G Ex nA IIC T4

e 1 - 2 Channels @
® SMART Transmitters

® Active - Passive Inputs

e Sink - Source Output

e Qutput Signal 074 - 20 mA, linear 0 to 22 mA

¢ D1010D can be used for Signal Duplication

® Input from Zone 0 / Div. 1
e Zone 2 / Div. 2 installation

DTS0346-0

D1014

SIL 3 REPEATER POWER SUPPLY (Al)
ell (1) G [Ex ia] IiC, Il (1) D [Ex iaD],
| (M2) [Ex ia] I, Il 3G Ex nA IIC T4

e 1 - 2 Channels HART 2-wire passive TX @

®1 - 2 Sink - Source Outputs 4 - 20 mA,
linear 2 to 22 mA

o Two fully independent SIL 3 channels
with no common parts.

® Input from Zone 0 / Div. 1
e Zone 2 / Div. 2 installation

www.gmintsrl.com



D1000 SERIES

D1012

4 CHANNELS
REPEATER POWER SUPPLY (Al)
e |l (1) G [Exia] IIC, Il (1) D [Ex iaD],
I (M2) [Ex ia] I, Il 3G Ex nA IIC T4
® 4 Channels 2-wire passive transmitters

® 4 Source Outputs 4-20 mA,
linear 1 to 21 mA

e 4 inputs / 4 Outputs or
2 Inputs / 2 Double Outputs (2 duplicators) or
1 Input / 4 Outputs (1 quadruplicator)

® [nput from Zone 0 / Div. 1
e Zone 2 / Div. 2 installation

@

W«ITERNATIONAL
TECHNOLOGY FOR SAFETY
D1021

SIL 2 POWERED ISOLATING DRIVER
FOR I/P, VALVE ACTUATORS (AO)

el (1) G [Ex ia] IIC, Il (1) D [Ex iaD],
| (M2) [Ex ia] I, Il 3G Ex nA IIC T4 %

e 1 Channel from SMART-HART valves

e Qutput Signal 4 - 20 mA,

linear from 0 to 22 mA

e Local and Remote independent
signaling for line Open
and Short / Open Circuit

® Input from Zone 0 / Div. 1
e Zone 2 / Div. 2 installation

T

T

Plug-In Terminal Blocks avoid wiring mistakes and
simplify module replacement. Plug-In Modules
simplify and speed-up maintenance operations.

D1020

SIL 2 POWERED ISOLATING DRIVER
FOR I/P, VALVE ACTUATORS (AO)
ell (1) G [Ex ia] liC, Il (1) D [Ex iaD],

| (M2) [Ex ia] I, Il 3G Ex nA IIC T4

e 1 - 2 Channels from
SMART-HART valves

e Qutput Signal 4 - 20 mA,
linear from 0 to 22 mA

e | ocal independent signaling for line Open
® [nput from Zone 0 / Div. 1
® Zone 2 / Div. 2 installation

technology for safety

PACKAGING DETAILS

Front Panel and Printed Circuit Board are
removable by applying pressure with a tool,
without disconnecting power

D1022

LOOP POWERED
FIRE/SMOKE DETECTOR INTERFACE (AO)
e |l (1) G [Ex ia] IIC, Il (1) D [Ex iaD],

I (M2) [Ex ia] I, I 3G Ex nA lIC T4
e 1-2 Channels

® [nput Signal from Safe Area
1-40 mA (loop powered)

e Qutput Signal to Hazardous Area 1-40 mA
® Operating voltage 6-30 V (loop powered)
® [nput from Zone 0 / Div. 1
e Zone 2 / Div. 2 installation

DTS0346-0
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D1030 D1033

SWITCH/PROXIMITY SIL 2 SWITCH/PROXIMITY
DETECTOR REPEATER (DI) DETECTOR REPEATER (DI)

e|l (1) G [Exia] IIC, Il (1) D [Ex iaD], [ e|l (1) G [Exia] lIC, Il (1) D [Ex iaD], n
I (M2) [Exia] I, Il 3G Ex nA IIC T4 I (M2) [Ex ia] I, Il 3G Ex nA lIC T4 LIEI:

e 1 - 2 Channels Relay Output SPDT e 2 - 4 Channels O.C. Transistor Output

e L ine fault detection e |ine fault detection
® Input from Zone 0 / Div. 1 ® [nput from Zone 0 / Div. 1
e Zone 2 / Div. 2 installation e |nstallation in Zone 2 / Div. 2

D1032Q QuUAD CHANNEL
19 rack mounting option D1000R Switch / Proximity Detector Repeater

D1031 D1034

SWITCH/PROXIMITY SIL 3 SWITCH/PROXIMITY
DETECTOR REPEATER (DI) DETECTOR INTERFACE (DI)

| |
el (1) G [Ex ia] IiC, Il (1) D [Ex iaD], el (1) G [Ex ia] IiC, Il (1) D [Ex iaD], \l:lzl:

I (M2) [Exia] I, Il 3G ExnA lIC T4 I (M2) [Exia] I, I 3G ExnA lIC T4

e 2 - 4 Channels Transistor Outputs e 1 - 2 Channels Input Impedance
e Line fault detection Repeater; transparent line fault detection
e Input from Zone 0 / Div. 1 e Two fully independent SIL 3 channels

with no common parts.
® Inputs from Zone 0 / Div. 1
¢ [nstallation in Zone 2 / Div. 2

D1035

e |nstallation in Zone 2 / Div. 2

D1032

SIL 2 SWITCH/PROXIMITY FREQUENCY — PULSE
DETECTOR REPEATER (DI) ISOLATING REPEATER (DI)
e|l (1) G [Ex ia] lIC, Il (1) D [Ex iaD], e|l (1) G [Ex ia] lIC, Il (1) D [Ex iaD],
I (M2) [Ex ia] I, Il 3G Ex nA IIC T4 I_IKI: | (M2) [Ex ia] I, Il 3G Ex nA IIC T4 I_IEI:
e 2 - 4 Channels Relay Output SPST ® Input Frequency 0 to 50 KHz L
e Input from Zone 0 / Div. 1 e [nput from Proximity, Magnetic Pick-Up
e Line fault detection e 1 channel Transistor Output
e Zone 2 / Div. 2 installation ® Input from Zone 0 / Div. 1

e |nstallation in Zone 2 / Div. 2

n DTS0346-0 www.gmintsrl.com




D1000 SERIES

D1130

SWITCH/PROXIMITY
DETECTOR REPEATER (DI)

ell (1) G [Ex ia] liC, Il (1) D [Ex iaD],
| (M2) [Ex ia] I, Il 3G Ex nA IIC T4

e 1 - 2 Channels Relay Output SPDT
e Line fault detection

® [nput from Zone 0 / Div. 1

e Zone 2 / Div. 2 installation

e Power Supply 90 - 250 Vac

D1130 AC DIGITAL INPUT

Switch / Proximity Detector Repeater

wTERNATIONAL
TECHNOLOGY FOR SAFETY
T3010S

4.5 digit LOOP POWERED INDICATOR
o|l (1) G [Exia] lIC, Il (1) D [Ex iaD],
I (M2) [Ex ia] I, Il 3G Ex nA IIC T4
e Large LCD Display, 20 mm high
e Less than 1 V drop, Supply 4 - 20 mA
® |[P65 Enclosure with 2 separated chambers.
e Wall, Pipe-Post, or Panel mounting.
e Zone 0 IIC T5 / T6 or Div. 1 Installation
e Field configurable

T3010S I.S. LOOP INDICATOR

2” pipe mounted complete unit with covers.

C4

TECHNOLDGY FOR SA

(%)

IN-OUT-SUPPLY CONNECTIONS

SAFETY INTEGRITY LEVELS

G.M. International offers a wide range of products that have been proved to comply with the most severe

quality and safety requirements. IEC 61508 and IEC 61511 standards represent a milestone in the progress of industry
in the achievement of supreme levels of safety through the entire instrumented system lifecycle.

The majority of our products are SIL certified; reports and analyses from TUV and EXIDA are available

for download from our website.

SIL PFDavg RRF PFDavg
Safety Average probability of Risk Average probability of
Integrity failure on Reduction failure on
Level demand per year Factor demand per hour
(low demand) (high demand)
SIL 3 >10*and < 10 10000 to 1000 >10®%and < 107
SIL 2 > 107 and < 10 1000 to 100 >107 and < 10°®
SIL 1 2102 and < 10" 100 to 10 >10®and < 107

e Table for low and high demand modes of operation according IEC 61508 and IEC 61511

technology for safety DTS0346-0



%L&'ﬁé‘éﬂ;&mh D1000 SERIES DIGITAL OUTPUT

D1044
SIL 2 — SIL 3 for ND-NE LOADS New SIL 2 DIGITAL RELAY OUTPUT
D1040Q, D1041Q, D1042Q, D1043Q, D1044D,
D1045Y, D1046Y, D1047S, D1048$, D1049S e Output to Zone 0 (Zone 20), Division 1,
SOLENOID DRIVERS (DO) installation in Zone 2, Division 2.
el (1) G [Exia] lIC, Il (1) D [Ex iaD], e \/oltage, contact, logic level input.

I (M2) [Exia] I, I 3G Ex nA 1IC T4 e Two SPDT Relay Output Signals. 3

—1

L PLC, DCS, F&G, ESD applications with line ® Three port isolation.
and valve detection for NE or ND loads e Simplified installation using standard

® Loop/Bus Powered DIN Rail and plug-in terminal blocks.
e Output to Zone 0 / Div. 1
¢ |nstallation in Zone 2 / Div. 2

MODEL D104*Q
>3 +
4- Supply 24 Vdc
-

Solenoid Common
positive
Valve connection

(-
Out 1 ‘_@ g ‘ . 14(_ - # ]

15
- Sl

Control

AAAA\'
N
L]

+ 9
( B 1
out2 ¢£) g _ 10 ﬁ# N 7 TR (©- In2
i
i P ~|
12( L x B S

Bus powered,
Common negative (or common positive) control input,
2 Output channels (2 ch. + 2 ch. parallel)

HAZARDOUS AREA ZONE O / Div. 1

SAFE AREA / ZONE 2, Div. 2

Output channels can be paralleled if more power is required; 2 or 3 channels in parallel (depending on the model) are
still suitable for Gas Group Il C. Four basic models meet a large number of applications: it is possible to obtain
16 different combinations of safety parameters and driving currents.

D1040 / D1041 D1042 / D1043

SIL 3 - SIL 2 DIGITAL OUTPUT SIL 3 - SIL 2 DIGITAL OUTPUT

LOOP / BUS POWERED (DO) LOOP / BUS POWERED (DO)

® Output to Zone 0 (Zone 20), Division 1, e Qutput to Zone 0 (Zone 20), Division 1,
installation in Zone 2, Division 2. installation in Zone 2, Division 2.

e \oltage input, contact, logic level, e \oltage input, contact, logic level,

common positive or common negative,
loop powered or bus powered.

o Flexible modular multiple output

common positive or common negative,
loop powered or bus powered.

o Flexible modular multiple output

capability. capability.
e Qutput short circuit proof and current limited. e Qutput short circuit proof and current limited.
® Three port isolation, Input/Output/Supply. /{ e Three port isolation, Input/Output/Supply.
©D1041Q suitable for LED driving o SIL 2 when Bus powered
o SIL 2 when Bus powered o SIL 3 when Loop powered

o SIL 3 when Loop powered

E DTS0346-0 www.gmintsrl.com




D1000 SeRIES DIGITAL OUTPUT %LE&E&?J&&T&#

D1045 / D1046

SIL 3 DIGITAL OUTPUT DRIVER

DIGITAL OUTPUT (DO)
New LOOP / BUS POWERED New LOOP POWERED FOR NE LOADS
e Qutput to Zone 0 (Zone 20), Division 1, o SIL 3 for 10 years
installation in Zone 2, Division 2. e ESD, DCS, PLC application

e \/oltage input with isolated com-
mands, loop or bus powered.

e Suitable for driving 1 or 2 positions
directional solenoid valves.

e Qutput short circuit proof and
current limited.

e Three port isolation, Input/Output/Supply.

e Qutput to Zone 0, Division 1,
installation in Zone 2, Division 2.

e Two independent driving circuits.
e Loop powered for NE loads.

e Short and open circuit load diagnostic
monitoring with LED and transistor output.

e Three port isolation, Input/Output/Supply.

K MODEL D1048S \

Out1 Q—@

Solenoid

i Solenoid Load = 3+

ielve Solenoid i 7 | Diag. | | / _>4.SUPP|Y 24 Vdc
hisive S = [ =B Control
— = N
E E | A /7Q _;B-Mjf@*lnl
Out A OutB outC [ "
*EK _iz_GP Transistor Fault Out

HAZARDOUS AREA ZONE O / Div. 1 SAFE AREA / ZONE 2, Div. 2

Three basic output circuits are available, with different safety parameters, to interface the majority of solenoids
on the market. The selection among the three output characteristics is obtained by connecting the final element
to a different terminal block.

New SIL 3 DIGITAL OUTPUT DRIVER
BUS POWERED FOR NE LOADS
o SIL 3 for 10 years.
o ESD, DCS, PLC application.

e Qutput to Zone 0 (Zone 20), Div. 1,
installation in Zone 2, Division 2.

e Two independent driving circuits.
o Bus powered for NE loads.

e Short and open circuit load diagnostic
monitoring with LED and transistor output.

e Qutput short circuit proof and current
limited.

technology for safety DTS0346-0 n




CWeenrona, ZULLY SEE

D1052 D1054

ANALOG INPUT OUTPUT POWER SUPPLY REPEATER +
SIGNAL CONDITIONER (SC) DOUBLE TRIP AMPLIFIER (SC-TA)
e |l (1) G D [EEx ia] IIC; | M2 [EEX ia] el (1) G D [EEx ia] IIC; | M2 [EEX ia]
e1 -2 Channels 0/4 - 20 mA, 0/1 -5V, © SMART Active - Passive Transmitters
0/2 - 10V, Input / Output e Input 0 /4 - 20 mA
e Fully programmable e Output 0/4 - 20 mA, 0/1 -5V, 0/2 - 10V
*D1052D can be used as Duplicator, Adder, e 2 Independent Trip Amplifiers, SPST Relay
Subtractor, High-Low signal Selector.
) e Fully programmable
¢ Input from Zone 0 / Div. 1 mA Vv (PPC1090 or PPC1092)
e Installation in Zone 2 / Div. 2 % (E e Input from Zone 0 / Div. 1 @

e Zone 2 / Div. 2 installation

CABINET INSTALLATION

G.M. International welcomes Factory Acceptance Tests Instructions and suggestions on the use of our units
on standard products or on completely assembled in cabinets can be found on document ISM0O75.
projects. Our facilities in Villasanta (Italy) are fully

capable of handling projects of any size.

D1053 D1060

FACTORY ACCEPTANCE TESTS

SIL 2 ANALOG SIGNAL CONVERTER + FREQUENCY - PULSE (SC)
DOUBLE TRIP AMPLIFIER (SC-TA) ISOLATING REPEATER/CONVERTER
el (1) G D [EEx ia] lIC; | M2 [EEX ia] el (1) G D [EEx ia] lIC; | M2 [EEX ia]
e 1 Channel 0/4 - 20 mA, 0/1 -5V, ® Input Frequency 0 to 50 KHz
0/2 - 10V, Input / Output e Input from Proximity, Magnetic Pick-Up
e 2 Independent Trip Amplifiers, SPST Relay eOne 0/4 - 20 mA, 0/1 - 5V, 0/2 - 10 V Source Out

e Fully programmable (PPC1090 or PPC1092)
e Input from Zone 0 / Div. 1
e Zone 2 / Div. 2 installation

e 1 channel Transistor Output
for Pulse repeater or Trip amplifier

e 1 channel Transistor Output
for Trip Amplifier

e Fully programmable (PPC1090 or PPC1092)
e Input from Zone 0 / Div. 1
e [nstallation in Zone 2 / Div. 2

DTS0346-0 www.gmintsrl.com




D1000 SERIES

RS-485 FIELDBUS
ISOLATING REPEATER (SLC)

o |l (1) G D [EEx ia] IIC; | M2 [EEX ia]

® RS-485/422 from Hazardous Area

® RS-485/422 / 232 to Safe Area

® Transmission Speed up to 1.5 Mbit/s
e Up to 31 Inputs / Outputs

® [nput from Zone 0 / Div. 1

® Installation in Zone 2 / Div. 2

New

WJTERNATIONAL
TECHNOLOGY FOR SAFETY

LOAD CELL / STRAIN GAUGE BRIDGE
ISOLATING CONVERTER

o |l (1) G D [EEx ia] lIC; | (M2) [EEX ia]
e Up to four 350 Ohm load cells in parallel
©0/4-20 mA, 0/1-5V, 0/2-10 V Output
® RS-485 Modbus Output

e Software programmable

e Field automatic calibration

e Zone 2 / Div. 2 installation

Offshore and maritime applications, more than others, require that instrumentation occupies the least amount
of space. D1000 Series modules can be packed up together for configurations of up to 180 channels per meter
in case of Digital Output units and offer a great simplification in cabling and cost reduction.

D1062 l

New SIL 2 VIBRATION
€W TRANSDUCER INTERFACE (TC)

e[l (1) G D [EEx ia] lIC or | (M2)
e-0.5to - 20 V Input, Output signal
¢ Interfaces all Bentley-Nevada, BK, Vibrometer sensors
e DC to 10 KHz within 0,1 dB

¢ 10 KHz to 20 KHz within 3 dB

e Zone 2 / Div. 2 Installation

technology for safety

D1063

STRAIN GAUGE BRIDGE SUPPLY
AND ISOLATING REPEATER

o |l (1) G D [EEx ia] lIC; | (M2) [EEX ia]

e Up to four 350 Ohm load cells in parallel

® 4 wire Supply 5-10V

emV lIsolated Output

® Accuracy 0.003 %

e Eliminates the need of 6 channel @
Zener Barriers

o No need for expensive safety
ground connections

® [nput from Zone 0 / Div. 1

e Zone 2 / Div. 2 installation

DTS0346-0 n




wTERNAHONAL
TECHNOLOGY FOR SAFETY

D1000 CONFIGURABILITY

The SWC1090 software is designed to provide a PC user
interface to configure programmable D1000 modules.

e Read and write configuration parameters to the units
(via COM port);

e Store and restore data to and from local hard drive for
backup or archive;

e Load factory default configurations;
e Monitor Input values via USB/COM port;

e Print a report sheet containing configuration
parameters and additional information
(see example on the right).

® SWC1090 software is downloadable free of charge.

D1000 SERIES

D1000 Models can be configured via SWC1090

PC Software by using the PPC1092 adapter.

All parameters can be easily accessed, modified and
stored as a backup on file for further use.

PPC1090 is a small and handy Pocket

Portable Configurator suitable to pro-

gram configuration parameters of

D1000 series modules like.

The Configurator is powered by the unit

and can be plugged in without disconnecting the
module.
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SWC1090 SOFTWARE

D1072

SIL 2 TEMPERATURE CONVERTER (TC)

e[l (1) G D [EEx ia] lIC; | M2 [EEX ia]
e 1 - 2 Channels, 2-3-4 wire RTD, Pt100, Pt50,

e Ni100, Cul00, Cu53, Cu50, Cu46,
TC Type Al, A2, A3, B, E, J, K, L, Lr, N,R, S, T, U

e 1 - 2 Outputs, 0/4 - 20 mA, 0/1 -5V, 0/2 - 10V
o Fully programmable (PPC1090 or PPC1092)

¢ D1072D can be used as Duplicator, Adder, Subtractor,
High-Low signal Selector.

® [nput from Zone 0 / Div. 1
e |nstallation in Zone 2 / Div. 2 C E

DTS0346-0

D1073

SIL 2 TEMPERATURE CONVERTER +
DOUBLE TRIP AMPLIFIER (TC-TA)

ell (1) G D [EEx ia] IIC; | M2 [EEX ia]

e 1 Channel, 2-3-4 wire RTD, Pt100, Pt50, Ni100,
Cul00, Cu53, Cu50, Cu46, TC Type Al, A2, A3, B,
E,J,K, L, Lr,N,R,S, T, U

e 1 Output, 0/4 - 20 mA, 0/1 -5V, 0/2 - 10V
e 2 Independent Trip Amplifiers, SPST Relay

e Fully programmable
(PPC1090 or PPC1092)

® Input from Zone 0 / Div. 1 C E

e Zone 2 / Div. 2 installation

www.gmintsrl.com



D1000 SERIES CWoonanona:

SAFETY RELAYS D1092-069

SIL 3 Safety Relays are used to drive high power New SIL 3 RELAY OUTPUT MODULE (DO)
solenoid valves for use in critical applications such

as ESD (Emergency Shutdown) and F&G e 1 SPST NO contact and

(Fire and Gas) systems. 1 SPST NC contact for NE Loads

. L . e 1 or 2 fully independent channels
Unlike the majority of similar products on the

market, G.M. International D1000 safety relays *SIL 3 for T _proo1_‘ =20 yrs_;
offer the possibility to interface both NE (ESD) ® Zone 2 / Div. 2 installation
and ND (F&G) loads, covering almost 100% of e TUV Certification for SIL
possible applications. e High Reliability
Moreover, model D1093S is the only safety relay
available with inbuilt diagnostic circuit capable of
detecting line and load breakages.
V) \
200
Resistive
1(2)2 Load
N
N
50 \\

40

30

20

10 — » 1(A)
0. . 03 04 05

T W 0.2 1 2 3
D1092D m DC Load Breaking capacity
D1092 —l

New SIL 3 RELAY OUTPUT MODULE (DO) New SIL 3 RELAY OUTPUT MODULE (DO)
e 1 or 2 fully Independent Channels e 1 SPST for NE Loads and
e 1 or 2 SPST for NE Loads and 1 SPST for ND Loads
1 or 2 SPST for ND Loads e SIL 3 for T proof = 10 yrs
®SIL 3 for T proof = 20 yrs e Line and Load open diagnostic
e Zone 2 / Div. 2 installation in NE and ND conditions
e TUV Certification for SIL. (requires 24 Vdc auxiliary supply)
e High Reliability, SMD components. ®Zone 2 / Div. 2 installation
e High Density, two channels per unit. ® TUV Certification for SIL.

e High Reliability, SMD components.
® High Density, two channels per unit.

e Simplified installation using standard
DIN Rail and plug-in terminal blocks.

e Simplified installation using standard
DIN Rail and plug-in terminal blocks.

fils il

technology for safety DTS0346-0




wmom PSD1000 POWER SUPPLY SERIES

PSD1000 PSD1001C

UNIVERSAL INPUT POWER SUPPLY SIL 2 1 CHANNEL INTRINSICALLY SAFE
FOR D1000 SERIES ISOLATORS (PS) POWER SUPPLY (PS)
o Supply 90 - 265 Vac o|l (1) G D [EEx ia] lIB; | M2 [EEX ia]
e Output 24 Vdc, 500 mA ﬂ e 1 Output 13.5 V - 100 mA !
2 Units can be paralleled for Redundancy or 10V - 150 mA

or additional power ® [nput from Zone 0 / Div. 1
® Remote indication for Power Failure ® Zone 2 / Div. 2 installation

e Installation next to D1000 Series Modules, without Safety
distance of 50 mm, because Supply and Outputs Terminal
Blocks are on the same side

e Zone 2 / Div. 2 installation PSU1003 PcB MODULE

.

PSD1001 PSD1004

SIL 2 4 CHANNELS INTRINSICALLY SAFE INTRINSICALLY SAFE POWER SUPPLY (PS)
POWER SUPPLY (PS) o|ll 1GEExiallB T4

e|l (1) G D [EEx ia] IIC; | M2 [EEX ia] e Output 5 Vdc, 160 mA
® 4 Independent Outputs 15 V, 20 mA e Supplied by PSD1001C
® [nput from Zone 0 / Div. 1 e Zone 0 Installation

e Zone 2 / Div. 2 installation ¢ 500 V input/output isolation

e Flexible modular multiple output capability.

e Qutput short circuit proof and current limited.
i il PSU1003
e High Reliability, SMD components.

e High Density, four channels per unit. 1 CHANNEL INTRINSICALLY SAFE

e Simplified installation using standard
DIN Rail and plug-in terminal blocks. POWER SUPPLY PCB MODULE (PS)

e|| 1 GEExiallB T4
e Qutput 5 Vdc, 160 mA, supplied by

PSD1001C ?
® Zone 0 Installation

® Module for PCB Mounting
¢ 500 V input/output isolation
e Width 55 mm, Depth 30 mm, Height 15 mm

H DTS0346-0 www.gmintsrl.com




PSD1200 POWER SUPPLY SERIES %z:&mma&

PSD1210 (PSD1206)

SIL 2 - SIL 3 NON/INCENDIVE
POWER SUPPLY (PS)

e Parallel operation for Redundancy with load sharing

|| 3GEEXNAIICTA capability

e Output: 24V, 10 A (6 A), 250 W (150 W) e Redundant crowbars for overvoltage protection
eLine and Load Regulation 0.2 % ® SPST O.C. transistor for remote alarm

e Supply 95 to 264 Vac e Zone 2 / Div. 2 installation

® Power Factor correction 0.95 e External connections for T-proof testing

PSD1210 FRONT VIEW PSD1210 REAR VIEW

FUNCTION DIAGRAM

PSD1200 units can be paralleled for redundancy operation to increase availability upgrading the system from

SIL 2 to SIL 3 or to increase the output power. Internal power diodes for parallel operation prevent fault propagation
in parallel connected supply systems and load sharing distributes current load equally to each

power supply to increase reliability and reduce internal power dissipation.

MODEL PSD1210 SIL3 MODEL PSD1210

\ 2 4
Current
Sharing

1
vy
Current
Sharing
1

sy 5 313 310
¥ cs S+ LN

()
N

' C=
+ (-
Z(m

=

’ Connection for current sharing

o Q @ Q @

Output Bus

Fault Supply Fault Supply
Output 1 Input 1 Output 2 Input 2
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CWocensmona D2000M SERIES

SERIES D2000M MULTIPLEXER

SYSTEM FEATURES ¢ Programmable via PC (R$232) and Modbus (RS485)
* High density, up to 256 Analog Inputs (TC, RTD, mV) and e Repeats input contact via Relays or Transistor Output
up to 128 digital Inputs (contact / proximity) in the same e Reduces field wiring and installation costs

system (expa.ndable Up to 7936 inputs) . . o Eliminates the need of PLC - DCS I/0 cards.
e Robust Isolation (z 200 V channel to channel), provides high « Field unit operating temperature: - 40 to + 60 Celsius

immunity against interference and ground loops
e Intrinsically safe for installation in Zone 0, 1, 2 ® AISI 316 stainless steel enclosures are available for field
T units (Series GM2300).

* Field units can be placed up to 5 km from Gateway o Gateway D2050M can be installed in Zone 1 / Div. 1
* High accuracy 18 bit A/D converter by using an explosion proof enclosure.

e Redundant communication lines

D2010M TEMPERATURE UNIT D2050M GATEWAY UNIT

MopELs D2010M - D2011M MopeL D2030M

ANALOG / TEMPERATURE SWITCH / PROXIMITY

MULTIPLEXER UNIT C E MULTIPLEXER UNIT

e|| 1 GEExiallC T4 e|l 1 GEExiallC T4

® 16 Channels per Unit, each for 2-3-4 wire RTD, Pt100, ¢ 32 Input Channels per Unit
Pt50, Ni 100, Cul00, Cu53, Cu50, Cu46, e Up to 4 Units per System

TC Type Al, A2, A3, B, E, J,K, L, L N,R,S, T, U.
e Up to 16 Units per System
® 256 Channels are scanned in 1500 ms
® Redundant Communication with gateway D2050M
o PC Programmable via SWC2090 software
e Zone 0 / Div. 1 Installation
® Operating Temperature - 40 to + 60 ° Celsius

® Input from Contact-Proximity Sensors

¢ 128 Channels are scanned in 50 ms

e Redundant Communication with D2050M Gateway
e PC Programmable via SWC2090 software

e Zone 0 / Div. 1 Installation

e Operating Temperature - 40 to + 60 ° Celsius

DTS0346-0 www.gmintsrl.com




D2000M SERIES CWoonanona:

MopeL D2050M MopeL D2052M / D2053M

GATEWAY MULTIPLEXER UNIT Sa01on CONTACT / PROXIMITY
OUTPUT REPEATER

ell (1) G [EEx ia] IIC D2030M
o Supply 24 V - 350 mA ® 32 Isolated Channels with
e Redundant MODBUS RTU - R$485 lines up to 115200 bauds SPDT Relay contacts (D2052M) or

Open Collector Transistors (D2053M)
® 128 Channels are scanned in 50 ms
® Operating Temperature - 20 to + 60 ° Celsius

e Safe Area Installation or Zone 1 / Div. 1
when mounted in an explosion proof housing

® 1 RS-232 line for configuration via PC
e Suitable to drive contact/proximity output repeaters

e Safe Area Installation or Zone 1 / Div. 1
when mounted in an explosion proof housing

e Operating Temperature - 20 to + 60 °Celsius

GM2320 FIELD ENCLOSURE

D2052M OUTPUT REPEATER

EXAMPLE OF ARCHITECTURE

it

Ambiant Tamparature: 40 to +50 °C HAZARDOUS AREA
D20t1M R e ey e
[ == p2010M = D2011M = D2011M = D2011M
E - 1B CH = 1B CH — 1BCH BCH
D201IM |
n— == DE010M = DE011M = DE011M = DE2011M
D201 Ds;u:e . = 16CH 16 CH - 16 CH 16 CH
—— e - - oy - —
meimun| | == D2010M /= DEO11M [= D2011M = D2011M
epechiad - 16 CH 1604 = 16 CH 16 CH
o A DEUBD: —| CABLE DESTANCE: 150:300 mm
E Jz2cH 160 CHANNEL PER SECOND
& MAXIMUM SCANNING TIME
m FOR ALL CHANNELS: 1600 mSec
—8
2 D210 g GM e CABFOCS atie s 1k SAFE AREA
g for GAS GROUP IIC end up to 5 Km for 1B depending on
R R configuration [nr. of channeds. nr. of unics and their distances).
~—— Proprietary Protocol Communication I
| Redundant Lines
SOFTWARE CONFIGURATOR FOR D2000M DE0SOM — A ™
Gateway RS-238 for Cunﬁgur'aﬂ_urj -\:_' 8
e Configure and monitor the entire system with your e S
PC / Laptop via RS232 and/or RS485 connections B ] oAl maetar
e Guided user interface
® Print complete report sheets .
® Save configurations to file for backup

www . gminkarl.com

e INTERNATIONAL
TECHNOLOGY FOR SAFETY

e Multilanguage
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%mﬂmﬂmm PBCO CusTom BOARDS

CONNECTOR OUTPUT CUSTOM PANELS

G.M. International offers many solutions for Customized Boards for an easy integration with instrumentation of manufactur-
ers like Invensys Foxboro, ABB, Triconex, Yokogawa, Honeywell and many more.

New Board models are engineered on customer request for any system or application: contact us for details.
In the following page a selection of Customized PBCO Series Boards among our entire production.

8 MobDuLEs - PBCO-D8 12 MoDuLES - PBCO-D12

16 MODULES - PBCO-D16

25 DTS0346-0 www.gmintsrl.com




PBCO CusTom BOARDS

CusTOM BOARD MODELS

Code

Description

wTERNATlONAL
TECHNOLOGY FOR SAFETY

o

PBCO-D8-009 16 Ch. Board: 16 Al or 8 DI + 8 DO or 16 DI suitable for FBM 211, 241, 242, 207, single connector
PBCO-D8-010 8 Ch. Board: 8 AO or 8 Al or 4A0 + 4Al suitable for FBM 237, 201, single or redundant connector

PBCO-D8-011

PBCO-D16-012
PBCO-D16-013
PBCO-D8-014
PBCO-D16-015
PBCO-D16-042
PBCO-D16-043

PBCO-D8-001

PBCO-D8-002

PBCO-D8-003
PBCO-D12-008
PBCO-D04-038
PBCO-D04-039
PBCO-D04-040
PBCO-D01-041

PBCO-D16-025
PBCO-D16-026
PBCO-D16-027
PBCO-D16-028

PBCO-D16-021
PBCO-D16-022
PBCO-D16-023
PBCO-D16-024

PBCO-D8-033

PBCO-D16-029
PBCO-D16-030
PBCO-D16-031

PBCO-D8-032
PBCO-D16-035
PBCO-D16-036
PBCO-D16-037

PBCO-D8-044

technology for safety

Boards with Output Connectors suitable for Foxboro FBM 200

32 Ch. Board: 32 DI suitable for FBM 217 single connector
Boards with Output Connectors suitable for Triconex TMR Version 9
32 Al Ch. Board + Hart connector suitable for TMR 3704 E

32 DI Ch. Board suitable for TMR 3505 E

16 Ch. Board AO + Hart connector, suitable for TMR 3805E
32 DI Ch. Board suitable for TMR 3504 A, 3564

32 Al Ch. Board + Hart connector suitable for TMR 3700 A
32 DI Ch. Board suitable for TMR 3503 E

Boards with Output connector suitable for ABB
Analog Board for 6 Double Analog modules, suitable for 8 Al and 4 AO channels

Digital Board for 8 four channel Digital Input modules, suitable for 32 input channels
Relay Board for DO Signal customized for ABB System Six, + 8 Relays 24 Vdc driven by DCS
Analog Board for 12 Double Analog modules, suitable for 16 Al and 8 AO channels

4 Module / 8 Channels DI Board for ABB TC-200 System

4 Module / 4 Channels DO Board for ABB TC-200 System

4 Module / 8 Channels Al Board for ABB TC-200 System with Hart

1 Hart MUX Module / 32 Channels Board for ABB TC-200 System

Boards with Output Connectors suitable for Yokogawa Centrum CS 3000 R3
16+16 Al Ch. Board suitable for cards AAl 141 - 16+16 Al ch. each

16+16 AO Ch. Board suitable for card AAI 543 - 16 + 16 AO ch. each
32 or 64 DI Board suitable for card ADV 151 - 32/64 DI (use 16 dual/quad ch. modules)
32 DO Board suitable for card ADV 551- 32 DO each (use 16 dual ch. modules)

Boards with Output Connectors suitable for Honeywell
16 Modules Board for I0P, HLAI, CC, P/N 51304754-150

16 Modules Board for I0P, A/0, CC, P/N 51309152-175
16 Modules Board for I0P, DI, CC, P/N 51304485-150
16 Modules Board for I0P, DO, CC, P/N 513044485-150

Boards with Output Connectors suitable for Emerson DeltaV
16 Al + 16 AO or 32 DI + Hart connector suitable for DeltaV

Boards with Output Connectors suitable for Bailey Infi 90
15 Al, Simplex or Redundant Configuration

16 DI + 16 DO, Simplex or Redundant Configuration
16 DO, Simplex or Redundant Configuration
Boards Standard D1000 Series

32 DI or 32 DO or 16Al or 16 AO + HART Connector with standard ELCO 56 Pin Output Conn.

16 Al or 16 AO with standard ELCON 56 Pin Output Connector

32 Al or 32 AO + HART Connector with 2 standard ELCO 56 Pin Output Connectors
32 Al or 32 AO + HART Multiplexer Ready with Terminal Block output

16 Ch (8 Modules) with Terminal Block output

DTS0346-0 H
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GWconnrona D1000 SERIES ACCESSORIES

D1000 SERIES ACCESSORIES

Image Code Description

ﬁ MCHPO65 DIN-Rail Anchor for terminal block side of the Power Bus

MCHP139 5 mm spacer for modules on DIN-Rail

k.

¢ MORO016  DIN-Rail Stopper

&

MORO15  Plug-in terminal block male, vertical out, for Power Bus

-2
W
W\
VN
.\‘
Al

MORO017  Plug-in terminal block male, horizontal out, for Power Bus

MOR022  Plug-in terminal block female, horizontal out, for Power Bus

IR |

OPT1091 Cold Junction Compensator

< ?g, OPT1096 Kit for Bus Mounting: 2 x MOR016, 1 x MOR017, 1 x MOR022, 2 x MCHP065
9
’ /B Power Bus Enclosure (see next page)
ﬂ D1091S Common Bus Alarm Module with SPDT Relay Fault Output indication
_mm
PPC1090 Pocket Portable Configurator with cables
T
- | A, PPC1092 RS-232 Serial Adapter for Configuration via PC, includes USBADAPT and cables
W USBADAPT USB to RS-232 Adapter for PC

[Corbadion | s | Sostiogn | 1

SWC1090 PC Software for Configuration (free of charge at www.gmintsrl.com)

D1000R  19” Rack Unit, 3 units high, suitable for 16 modules

More information on www.gmintsrl.com

DTS0346-0 www.gmintsrl.com




EI1000ADP ELCON ADAPTERS Gocrariona

ELCON INSTRUMENTS ADAPTERS

G.M. International offers continuity in the service of Elcon Instruments 1000 series
(no longer available from the manufacturer). ATEX, FM, FM-C Certifications.

® Interchangeability with Elcon 1000 Series modules.
® Possibility to replace Elcon modules without modifying any wiring or connections.

e Use of the same Elcon boards.
FuLL INTERCHANGEABILITY

¢ [dentification using the same Elcon part-number.

EIADP ELCON ADAPTER

LIST OF ELCON ADAPTABLE MODELS

e Analog Input, Power Supply Repeaters
1021, 1022, 1023, 1025, 1025G, 1026, 1026G, 1029, 1030

e Analog Input, Power Supply Repeater and Trip Amplifier
1020, 1027

e Analog Output, Powered Isolating Drivers for I/P
1031, 1032, 1033, 1034, 1037, 1038

o Fire and Smoke Detectors Repeaters
1035, 1036, 1039, 1040

® Analog Signal and Temperature Converters Fully Programmable
1061, 1062, 1065, 1066, 1071, 1072, 1073, 1074, 1090

o Digital Input Switch/Proximity Repeater
1821, 1822, 1841, 1842

o Digital Output Drivers for Solenoid Valves, LEDs, Horns
1861, 1862, 1871, 1872, 1873, 1874, 1881, 1882

¢ Frequency to Analog Converter + Pulse Repeater
1891, 1893

® Analog Signal and Temperature Trip Amplifiers Fully Programmable
1011, 1012, 1310, 1311, 1360, 1361, 1370, 1371

technology for safety DTS0346-0 E
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[ CATALOG |
INTRINSICALLY SAFE, SIL CERTIFIED
INSTRUMENTATION FOR HAZARDOUS AREAS
e 7 1
O hrecnanona

POSTERS

UNDERSTANDING
SAFETY INTEGRITY LEVELS

UNDERSTANDING
HazARDOUS LOCATI

29 DTS0346-0

DOCUMENTS

Company and products catalog

General catalog with information on product series,
data sheets, full company profile.

Hard copy available free of charge upon request.
File in electronic format can be downloaded from
our website.

IS and SIL posters

A2 size (40x60cm) posters are available upon
request free of charge on the following two
arguments:

¢ Understanding Safety Integrity Levels
Quick reference table on the major concepts
of IEC 61508 and IEC61511 standards.
Risk reduction, ALARP, Availability and
Reliability formulae, SIL levels table,
frequent acronyms, PFDavg simplified
calculations formulae, system architectures,
Safety Failure Fraction table and more.

¢ Understanding Hazardous Locations
Quick reference table on the major concepts
of Intrinsic Safety for both Europeans and North
American standards.
Marking, temperature codes, hazardous area
classification, gas groups, enclosure ratings,
reference standards and more.

www.gmintsrl.com



DOCUMENTS

NTERNET

TemE

] [ = HILZ-NIL3
UECXETIS R Estyve

e ki | Ui | i | S Lo | e |

IL MANUAL

SIL MANUAL

SAFETY
INSTRUMENTED
SYSTEMS

Plant Engineering and Malntenance
according to [EC 61508 and IEC 61511 Standards

» Safety Integrity Levels

» Reliability and Probability of Fallure on Demand
= Redundant System Architectures

= Risk Reduction

« IEC 61508 and IEC 61511 compendiums

3™ Edition

technology for safety

wTERNATIONAL
TECHNOLOGY FOR SAFETY

www.gmintsrl.com

G.M. International offers a wide range of

services and information through its online website.

Download

e Data Sheets
Instruction Manuals
Application Notes
Certificates
Software

Products

Guided model finder
Advanced search
Series presentation
Model details

News
e Latest products
¢ New Certifications
e Worldwide Exhibitions

Contacts
e Agents and Distributors
e Technical and Commercial contacts
e Quotation request form

Utilities
e Online tools for webmasters
e Mailing List

Functional Safety Manual

IEC 61508 and IEC 61511 standards
represent a milestone in the progress of
industry in the achievement of supreme
levels of safety through the entire
instrumented system lifecycle.

The majority of our products are

SIL 3 or SIL 2 certified.

The experience in safety and electronics
acquired during the years has lead

us to the writing of a comprehensive
manual on IEC61508 and IEC 61511.

This effort has already proven to be a great
benefit for engineers, maintenance
personnel and whoever wishes to approach
the concept of functional safety.

The manual is available on request in
English, Spanish and Italian language.

DTS0346-0
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INTRINSICALLY SAFE ISOLATORS
anD SAFETY RELAYS

DIN-RAIL, POWER BuUS, TERMINATION BOARD MOUNTING

wlTERNATIONAL
TECHNOLOGY FOR SAFETY

D5000 - D5200 Series - Intrinsically Safe Isolators & Safety Relays DTS0345-1



D5000 Modules provide the most simple and cost

D5000 SERIES "Li?lii{;?ﬁif;el}‘f;‘SaL?ZEiES?ZRZI?:)ZZT
SIL 3 CERTIFIED
INTRINSICALLY. SAFE ISOLATORS ano SAFETY RELAYS

HIGH INTEGRITY ( _— h

+ SIL 3 according IEC 61508 - 61511

+ Certified life duration: 20 years

+ No electrolytic capacitors

+ Three port galvanic isolation

+ Safety Relay contacts rated for 4 A or 10 A

ENHANCED PACKING

+ Space saving 12mm enclosure:
160 channels into just 1m DIN-Rail

+ Reduced power consumption

+ Power Bus and DIN-Rail mounting

+ All modules can be mounted on DIN-Rail,
Power Bus and Termination Boards.

+ Detachable transparent front panel

ADVANCED FEATURES

+ Short and open circuit detection reflected on PLC
+ EMC compatibility for safety systems

+ Al, AO, DI, DO, Temperature applications

+ Signal converter, Encoders

INTERNATIONAL
TECHNOLOGY FOR SAFETY www.gmintsrl.com



D5000 - D5200 Series CGWiccvanona
DSOOO SERI ES All D5000 Modules can be mounted on
DIN-Rail, Power Bus and Termination Boards.
CHARACTERISTICS

Termination Board connector

v

Power Bus connector

v

DIN-Rail lock
Guides for Termination

board mounting

v

Safe Area Terminal blocks
with engraved identification

l

120 mm _ { £ Lexan detachable front cover

A

LEDs for power, status and fault indication
are visible through the transparent cover

A

Modules are SIL 3 certified

A

Hazardous Area Terminal Blocks indicator

A

12 mm
2 channels

Laser engraving on entire enclosure and terminal blocks
to provide accurate, safe and permanent marking of
Intrinsic Safety parameters, schematic diagrams,
connections and instructions.

technology for safety DTS0345-1
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D5000 - D5200 SERIES

HIGH INTEGRITY
INTRINSICALLY SAFE ISOLATORS & SAFETY RELAYS

High performance General features
High signal transfer accuracy and repeatability. + More than 25 modules suitable for SIL 3
Advanced circuitry provides very low heat applications according to IEC 61508, IEC 61511.
dissipation, ensuring modules run cool despite their + Independent power supply circuit for each channel.
high density and functionality. ¢ Double units are equivalent to two single units
SMD manufacturing to maximize long, reliable life. because of the absence of common circuitry.
Complete absence of electrolytic capacitors en- + Single channel versions available if required,
sures minimum 20 years lifetime. to provide single loop integrity on Emergency Shut
Down and Fire & Gas applications.
Wide fu nctionality ¢ Configuration components are easily accessed
Wide range of digital and analog I/0. by removing cover.
SIL 3 Safety Relay contacts rated for 4 A or 10 A ¢ DIP switch configurability for easy field setup.
for direct switching of high loads. + LED indication for power, signal status and
¢ Three port galvanic isolation to eliminate noise, line fault conditions.
ground loop problems and to provide + Modules accept DC power supply over a wide range
Intrinsic Safety without a high integrity for 24 Vdc (20-30 Vdc) applications.
safety earth connection. + Wide operating temp. range: -40 to +60/+70 °C.
¢ Line fault alarm detects open or short circuit ¢ Installation in Zone 2 / Division 2.
of field cables. + Certified for Offshore and Marine applications.
Optional power bus DIN-Rail connector.
Standard Termination Board, custom connectors High packing density

for integration into customized Boards.
¢ EMC Compatibility to EN61000-6-2, EN61000-6-4,
EN61326-1, EN61326-3-1 for safety system.

35 mm (Top Hat) DIN-Rail.

Ultra slim 2 channels 12 mm wide DIN-Rail and
Termination Board mounting modules.

Power and fault on bus connectors.

6 mm per channel means 50% space reduction
Save up to 50% space

LEEELES LT
w W og

Up to 160 170 channels per 1m of DIN-Rail
6 mm per channel + Ultra-low power consumption as shown in the configuration above.

2 DTS0345-1 technology for safety
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D5000 SERIES
APPLIED FOR

Certifications for GM International Instruments

APPROVALS AND
CERTIFICATIONS

Intrinsically Safe products

D DEKRA

c Us
APPROVED

G.M. International

has obtained IS certificates from the most credited

Notified bodies in the world for its D1000 Series.

D5000 and D5200 Series will be applied for certification in 2010.

@ w & EO

DNV

SIL Certifications according IEC 61508 and IEC 61511

&

‘ex:‘da G

G.M. International

offers a wide range of products that have been proved to comply

with the most severe quality and safety requirements.

IEC 61508 and IEC 61511 standards represent a milestone in the progress
of industry in the achievement of supreme levels of safety through

the entire instrumented system lifecycle.

Marine Type Approval

DNV
KR”

KOREAN BEGISTER

G.M. International

offers Type Approval Certificates for its line of Intrinsically Safe Isolators D1000 Series and
Power Supplies for use in Marine and Offshore applications.

Certificates have been released both by Korean Register of Shipping and Det Norske Veritas.
The D5000 and D5200 Series will be applied for soon.

Company Quality System

technology for safety

G.M. International’s

Production Quality System is certified by Det Norske Veritas (Norway)

to be compliant with ATEX 94/9/EC Directive and ISO 9001/2008.

This means our production facilities are periodically re-assessed throughout the whole
manufacturing process, to ensure that the highest quality standards are met.

DTS0345-1 '
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D5000 SERIES FEATURES

Enclosure Characteristics

¢ High channel density result from innovative circuit design using advanced surface mount components.
¢ Plug-in screw terminal blocks to secure termination up to 2.5 mmZ.
+ Configuration components are easily accessed by removing side cover.

Blue terminal blocks for Grey terminal blocks Detachable cover for access to
Hazardous Area connections for Safe Area connections configuration component

Enhanced Power Bus mounting

Power Supply Voltage 24 Vdc can be applied to
the module, by connecting directly the voltage
to the plug-in Terminal Block of each module,
or via the Power Bus System.

The system consists of standard DIN-Rail modules
mounted on standard DIN-Rail Bus connectors.
The maximum allowed powering capacity is 8 A.

It is always possible to remove modules, without
disconnecting the bus connector which remains
attached to the DIN-Rail.

Cumulative Fault Alarm indication is provided

on the Bus connection.

This signal is fed to a common unit (D5001S) which
provides: 1 SPST Relay contact for common faults
and 1 SPST Relay contact for power good

(supply within operating range).

The D5002S is capable of operating also

as redundant 4 A supply module for the system.

Bus connector terminal

DIN-Rail stopper

“8 DTS0345-1 technology for safety




D5000 - Termination Boards %zsm:;mat

D5000 SERIES TERMINATION BOARDS

Characteristics

Suitable to accept up to 8/16 D5000 or D5200 SIL 3 modules 12mm/22mm wide, which can be single or double channel.
Al - AO - DI - Temperature: double channels.

DO - Signal converter, Encoders, Safety Relay: single channel.

24 Vdc Power supply terminal blocks can be disconnected from the board

without disconnecting the power to other boards connected in series.

Boards are available with custom connectors for any system / PLC / DCS.

Boards are available also for 8/16+2 modules:

the extra 2 modules (D5001S) provide separated fault signal relay contacts

for power supply fault and input/output lines open and short circuit detection.

Two D5001S modules can be paralleled for 1002 redundancy, to increase availability on fault detection.

* & & o

*

Supply line 1 Supply line 2 16 ch output connector

Power ON LEDs 1 - 2 HART Multiplexer

R connectors
Supply paralleling diodes i
Common fault output signal
Spare fuse
Up to 8/16
D5000/D5200
modules for
16/32/64 total
channels.

"r g o0 0 0 0 0 0w

Wall mounting

technology for safety DTS0345-1 H
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D5000 - D5200 Selection Table

Field Ch. SIL
device Model Hazardous Area Safe Area per unit Supply level
] 4-20 mA 20-30
2-Wires Tx only (source only) vdc
D5011D Smart compatible 2 .
4-20 mA 4-20 mA
(source or sink)
2-Wires 20-30
D5014D Active or Passive 2 vdc
TX
Smart compatible
Two
8 @ D5014D duplicated outputs !
- =z
< —
= Q
<
a Two
b5212Q 4-20 mA duplicated outputs 2 .
20-30
(i 2-Wires One Triplicated vde
@ D5212Q Passive Tx + One single 2
outputs
a One
b5212Q Quadriplicated output 1 .
4-20 mA
’3 - 4-20 mA
2-Wires Tx . . 20-30
@ D5254S Active or Passive 2 Trip Amplifiers each 1 Vde SIL 2
Smart compatible whit 1 SPST (relay contact)
4-20 mA .
@) Analog Signal to I/P
=< 5 Convertegrls glectrovalves Bus powered 20-50
<Z( O ’ . * signal from DCS, PLC or other Vdc
< Actuators and Displays control devices
D5020D . ) 2
Smart compatible Two duplicated outputs.
~—

a Configurable via PPC5092 with Software SWC5090

DTS0345-1
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D5000 - D5200 Selection Table

DIGITAL IN

wTERNATIONAL
TECHNOLOGY FOR SAFETY

Field Ch. SIL
device Model Hazardous Area Safe Area per unit Supply level
. IEI: 1SPDT (relay contact)

L D5030S +LED (fault ) 1
Voltage free Contact, e
I Proximity Switch 1 SPST (relay contact) 20.30
E IEI: D5030D Line fault detection +1 SPST (alarm or duplicator) 1 V(_:Ic
+ LED (fault status)
Isolated inputs I
[ IEI: 2 SPST (relay contact)
L D5030D +LED (fault statts) 2
Il 1 Open Collector
L D5031S Voltage free Contact, 6D (Fack 1
Proximity Switch * LED (fault status)
Line fault detection
n 2 Open Collectors
L D5031D Isolated inputs +LE.pDe(fauItstams) 2
20-30
Vdc
[ IEI: 4 Open Collectors
L D5231Q +LED (fault status) 4 SIL 2
Voltage free Contact,  —
Proximity Switch
— IEI: 8 Open Collectors
L D5231E +LED (fault status) 8 SIL 2
_J
— 1 SPDT (relay contact)
L D5032S +LED (fault stats) 1
Voltage free Contact, _—
| Proximity Switch 1 SPST (relay contact) 20.30
E IEI: D5032D Line fault detection +1 SPST (alarm or duplicator) 1 V;jc
+LED (fault status)
Isolated inputs -
— IEI: 2SPST (relay contact)
| P5032D +LED (fault status) 2
r
D5034S Voltage free Contact, 1
L Proximity Switch Transparent repeater of
input status 20-30
Line fault detection Vdc
Imil 0 to 8 mA range
L IEI: D5034D Isolated inputs 2

technology for safety

Continues at next page >>
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D5000 - D5200 Selection Table

Field Ch. SIL
device Model Hazardous Area Safe Area per unit Supply level
Loop Powered control signal Loop+
D5048S NE solenoid val\{e, from safety 1 20-30 Ve
other control devices. PLC, DCS
Line open/short
fault detection Bus Powered control signal 20-30
D5049S reflected on PLC. from safety 1 vde
o PLC, DCS
S
I F&G solenoid valve, other .
é o D5247S control devices. Line open/ Loop Pov;/ered c?nttrol signal 1 Loop +
o '5 short fault detection. rom safety 20-30Vdc
oa High Availability (1002) PLC, DCS
)
O NE 12W “Ex d’ solenoid valve, Loop Powered control signal Loop +
D5280S  other control devices. Line from safety 1 20-30 Ve
/short fault detection. PLC, DCS
open/short fault detection
F&G 12W “Ex d’ solenoid .
valve, other control devices. Loop Powered control signal from Loop +
D5281S Line open/short fault safety 1
etection. PLC. DCS 20-30 Vdc
y J High Availability (1002) ’
- . a
< > 0-50 KHz
5 % D5060S Magnetic Pickup or g&/lksés:)groe)orrVOut, 1 20-30Vvdc  SIL 2
o O Proximity Switch peater Output
~—
T
) - 20-30
S D5265S Intrinsically Safe Encoder Transparent repeater 1 vde
8

n DTS0345-1

a Configurable via PPC5092 with Software SWC5090

Rear view

technology for safety



D5000 - D5200 Selection Table

TEMPERATURE CONVERTERS
AND TRIP AMPLIFIERS

L

wTERNATIONAL
TECHNOLOGY FOR SAFETY

Field Ch. SIL
device Model Hazardous Area Safe Area per unit Supply level
a Universal TC, 4-20 mA (source) 20-30
C i D50725S 3/4-Wires RTD, 1 Independent set point via 1 Vde SIL 2
Potentiometer, mV 1 Solid State Relay
a 4-20 mA
D5072D 2 SIL 2
Universal TC, (source)
3-Wires RTD, 20-30  ——
a Potentrlnovmeter, 4-20 mA Vdc
C i D5072D (source) 2 SIL 2
Duplicator
a 2 mputs in 1002 4-20 MA 20-30
Universal TC, (source) 1 vde
3-Wires RTD, Pot, mV
2} Configurable via PPC5092 with Software SWC5090
Continues >>
Custom Termination Board
technology for safety DTS0345-1
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D5000 - D5200 Selection Table

D5090S

DTS0345-1

=g
-

Field SIL
device Model Load Contacts Connections Rating  level
4A +/AC !
D5090S NE Load pLC 250 Vdc
Output
ON
Contacts 7-8: 24 vde service Load
SIL 3 Function is met when Not SIL 250 Vac
contacts are in open state. -/ AC
4A +/AC !
D5091S ND Load pLC 250 Vdc
Output
OFF
Q Contacts 7-8: 0 ve service
< SIL 3 Function is met when Load 250 Vac
— .
H:J contacts are in closed state. -/AC
> o
L||__| 10 A +/AC
L
< D5290s NE Load pLC 250 Vdc
Output
ON 15
Contacts 13-14: e Load Service Load
SIL 3 Function is met when SIL3 Not SIL 250 Vac
contacts are in open state. -/ AC
10 A +/AC t
D5291S ND Load 250 Vdc
15
Contacts 13-14: Load L service
SIL 3 Function is met when sIL3 Load 250 vac
contacts are in closed state. -/ AC . .

technology for safety



SAFETY RELAYS

D5000 - D5200 Selection Table

Field
device Model

Load Contacts Connections

wTERNAUONAL
TECHNOLOGY FOR SAFETY

SIL
Rating  level

D5293S

10 A, NE Load +/AC
+ line and load diagnostic for
open / short circuit
programmable

+ earth leakage detection. pLC
Output ON [~
2 fault output contacts 24 vde

Contacts 13-15 / 14-16:
SIL 3 Function is met when
contacts are in open state. -/AC

Load

250 Vdc

250 Vac

D5294S

10 A, F & G Load */AC
+ line and load diagnostic for
open /short circuit
programmable
+ earth leakage detection. PLC

Output OFF |-----
2 fault output contacts 0 vdc

Contacts 13-15 / 14-16:
SIL 3 Function is met when
contacts are in closed state. -7/Ac

250 Vdc

250 Vac

technology for safety

D5090S-50915-5290S-5291S
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%IE&S&?J&&E&# Understanding Safety Integrity Levels

SIL LEVELS ACCORDING IEC 61508 / IEC 61511

SIL PFDavg RRF PFDavg
Safety Integrity Level Average probability of failure on Risk Reduction Factor Average probability of failure on
demand per year (low demand) demand per hour (high demand)

SIL 3 >10*and < 103 10000 to 1000 >10%and < 107
SIL 2 21073 and < 102 1000 to 100 >107 and < 10°®
SIL 1 2102 and < 10" 100 to 10 >10°and < 10

TOLERABLE RISKS AND ALARP (ANNEX ‘B’)

Risk cannot be justified except
in extraordinary circumstances -

Intolerable Region

Tolerable only if further FACTS AND FORMULAE

risk reduction
is impracticable or if its cost are
grossly disproportional to the gained

The ALARP or

tolerability Region improvement.
o . As the risk is reduced, the less

glglé s %rtl(:(serggsﬁgdonly if proportionately, it is necessary o IEC 61508 and IEC 61511 standards represent a
spend to rf;’;‘;gs'ftyf:[‘::; milestone in the progress of industry in the
The concept of diminishing achievement of supreme levels of safety through

proportion is shown by the triangle. the entire instrumented system lifecycle.
Broadly Acceptable It is necessary to maintain
Region assurance that risk remains

at this level The benefits of these new standards include
No need for detailed working

details and a greater effectiveness for what
to demonstrate ALARP RISK IS .
NEGLIGIBLE concerns:
¢ the definition of risk reduction

and related requirements;

RISk REDUCTION

Residual Tolerable EUC Risk . - .
Risk Risk + system design and implementation;
' ' ' > ¢ documentation management;
| INCREASING RISK . i
Necessary risk reduction + safety assessment and validation;
Actual risk reduction + plant maintenance;
e ) (o | [ ¢ cost management.
safety-related systems safety-related system reduction facilities
[ Risk reduction obtained by ;Il safety-related systems and ex;emal risk reduction systems ] The maj Orlty Of our prOdUCtS

are SIL 3 or SIL 2 certified.

AVERAGE PROBABILITY OF FAILURE ON DEMAND (PFDAVG)

Tolerable accident frequency S L Safety Instrumented Systems

Frequency of accidents without protections RRF

PFDavg Simplified equations The experience in safety

Without common causes With common causes (Beta factor) and electronics acquired
1001 Aoy x 1 ) during th(_-:‘ years has lead us SAFETY
2 to the writing of a INSTRUMENTED
R 2 . SYSTEMS
1002 VT L [@-8)x(Aou ¥ (BxAnyxTI) comprehensive manual
1002D : 3 3 2 on IEC61508 and IEC 61511.
3 3 . Plant Enginsering and Malstenance
1003 7\DU1 X )\DUZ X 7\DU3 X % I:(l-B)X (ADU X Tl)] N (BX }\DU X Tl) ThIS effort has already sccording to 1EC 81508 and [EC 61511 Standards
4 2 proven to be a great
Tl BxApy XTI i i
002 (Rou, +Aou, ) x 1 [(1-8)x (Ao xT1) ]+ ( o ) ber.leflt for engineers, —
maintenance personnel
203 {(ADU, * Aow, ) *+ (Rou, * Ao, )}X T [(8)(r le)]z L (B2 xT) and whoever wishes to _
+(Rou, ¥Ry, ) 3 o 2 approach the concept of functional safety.
TI: Proof Test time interval . . . .
" loro1o*y) Aoy KEtXEJﬂl-Et)i} Et- Test Effectiveness The manual is available on request in English,
t N Mou: dangerous undetected failures Spanish and Italian |anguage_

(AN DTS0345-1 technology for safety




Understanding Safety Integrity Levels %E&"L&?J&miﬁ

S .
AFETY:

Basic Concepts: Reliability
Failure Rate : 1
FREEDOM FROM . Failures per unit time
Components exposed to functional failure
UNACCEPTABLE RISK
1
MTBF = MTTF +MTTR H=—— 0 Failure time t TTF
1 MTTR R L T T >
MTTF = MTBF - MTTR = X 1
MTTF e .
L Operating Time M M
Availability = = Dl >|E---—
Operating Time +Repair Time MTBF
_ NMTTE WMTTF_ p _ D —— cooods
MTTF+MTTR  MTBF  p+A Repair
time
- MTBM Success (failure)
MTBM + MSD
- S A /
Unavailability = 1- Availability = —
y
RELIABILITY
Acronyms: AVAILABILITY
MTBF: Mean Time Between Failures BERE S Y
Boiling Liquid ex anding MTTF: Mean Time To Failure UNAVAILABILITY
q P MTTR: Mean Time To Repair
Vapor Ex losion BLEVE MTBM: Mean Time Between Maintenance :
P P ( ) MSD: Expected Mean System Downtime Success Failure
A: Failure rate MTTF MTTR
H: Repair rate

SAFE FAILURE FRACTION (SFF) AND SIL LEVELS

Z)\DD"'Z)\SD"'Z)\SU -1 ZADU
SFE ZADD+Z)\DU+ZASD+Z)\SU Z)\TOT
Hardware fault Hardware fault Hardware fault
Flash Fire tolerance tolerance tolerance
0 1 2
TYPE A Components
< 60% SIL 1 SIL 2 SIL3
60% - < 90% SIL 2 SIL 3 SIL 4
90% - < 99% SIL 3 SIL 4 SIL 4
> 99% SIL 3 SIL 4 SIL 4
TYPE B Components
< 60% Not allowed SIL 1 SIL2
60% - < 90% SIL 1 SIL 2 SIL 3
90% - < 99% SIL 2 SIL 3 SIL 4
> 99% SIL 3 SIL 4 SIL 4

Failure rates categories: Ay: dangerous detected; Apy: dangerous undetected
Asp: safe detected; Asu: safe undetected

MTTFs [°
my . Ey

Pool Fire 1
1001 A
1 1001 1002
1002 oA
1 A
2002 AZ X MTTR
. 2003 1 2
Fireball 00 6AZ X MTTR 2002
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IEC 61508 and IEC 61511

are certainly the leading
standards in terms of safety
related equipment:

the knowledge of their
requirements and the ability to
fulfill them are essential to both
manufacturers and customers.

The benefits of these new

standards include details and a

greater effectiveness for what

concerns:

« the definition of risk reduction
and requirements;

« system design and
implementation;

« documentation management;

« safety assessment and
validation;

« plant maintenance;

« cost management.

G.M. International S.r.lI.

is a manufacturer of SIL 2 and

SIL 3 certified intrinsically safe
instrumentation for use in
hazardous areas such as, for
example, oil & gas, petrochemical
processes and the high
demanding fields of DCS, F&G,
BMS and ESD systems.

The experience in safety and
electronics acquired during

the years has lead to the

writing of this manual, for the
benefit of engineers,
maintenance personnel and
whoever wishes to approach

the concept of functional safety.

Refer to www.gmintsrl.com for
even more material, news, products
and application notes.

G.M. International S.r.lI.
via San Fiorano, 70 = [-20058 Villasanta (MB) = ITALY
Phone: +39 039 2325 038  Fax: +39 039 2325 107

info@gmintsrl.com

www.gmintsrl.com
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